12 LOAI MA BOC

I.Ma doc la gi? Téng quan vé ma doc

Ma déc hay “Malicious software” la mét loai phén mém duoc tao ra va chén vao hé thédng mot cach
bi mat v&i muc dich tham nhap, pha hoai hé thong hod&c 14y cap théng tin, 1am gian doan, tén hai toi
tinh bi mét, tinh toan ven va tinh san sang cua may tinh nan nhan. Ma doc dwoc phan thanh nhiéu
loai tuy theo chirc nang, cach thire 1ay nhiém, pha hoai: virus, worm, trojan, rootkit ..

Moi ngu&i hay bi nham 1an v&i 1 khai niém khac 1a Virus may tinh. Thuc té, virus méy tinh chi 1a 1
phan nhé trong khai niém ma doc. Virus may tinh hiéu don thuan ciing la mét dang ma déc nhwng sw
khac biét & chd virus may tinh c6 KHA NANG TU’ LAY LAN.

Cac loai ma déc cang ngay cang phtrc tap tir cach thire 1ay nhiém, phwong phap 4n minh, cach thire
thuwe hién cac hanh vi nguy hiém... Gi&i han gilra cac loai mé déc ngay cang han hep vi ban than cac
ma doc cling phai cé sy két hop l&n nhau de hiéu qua tan cong la cao nhét.

Sau day, toi xin trinh bay mot s6 khai niém vé ma doc dwa trén 3 yéu td chinh: Chirc néng, Dbi twong
lay nhiém, P&c trwng clia ma doc.

.12 Loai ma ddéc pho bien

1.Boot virus

Boot virus hay con goi 1a virus boot, 13 loai virus lay vao boot sector hodc master boot record ctia 6
dia cing. Day la cac khu vyc dac biét chira cac dir liéu dé khoi ddng hé théng, nap cac phan vung.
Boot Virus dwoc thye thi trwdc khi hé diéu hanh duoc nap Ién vi vay nd hoan toan doc lap voi hé diéu
hanh. B-Virus cé nhuoc diém la kho viét do khong thé st dung céac dich vu, chirc nang c6 san cla hé
diéu hanh va kich thwdce virus bi han ché bdi kich thuwéc clia cac sector (m0| sector chi c6 512 byte).
Ngay nay gan nhu khéng con thay sy xuét hién cia Boot Virus do dac diém lay lan cham va khéng

phu hop voi théi dai Internet.
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2.Macro virus

Day la loai virus dac biét tAn cong vao chuwong trinh trong bdé Microsoft Office ctia Microsoft: Word,
Excel, Powerpoint. Macro la tinh nang h tro' trong bd ¢dng cu van phong Microsoft Office cho phép
ngudi st dung lwu lai cac cdng viéc can thyc hién lai nhiéu lan. Thuc té hién nay cho thay virus macro
gan nhw da “tuyét ching”.
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3.Scripting virus

Scripting virus la loai virus dworc viét bang cac ngén ngilr script (kich ban) nhw
VBScript, JavaScript, Batch script. Nhitng loai virus nay thudng cé dac diém
dé viét, dé cai dat. Chung thwdng tw 1ay lan sang céc file script khac, thay ddi
ndi dung ca céc file html dé thém cac théng tin quang cao, chén banner ... Day
cling la mét loai virus phat trién nhanh chéng nho sw phé bién cua Internet.
4.File Virus

Virus nay chuyén lay vao céc file thwe thi (vi du file c6 phan mé rong .com, .exe,
.dll) mét doan ma dé khi file dwoc thuwe thi, doan ma virus sé dwoc kich hoat
trudc va tiép tuc thire hién cac hanh vi pha hoai, lay nhiém. ,
Loai virus nay c6 dac diém lay lan nhanh va kho diét hon cac loai virus khac do phai xt ly cat bo,
chinh stra file bi nhiém. ) ) )

File VirusNCé nhuoc diém la chilay vao mét sc‘), dinh’dang file nhat dinh va phu trlucf)c vao hé diéu hanh.
F-Virus van ton tai t&i ngay nay v&i nhirng bién thé ngay cang tréd nén nguy hiém, phirc tap hon.
5.Trojan horse — ngwa thanh To' roa

Trojan Horse Virus

trojan horse virus



Tén cua loai virus nay dwoc lay theo mét dién tich ¢b. Trong cudc chién véi nguwdi To-roa, cac chién
binh Hy Lap sau nhiéu ngay khéng thé chiém dwoc thanh da nghi ra moét ké, gidng hoa rdi tang ngudi
dan thanh To-roa mét con nguwa gb khdng 16. Sau khi ngwa gé dwoc dwa vao thanh, dém dén cac
chién binh Hy Lap t&r trong ngwa gé chui ra danh chiém thanh.

Day cung chinh 1a cach ma cac Trojan horse (goi tat 1a Trojan) ap dung: cac doan ma cla Trojan dugc
“che gidu” trong c&c loai virus khac ho&c trong cac phdn mém may tinh thong thuwong dé bi mat xam
nhap vao may nan nhan. Khi t&i thoi diém thuan loi chung sé tién hanh cac hoat ddng an cap théng
tin ca nhan, mat khau, diéu khién may tinh nan nhan ... Ban chét ctia Trojan 1a khong tw lay lan ma
phai st dung phdn mém khac dé phat tan.

Dwa vao cach hoat déng ta co thé phan chia Trojan thanh cac loai sau: BackDoor, Adware va Spyware.

6.BackDoor

Phan mém BackDoor (clra sau) 1a mét dang Trojan khi thAm nhap vao may tinh nan nhan sé mé ra
mot cong dich vu cho phép ké tan cong diéu khién cac hoat dong & may nan nhan. Ké tan coéng co
thé cai cac phan mém BackDoor |&n nhiéu may tinh khac nhau thanh mét mang lwéi cac may bi diéu
khién — Bot Net — rdi thwc hién cac vu tan cong tir chdi dich vu (DoS — Denial of Service).
7.Adware va Spyware

Day la loai Trojan khi xam nhap vao may tinh v&i muc dich quang cao hoac “gian diép”. Ching dwa
ra cac quang cao, mé ra cac trang web, thay dbi trang mac dinh cla trinh duyét (home page) ... gay
khé chiu cho ngwoi siv dung. Cac phan mém nay cai d&t cac phan mém ghi lai thao tac ban phim (key
logger), an c&p mat khau va thong tin ca nhan ...

8.Worm — sau may tinh

Cung voi cac loai ma déc may tinh nhw Trojan, WannaCry, Worm (sau may tinh) la loai virus phat
trién va lay lan manh mé nhéat hién nay nhd mang Internet. Vao thoi diém ban dau, Worm duorc tao
ra chi véi muc dich phat tan qua thw dién t&r — email. Khi lay vao may tinh, ching thwe hién tim kiém
céac sb dia chi, danh sach email trén may nan nhan rdi gid mao cac email d& g ban than chung téi
cac dia chi thu thap dwoc. Cac email do worm tao ra thwong cé ndi dung “giat gan”, hoac “hap dan”,
hodc trich dan mét email ndo d6 & may nan nhan dé nguy trang. Diéu nay khién cac email gid mao
tr& nén “that” hon va ngudi nhan dé bi danh Itra hon. Nhd nhirng email gia mao dé ma Worm lay lan
manh mé trén mang Internet theo cap s nhan.

Bé&n canh Worm lay lan theo cach truyén thdng str dung email, Worm hién nay con st dung phuwong
phap 1an lan qua 6 USB. Thiét bi nh& USB da tré nén phé bién trén toan thé gidi do loi thé kich thwéc
nhd, co dong va tré thanh phwong tién lay lan ly twéng cho Worm.

Dwa dac diém lay lan manh mé ctia Worm, nhirng ké viét virus da dwa thém vao Worm céc tinh ndng
pha hoai, an cép théng tin..., Worm d3 tré thanh “ban déng hanh” ciia nhixng phan mém déc hai khac
nhw BackDoor, Adware...

9.Rootkit

Rootkit ra doi sau cac loai virus khac, nhung rootkit lai dwoc coi la mét trong nhirng loai virus nguy
hiém nhat.

Ban than rootkit khdng thwe sy la virus, day Ia phan mém hodc mét nhém cac phan mém may tinh
duoc gii phap dé can thiép sau vao hé théng may tinh (nhan cta hé diéu hanh hoac tham chila phan
cing cla may tinh) véi muc tidu che gidu ban than n6 va cac loai phan mém doc hai khac.

V@i sy xudt hién cla rootkit, cac phan mém déc hai nhw tré nén “vo hinh” trede nhirng cong cu thdng
thwong tham chi vo hinh ca véi cac phan mém diét virus. Viéc phat hien ma déc va tiéu diét virus tré
nén khé khan hon rat nhidu trwdc sw bao vé cla rootkit — vén dwoc trang bi nhiéu ki thuat méi hién
dai.

Xuét hién lan dau trén hé théng Unix tlr kha 1au, nhwng ké tir 1an xuét hién “chinh thirc” trén hé diéu
hanh Windows vao nam 2005, Rootkit dang dan tré nén phd bién va tré thanh cdng cu che gidu hiru
hiéu cho cac loai phan mém doc hai khac.

10.Botnet

La nhirng may tinh bj nhiém virus va diéu khién béi Hacker théng qua Trojan, virus... Hacker lgi dung
strc manh clia nhirng may tinh bj nhiém virus dé thwc hién cac hanh vi tAn coéng, pha hoai, &n cap
théng tin. Thiét hai do Botnet gay ra thuwéng rat 1on.
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11.Bién thé

Mbt hinh thirc trong co ché hoat déng clia virus la tao ra cac bién thé cta chung. Bién thé cda virus
la sy thay d6i ma ngudén nham cac muc dich tranh sy phat hién ctia phan mém diét virus hodc lam
thay dbi hanh déng cla no.

12.Virus Hoax

Day la cac canh bao gia vé virus. Cac canh bao gia nay thwong nup dwdi dang mot yeu cau khan cép
dé bao vé hé théng. Muc tiéu cia canh bao virus gia la cb géng 16i kéo moi ngwoi gii canh bao cang
nhiéu cang tét qua email. Ban than canh bao gia la khong gay nguy hiém truc tiép nhwng nhirng thw
glri dé& canh bao co thé chiva ma doc hai hodc trong canh bao gia c6 chira cac chi dan vé thiét 1ap lai
hé dleu hanh, xoa file lam nguy hai t&i hé thong Kiéu canh bao gia nay cing gay ton thoi gian va
quay réi bo phan hé tro ki thuat khi cé qua nhiéu nguwdi goi dén va yéu cau dich vu.

Ngay nay, sy phat trién manh mé cla Internet dang tao ra mét méi trwong hoat déng va lay lan ly
twéng cho cac loai phan mém ddc hai. B&n canh dd, cac huéng dan chi tiét, cac loai cong cu dé tao
virus ngay cang nhiéu, xuat hién tran lan trén mang toan cau. Day la nhirng yéu té thuan loi cho sw
phat trién va lay lan manh mé cla virus, ma doc. Chinh vi vay nhitng phan loai trén day chi mang tinh
twong déi, cac loai virus dang theo xu hwéng “két hop” lai véi nhau, tao thanh nhirng thé hé virus méi
v&i nhidu dac tinh hon, kha nang pha hoai cao hon, nguy hiém hon va kho bi phat hién hon. Vi vay
cac phan mém diét virus cé vai trd rat quan trong, ddm bao méi trwdng lam viéc an toan cho ngudi
str dung may tinh.

Ngudn tham khao: https://securitybox.vn/2161/12-loai-ma-doc-pho-bien/




